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1. Introduction
Suppose two HR-MSs (High-Reliability-Mobile Stations) wishes to communicate securely with each other in the event of a network failure (i.e. there is no backbone infrastructure), then an Authentication and Key Exchange (AKE) protocol is required to provide mutual authentication and data security for such secure direct communications.  The IEEE 802.16n System Requirement Document (SRD) [1] specifies the requirement for security procedures for Network aided (i.e. with HR-BS (Base station) assistance) and Autonomous (i.e. no network infrastructure present) mutual authentication and data security for direct communications. Currently, the existing security protocols (PKMv3) in existing IEEE 802.16 standards do not support such secure direct communication scenarios. In this contribution, we propose security procedures for network aided mutual authentication of HR-MS and data security. The secret key DMK established during the network aided security procedure shall subsequently be used for Autonomous Mutual Authentication of HR-MS and data security for Direct Communications when there is no infrastructure in the HR network.
2. Security procedures for HR-Networks
2.1 Network Aided Mutual Authentication of HR-MS and Data Security

Suppose HR-MS1 wishes to establish a direct communication pre-shared key DMK with HR-MS2 so that HR-MS1 and HR-MS2 can securely communicate with each other directly in the event of a backbone failure (i.e. there is no HR-BS around). Then a security procedure shall be executed between HR-BS, HR-MS1 and HR-MS2 to establish the direct communication pre-shared key DMK. This DMK shall be used for mutual authentication and data security for direct communication when the network infrastructure fails. Figure 1 shows the depicted scenario. 
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2.2 Autonomous Mutual Authentication of HR-MS and data security for Direct Communications
Suppose HR-MS1 and HR-MS2 has already established a pre-shared key DMK with the aid of the Network Infrastructure using the solution in Section 2.1 and wishes to communicate directly. Then the pre-established DMK can be used for mutual authentication and Key Management to establish a secret key for data security in direct communications in the case of backbone failure. Figure 2 shows this scenario. [image: image9.png]HR-MS1
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3. Summary

In this contribution, we proposed security procedures for mutual authentication and data security for IEEE 802.16n HR networks in both network aided and autonomous scenarios are proposed. In the network-aided security procedure, the HR-BS (base station) shall assist the two HR-MSs to establish a Direct Communication Master Key (DMK) which would be used for data security and mutual authentication for direct communications 

The security procedure for Autonomous Mutual Authentication of HR-MS and data security for Direct Communications takes place in the event where two HR-MSs wishes to establish direct communications with each other autonomously and they have already established a pre-shared key DMK using the network-aided security procedure described above.
4. Text Proposal for IEEE 802.16n AWD
Note:

The text in BLACK color: the existing text in AWD

The text in RED color: the removal of existing AWD text

The text in BLUE color: the new text added to the Multi-Carrier DG Text
[-------------------------------------------------Start of Text Proposal---------------------------------------------------]

[Adopt the following text in the 802.16n AWD Document (C802.16x-xx/xxxx)]
17.2.10.1 Security procedures for HR-Networks

The following protocols shall be used for secure communication and session establishment amongst HR-stations, and between HR-stations and external AAA-server. 

17.2.10.1.1 Network Aided Mutual Authentication of HR-MS and Data Security

The security procedure below shall be executed between HR-BS, HR-MS1 and HR-MS2 to establish the direct communication pre-shared key DMK between HR-MS1 and HR-MS2 so that HR-MS1 and HR-MS2 can communicate with each other directly in the event of a backbone failure (i.e. there is no HR-BS around). The flow diagram is shown in Figure 3 while the flow chart is shown in Figure 4. 
This security procedure includes the following steps:

Step 1: HR-MS1 selects nonce NHR-MS1, computes θHR-MS1 = MACCMAC1(“DC_REQ_MS”|THR-MS1| NHR-MS1|HR-MS1Addr|HR-MS2Addr and sends a DC_Request_MSG#1 message to HR-BS to request for a direct communication pre-shared key DMK to be shared with HR-MS2, where DC_Request_MSG#1 = “DC_REQ_MS"|THR-MS1| NHR-MS1|HR-MS1Addr|HR-MS2Addr| θHR-MS1 .
Step 2: HR-BS checks THR-MS1, NHR-MS1 for message freshness and θHR-MS1 for message authentication. If the verifications are correct, HR-BS selects NHR-BS, computes θHR-BS = MACCMAC2(“DC_REQ_BS”| THR-BS|NHR-BS|HR- MS1Addr|HR-MS2Addr and sends DC_Request_MSG#2 to HR-MS2 to inform HR-MS2 of the direct connection request from HR-MS1, where DC_Request_MSG#2 = “DC_REQ_BS”|THR-BS|NHR-BS|HR- MS1Addr|HR-MS2Addr|θHR-BS.

Step 3: HR-MS2 checks THR-BS, NHR-BS for message freshness and θHR-BS for message authentication. If the verifications are correct, HR-MS2 selects NHR-MS2, computes θHR-MS2 = MACCMAC2(“DC_REPLY_MSG”| THR-MS2|NHR-MS2|HR-MS1Addr|HR-MS2Addr|NHR-BS and sends DC_REPLY_MSG#3 to HR-BS to inform HR-BS of its decision to directly communication with HR-MS1, where DC_REPLY_MSG#3 = “DC_REPLY_MSG”|THR-MS2|NHR-MS2|HR-MS1Addr|HR-MS2Addr|NHR-BS| θHR-MS2. Note that “DC_REPLY_MSG” = “DC_REPLY_OK” if HR-MS2 agrees for direct communications with HR-MS1 and “DC_REPLY_MSG” = “DC_REPLY_NOTOK” if HR-MS2 refuses direct communications with HR-MS1.

Step 4: HR-BS checks THR-MS2, NHR-MS2 for message freshness and θHR-MS2 for message authentication. If the verifications are correct, HR-BS checks the response from HR-MS2. If “DC_REPLY_MSG” = “DC_REPLY_NOTOK”, then the protocol stops and HR-BS selects NHR-BS', computes θHR-BS' = MACCMAC1(“DC_REPLY_NOK_BS”|THR-BS'|NHR-BS'| NHR-MS1) and sends DC_REPLY_MSG#4 message to HR-MS1, where DC_REPLY_MSG#4 = DC_REPLY_NOK_BS”|THR-BS'|NHR-BS'|NHR-MS1| θHR-BS'.

Otherwise, If “DC_REPLY_MSG” = “DC_REPLY_OK”, then HR-BS generates DMK, selects NHR-BS' and encrypts EHR-MS1_KEK(DMK, key_lifetime, HR-MS1Addr, HR-MS2Addr) and computes θHR-BS' = MACCMAC1(“DC_REPLY_OK_BS”| THR-BS'|NHR-BS'| EHR-MS1_KEK(DMK, key_lifetime, HR-MS1Addr, HR-MS2Addr)|HR-MS1Addr|HR-MS2Addr| NHR-MS1) and sends DC_REPLY_MSG#5 message to HR-MS1, where DC_REPLY_MSG#5 = “DC_REPLY_OK_BS”| THR-BS'|NHR-BS'| EHR-MS1_KEK(DMK, key_lifetime, HR-MS1Addr, HR-MS2Addr)|HR-MS1Addr|HR-MS2Addr| NHR-MS1|θHR-BS'.

HR-BS also encrypts EHR-MS2_KEK(DMK, key_lifetime, HR-MS2Addr, HR-MS1Addr) and computes θHR-BS'' = MAC CMAC2(“DC_REPLY_OK_BS”|THR-BS''|NHR-BS|EHR-MS2_KEK(DMK, key_lifetime, HR-MS2Addr, HR-MS1Addr)|HR-MS2Addr|HR-MS1Addr|NHR-MS2) and sends DC_REPLY_MSG#6 message to HR-MS2, where DC_REPLY_MSG#6 = “DC_REPLY_OK_BS”| THR-BS''|NHR-BS|EHR-MS2_KEK(DMK, key_lifetime, HR-MS2Addr, HR-MS1Addr)|HR-MS2Addr|HR-MS1Addr|NHR-MS2| θHR-BS''.

Step 5a: HR-MS1 first checks THR-BS', NHR-BS' and NHR-MS1 for freshness and θHR-BS' for message authentication. If the verifications are correct, then HR-MS1 decrypts EHR-MS1_KEK(DMK, key_lifetime, HR-MS1Addr, HR-MS2Addr) and obtains DMK and its lifetime key_lifetime.

Step 5b: HR-MS2 first checks THR-BS'', NHR-BS and NHR-MS2 for freshness and θHR-BS'' for message authentication. If the verifications are correct, then HR-MS2 decrypts EHR-MS2_KEK(DMK, key_lifetime, HR-MS2Addr, HR-MS1Addr) and obtains DMK and its lifetime key_lifetime.
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17.2.10.1.2 Autonomous Mutual Authentication of HR-MS and data security for Direct Communications

HR-MS shall mutually authenticate themselves without access to a security server using the pre-established shared key DMK. The following security procedure shall be executed to provide Autonomous Mutual Authentication of HR-MS and data security for Direct Communications. HR-MS1 and HR-MS2 has already established a pre-shared key DMK with the aid of the Network Infrastructure. The establishment of the pre-shared key DMK can be done using the procedure mentioned in Section 17.2.10.1.1. Figure 5 shows the flow diagram while Figure 6 shows the flow chart for this scenario.

This security procedure includes the following steps:
Step 1: HR-MS1 selects nonce NHR-MS1 and uses the shared DMK and computes DAK = Dot16KDF ( DMK, HR-MS1Addr|HR-MS2Addr| “DAK”, 160), the DCMAC = Dot16KDF(DAK, “DCMAC_KEYS”, 128) and θHR-MS1 = MACDCMAC(N HR-MS1|DMK_Sequence_No|DAKID|Key_lifetime) and DTEK =  DOT16KDF(DAK, “DTEK_KEY”, 128). Finally, HR-MS1 sends the DirectComms_KeyAgreement_MSG_#1 message to HR-MS2, where DirectComms_KeyAgreement_MSG_#1 = NHR-MS1| DMK_Sequence_No| DAKID|Key_lifetime| θHR-MS1.

Step 2: HR-MS2 first verifies the received nonce is fresh and uses the shared DMK and computes DAK =Dot16KDF (DMK, {HR-MS1Addr|{HR-MS2Addr|”DAK”, 160), the DCMAC = Dot16KDF(DAK,  “DCMAC_KEYS”, 128), DTEK = DOT16KDF(DAK, “DTEK_KEY”, 128) and uses DCMAC to checks θHR-MS1. If the verification is correct, HR-MS2 selects NHR-MS2 and computes θHR-MS2 = MACDCMAC(N HR-MS1|N HR-MS2|DAKID|DMK_Sequence_No|DC_Security_Parameters). Finally, HR-MS2 sends DirectComms_KeyAgreement_MSG_#2 message to HR-MS1, where DirectComms_KeyAgreement_MSG_#2 = N HR-MS1|N HR-MS2|DAKID|DMK_Sequence_No|DC_Security_Parameters|θHR-MS2.

Step 3: HR-MS1 receives the above message from HR-MS2 and checks the received nonces for freshness and also checks DAKID and θ HR-MS2. If the verifications are correct, HR-MS1 computes θHR-MS1' = MACDCMAC(NHR-MS1|N HR-MS2|DMK_Sequence_No|DC_SAID|DC_Security_Parameters). Finally, HR-MS1 sends DirectComms_KeyAgreement_MSG_#3 message to HR-MS2, where DirectComms_KeyAgreement_MSG_#3 = NHR-MS1|N HR-MS2|DMK_Sequence_No|DC_SAID|DC_Security_Parameters|θHR-MS1'.

Step 4: Upon receiving the above message, HR-MS2 checks the received nonces for freshness and θHR-MS1'. If the verifications are correct, HR-MS2 applies the negotiated security parameters and is ready for direct communications with HR-MS1. Otherwise, if θHR-MS1' is invalid, then HR-MS2 shall ignore the DirectComms_KeyAgreement_MSG_#3 message.
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17.2.10.1.3 Key Derivation

17.2.10.1.3.1 DMK Derivation

The DMK is a 160-bit key that is randomly generated by HR-BS or a network entity (e.g. an AAA Server etc) in the Network-aided Security Procedure, by HR-MS2 in Solution 1 - PKI, and by HR-BS* in Solution 2 - HR-MS converts to HR-BS* of the Autonomous Security Procedure. It is already pre-established in Solution 3 - Pre-shared key.

The DMK may be used as a source for keying materials required by upper layers.

17.2.10.1.3.2 DAK Derivation

DAK is derived from DMK and belongs to a pair of HR-MSs. The DAK is used for Direct Communications in the event of failure in the backbone.

The DAK derivation is as follows:

DAK =Dot16KDF (DMK, HR-MS1Addr|HR-MS2Addr|”DAK”, 160)

where: HR-MS1Addr and HR-MS2Addr are the addresses of HR-MS1 and HR-MS2 respectively.

17.2.10.1.3.3 DCMAC Key Derivation
DCMAC key is derived from DAK and used for message authentication for the messages sent during direct communications.

DCMAC key is derived as follows: 

DCMAC = Dot16KDF(DAK, “DCMAC_KEYS”, 128)

17.2.10.1.3.4 DTEK Derivation

DTEK is used to transport encryption key used to encrypt data in direct communications.

DTEK is derived as follows:

DTEK = Dot16KDF(DAK, “DTEK_KEY”, 128)

[-------------------------------------------------End of Text Proposal----------------------------------------------------]
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Figure 1: Network-Aided Direct Communication Scenario







































































Figure 2: HR-MS to HR-MS Direct Communication scenario without infrastructure.















































HR-BS verifies the received message. If the verification is correct, then HR-BS checks the response from HR-MS2. If HR-MS2 denies the direct communication key establishment, then the protocol stops and HR-BS sends DC_Reply_MSG#4 to inform HR-MS1. Otherwise, HR-BS generates the DMK and sends the DMK securely to HR-MS1 and HR-MS2 via DC_Reply_MSG#5 and DC_Reply_MSG#6 respectively.





HR-MS2 verifies the received message. If the verification is correct, then HR-MS2 decides on whether to accept or deny the direct communication key establishment request. HR-MS2 sends its response in DC_Reply_MSG#3 to HR-BS.




















HR-MS1 verifies the received CMAC tuple and checks the DAKID. If the verifications are correct, then HR-MS1 computes its new CMAC tuple and sends DirectComms_KeyAgreement_MSG_#3 message to HR-MS2.





HR-BS verifies the received message. If the verification is correct, HR-BS sends a DC_Request_MSG#2 message to HR-MS2














Figure 6: Flow Chart of Pre-shared key-based Autonomous Direct Communication Authentication and Key Establishment Security Procedure.





HR-MS2 receives the above message and verifies the CMAC tuple. If the verification is correct, then HR- MS2 confirms that HR-MS1 has computed the correct keys and commence secure direct communications.





HR-MS1 selects its nonce and uses the pre-shared DMK to compute DAK, DCMAC key and DTEK. HR-MS1 then computes the CMAC tuple and sends DirectComms_KeyAgreement_MSG_#1 message to HR-MS2.





HR-MS1 sends a DC_Request_MSG#1


message to HR-BS to request for a direct communication pre-shared


key DMK to be shared with HR-MS2.





Figure 3: Flow Diagram of Authentication and Key Establishment of Network Aided Direct Communication scenario.





HR-MS2 verifies the received CMAC tuple. If the verification is correct, HR-MS2 generates its nonce and uses the pre-shared DMK to compute DAK, DCMAC key and DTEK. HR-MS2 then computes the CMAC tuple and sends DirectComms_KeyAgreement_MSG_#2 message to HR-MS1. 





Figure 5: Flow Diagram of Authentication and Key Establishment of Direct Communication without Infrastructure (Pre-shared key case).





HR-MS1 and HR-MS2 verifies the received message. If the verification is correct, then HR-MS1 and HR-MS2 decrypts and obtains DMK and key_lifetime for direct communications.





Figure 4: Flow Chart of Network Aided Direct Communication Authentication and Key Establishment Security Procedure.









  


