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1. Introduction

The IEEE 802.16n System Requirements Document (SRD) specifies shall provide the security architecture that provides a group of HR-MSs with authentication, authorization, encryption and integrity protection. The HR-Network shall provide multicast key management for the group of HR-MSs and the master key shared within the group should be distributed securely.
To ensure that an attacker is not able to masquerade as a multicast member or eavesdrop in the multicast communications, multicast key management (MKM) protocols have to be designed for the 802.16n networks. The current IEEE 802.16n AWD does not support multicast master key rekeying. If new members were to join the multicast group, it is possible to access all previous multicast traffic prior to the join event, i.e. no backward secrecy.
In this contribution, we propose that the multicast master key shall be rekeyed when new members join a multicast group in order to assure backward secrecy.

[-------------------------------------------------Begin of Text Proposal----------------------------------------------------]

 [Add the following text into Section 17.3.10.2 Security in the 802.16n AWD]
17.3.10.2.x Multicast Join Procedure
In order to prevent newly joined stations from decrypting and accessing multicast traffic prior to the join event, multicast keys shall be changed whenever new members join a multicast group. Figure X1 shows the flow diagram of the Join Event.

[-------------------------------------------------End of Text Proposal----------------------------------------------------]
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