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Proposal forAdding BS SecurityManagementFunction
Attributes
Huawei Technologies.

Introduction

With mobility feature is introduced into WiMAX system, PKMV2 mechanism is adopted in 16e. This
contribution proposes to add BS security management related configuration attributes to the current standard.

Proposed Text

15.1.2.3.5 IOC SecurityManagmentFunction
15.1.2.3.5.1 Definition
This IOC represents a SecurityManagmentFunction object. It is derived from ManagedFunction.
15.1.2.3.5.2 Attributes

Attributes of SecurityManagmentFunction

Attribute
name Visibility

Support
Qualifier

Read
Qualifier Write Qualifier

15.1.2.3.6 IOC PkmBase
15.1.2.3.6.1 Definition
This IOC represents a PkmBase object. It is derived from SecurityManagementFunction.
15.1.2.3.6.2 Attributes

Attributes of PkmBase

Attribute name Visibility
Support
Qualifier

Read
Qualifier Write Qualifier

wmanIfBsPkmDefaultAuthLifetime + M M M
wmanIfBsPkmDefaultTekLifetime + M M M
wmanIfBsPkmDefaultSelfSigManufCertT
rust

+ M M M

wmanIfBsPkmCheckCertValidityPeriods + M M M
wmanIfBsPkmAuthentInfos + M M -
wmanIfBsPkmAuthRequests + M M -
wmanIfBsPkmAuthReplies + M M -
wmanIfBsPkmAuthRejects + M M -
wmanIfBsPkmAuthInvalids + M M -
wmanIfBsPMKDefaultPreHandshakeLifet
ime

+ M M M

wmanIfBsPMKDefaultLifetime + M M M
wmanIfBsDefaultSAChallengeTimer + M M M
wmanIfBsDefaultSaChallengeMaxResend
s

+ M M M

wmanIfBsDefaultSATEKTimer + M M M
wmanIfBsDefaultSATEKRequestMaxResen
ds

+ M M M

15.1.2.3.7 IOC PkmTek
15.1.2.3.7.1 Definition
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This IOC represents a PkmTek object. It is derived from SecurityManagementFunction.
15.1.2.3.7.2 Attributes

Attributes of PkmTek

Attribute name Visibility
Support
Qualifier

Read
Qualifier Write Qualifier

wmanIfBsPkmTekSAId + M - -
wmanIfBsPkmTekSAType + M M -
wmanIfBsPkmTekDataEncryptAlg + M M -
wmanIfBsPkmTekDataAuthentAlg + M M -
wmanIfBsPkmTekEncryptAlg + M M -
wmanIfBsPkmTekLifetime + M M -
wmanIfBsPkmTekKeySequenceNumber + M M -
wmanIfBsPkmTekExpiresOld + M M -
wmanIfBsPkmTekExpiresNew + M M -
wmanIfBsPkmTekReset + M M M
wmanIfBsPkmKeyRequests + M M -
wmanIfBsPkmKeyReplies + M M -
wmanIfBsPkmKeyRejects + M M -
wmanIfBsPkmTekInvalids + M M -
wmanIfBsPkmKeyRejectErrorCode + M M -
wmanIfBsPkmKeyRejectErrorString + M M -
wmanIfBsPkmTekInvalidErrorCode + M M -
wmanIfBsPkmTekInvalidErrorString + M M -
wmanIfBsPkmAssociatedGKEKSequenceNu
mber

+ M M -

wmanIfBsPkmSAServiceType + M M -

15.1.2.3.8 IOC MS/SSPkmAuth
15.1.2.3.8.1 Definition
This IOC represents a MS/SSPkmAuth object. It is derived from SecurityManagementFunction.
15.1.2.3.8.2 Attributes

Attributes of MSPkmAuth

Attribute name Visibility
Support
Qualifier

Read
Qualifier Write Qualifier

wmanIfBsSsPkmAuthMacAddress - M - -
wmanIfBsSsPkmAuthKeySequenceNum
ber

+ M M -

wmanIfBsSsPkmAuthExpiresOld + M M -
wmanIfBsSsPkmAuthExpiresNew + M M -
wmanIfBsSsPkmAuthLifetime + M M -
wmanIfBsSsPkmAuthReset + M M M
wmanIfBsSsPkmAuthInfos + M M -
wmanIfBsSsPkmAuthRequests + M M -
wmanIfBsSsPkmAuthReplies + M M -
wmanIfBsSsPkmAuthRejects + M M -
wmanIfBsSsPkmAuthInvalids + M M -
wmanIfBsSsPkmAuthRejectErrorCod
e

+ M M -

wmanIfBsSsPkmAuthRejectErrorStr
ing

+ M M -

wmanIfBsSsPkmAuthInvalidErrorCo
de

+ M M -

wmanIfBsSsPkmAuthInvalidErrorSt
ring

+ M M -

wmanIfBsSsPkmAuthPrimarySAId + M M -
wmanIfBsSsPkmAuthValidStatus + M M -
wmanIfBsMsCMACPacketNumbercount
er

+ M M

wmanIfBsMsCMAC_PN_UL + M M
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wmanIfBsMsCMAC_PN_DL + M M
wmanIfBsMsCMACValue + M M
wmanIfBsMsPkmAuthResultCode + M M
wmanIfBsMsPkmAKId + M M
wmanIfBsKeyPushMode + M M
wmanIfBsKeyPushCounter + M M
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