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PKM Version Separation

David Johnston

802.16e, as currently defined, allows negotiation of version 2 of PKM. However there is only a single PKM
section in the text and all PKM functions within this are defined independently of which version of PKM they

apply to.

This proposal creates two PKM sections, one for vl and one for v2. The PKMv2 procedures are therefore

disambiguated from the PKMv1 procedures.
The RevD-D5 document, section 7 is structured as follows:

7 Security Sublayer
7.1 Architecture
7.1.1 Packet data encryption
7.1.2 Key management protocol (needs EAP)
7.1.3 Security Associations (AAID and GSA)
7.1.4 Mapping of connections to SAs (multicast GSA changes)
7.1.5 Cryptographic Suite
7.2 PKM Protocol (Title changes to PKM v1)
7.2.1 SS Authorization and AK exchange
7.2.2 TEK Exchange Overview
7.2.2.1 TEK exchange overview for PMP topology
7.2.2.2 TEK exchange overview for Mesh Mode
7.2.3 Security capabilities selection
7.2.4 Authorization state machines
7.2.4.1 States
7.2.4.2 Messages
7.2.4.3 Events
7.2.4.4 Parameters
7.2.4.5 Actions
7.2.5 TEK State Machine
7.2.5.1 States
7.2.5.2 Messages
7.2.5.3 Events
7.2.5.4 Parameters
7.2.5.5 Actions
7.3 Dynamic SA creation and mapping
7.3.1 Dynamic SA creation
7.3.2 Dynamic mapping of SA
7.4 Key usage (PAK and EAP key changes)
7.4.1 BS key usage
*

7.4.2 SS key usage

7.5 Cryptographic methods (need new crypto modes — OMAC and secure key transfer)

7.5.1 Data encryption methods
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7.5.1.1 DES
7.5.1.2 CCM
*
7.5.2 Encryption of TEK (Need secure TEK key exchange)
7.5.2.1 3DES ECB
7.5.2.2 RSA
7.5.2.3 AES ECB
7.5.3 HMAC Digests (add OMAC)
7.5.4 Derivation of TEKs (need V2 key hierarchy)
7.5.4.1 DES Keys
7.5.4.2 3DES KEKs
7.5.4.3 HMAC authentication keys (OMAC auth keys)
7.5.5 Public key encryption of AK (and PAK for v2)
7.5.6 Digital signatures
7.6 Certificate profile (want BS cert as well)
*

From this list it can be seen that the PKMv?2 specific changes lay partially outside the PKM section (7.2).
Inserting a section 7.3 (PKMv2) will not be sufficient, since behavior outside of 7.2 must also be birfucated.

Therefore I propose that more of the existing text be brought under the PKMv1 section, so that the alternate
PKMv?2 text can be places in a PKMv2 section and be unambiguously attached to the PKMv2 mode.

This would look something like the following list. I have italicized the parts that have moved, an emboldened
new sections

7 Security Sublayer
7.1 Architecture
7.1.1 Packet data encryption
7.1.5 Cryptographic Suite
7.1.x PKM versions
7.2 PKM Version 1 Protocol
7.2.x Architecture
7.2.x Security Associations
7.2.x Mapping of connections to SAs
7.2.x Key usage
7.2.x.1 BS key usage
*

7.4.2 SS key usage
7.5.x Key Derivation Functions
7.5.4.1 DES Keys
7.5.4.2 3DES KEKs
7.5.4.3 HMAC authentication keys
7.2.x Encryption of TEK
7.5.2.1 3DES ECB
7.5.2.2 RS4
7.5.2.3 AES ECB
7.2.x Public key encryption of AK
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7.2.1 SS Authorization and AK exchange
7.2.2 TEK Exchange Overview
7.2.2.1 TEK exchange overview for PMP topology
7.2.2.2 TEK exchange overview for Mesh Mode
7.2.3 Security capabilities selection
7.2.4 Authorization state machines
7.2.4.1 States
7.2.4.2 Messages
7.2.4.3 Events
7.2.4.4 Parameters
7.2.4.5 Actions
7.2.5 TEK State Machine
7.2.5.1 States
7.2.5.2 Messages
7.2.5.3 Events
7.2.5.4 Parameters
7.2.5.5 Actions

7.3 Dynamic SA creation and mapping
7.3.1 Dynamic SA creation
7.3.2 Dynamic mapping of SA

7.5 Cryptographic methods (need new crypto modes — OMAC and secure key transfer)

7.5.1 Data encryption methods
7.5.1.1 DES
7.5.1.2 CCM

*

7.5.3 HMAC Digests

7.5.x OMAC Digests

7.5.6 Digital signatures

7.6 Certificate profile

SS Cert Profile
* - existing text

BS Cert Profile
* - new text

IEEE C802.16e-04/190r1

We should at this point have the same functionality as the base specification, with additional modes -OMAC
and a BS cert defined. There is also text describing how a different PKM version is used.

We can now insert a new PKM version section after 7.2

7.3 PKM Version 2 Protocol
7.3.1 Architecture
7.3.2 Security Associations
7.3.2.1 Unicast associations
7.3.2.2 Group associations
7.3.2.3 Mapping of connections to SAs and GSAs
7.3.3 Key Hierarchy

3
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7.3.4 Key usage
7.2.x.1 BS key usage
*

7.3.5 SS key usage
*

7.3.6 Key Derivation Functions
7.5.4.1 Generic PRF
* - all the key derivations
7.3.7 ID request
%

7.3.7 Mutual Authorization and Secure PAK exchange
*

7.3.7 and half — EAP Mutual Authentication

*

7.3.8 Secure EAP key exchange
%k

7.3.9 Secure TEK Exchange

%
7.3.10 Security capabilities selection

7.3.11 Authorization state machines
7.2.4.1 States
7.2.4.2 Messages
7.2.4.3 Events
7.2.4.4 Parameters
7.2.4.5 Actions

7.3.12 TEK State Machine
7.2.5.1 States
7.2.5.2 Messages
7.2.5.3 Events
7.2.5.4 Parameters
7.2.5.5 Actions

Specific Text changes:

Editors instructions:

[Take existing PKMv1 text, as per 802.16 as reorder the sections according to the following structure shown
below. Insert additional PKMv?2 section. Changed clause 7 text in 802.16e-D3 should be moved into the PKMv?2
section, in particular the EAP text]

7 Security Sublayer
7.1 Architecture
7.1.1 Packet data encryption
7.1.5 Cryptographic Suite
7.1.x PKM versions
7.2 PKM Version 1 Protocol
7.2.x Architecture
7.2.x Security Associations
7.2.x Mapping of connections to SAs
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7.2.x Key usage
7.2.x.1 BS key usage
*

7.4.2 SS key usage
7.5.x Key Derivation Functions
7.5.4.1 DES Keys
7.5.4.2 3DES KEKs
7.5.4.3 HMAC authentication keys
7.2.x Encryption of TEK
7.5.2.1 3DES ECB
7.5.2.2 RS4
7.5.2.3 AES ECB
7.2.x Public key encryption of AK
7.2.1 SS Authorization and AK exchange
7.2.2 TEK Exchange Overview
7.2.2.1 TEK exchange overview for PMP topology
7.2.2.2 TEK exchange overview for Mesh Mode
7.2.3 Security capabilities selection
7.2.4 Authorization state machines
7.2.4.1 States
7.2.4.2 Messages
7.2.4.3 Events
7.2.4.4 Parameters
7.2.4.5 Actions
7.2.5 TEK State Machine
7.2.5.1 States
7.2.5.2 Messages
7.2.5.3 Events
7.2.5.4 Parameters
7.2.5.5 Actions

7.3 Dynamic SA creation and mapping
7.3.1 Dynamic SA creation
7.3.2 Dynamic mapping of SA

7.5 Cryptographic methods (need new crypto modes — OMAC and secure key transfer)

7.5.1 Data encryption methods
7.5.1.1 DES
7.5.1.2 CCM

*

7.5.3 HMAC Digests

7.5.x OMAC Digests

7.5.6 Digital signatures

7.6 Certificate profile

SS Cert Profile
* - existing text

BS Cert Profile
* - new text
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