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procedure
Dongkie Lee, DongRyul Lee, Dongll Moon, JongKuk Ahn
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1. Problem Statements

Current IEEE 802.16e/D2 specify reauthorizatiorcpture after handoff. Considering the fact that
asymmetric encryption like RSA is computationalhmplex and therefore CPU-intensive, generating AH a
encrypting it using the X.509 certificate of SS addlditional overload to the target BS. Additiopathere is
no doubt about the security concerns about the HMAfQle of Key Request/Reply messages. Replacing
reauthorization procedure with the short-hand authtion procedure will reduce unnecessary authtions
from SS-BS and will reduce latency due to handoff.

2. Overview of Proposed Solutions

Firstly, security context from serving BS to tar@& should be transferred which is piggybacked @ H
pre-notification backbone message.

Table 1 Security Context Information

Type Content
AK Related Older/Newer {AK, Remaining lifetime, K&equence
Number}

TEK Related | Older/Newer {TEK Parameters(TEK, Rermgrkey-Lifetime,
Key-Sequence-Number, CBC-1V), SAID} per SAID

Table 2 Session Context Information

Type Content

CID Basic/Primary Management/Secondary Managemént C
Transport Ids, Service Flow IDs

etc IP Address, NAI(Network Address Identifier), MAAddress

Secondly, current re-authorization procedure wigcupposed to be performed just after handofbts n
performed. By sending Ranging Request with HMAC [€upstead of re-authorization procedure after loéind
MSS is implicitly authorized by BS. HMAC Tuple, vdhi is calculated with the AK issued by serving BS,
added to the Ranging Request for MSS which underbaredoff. The rational behind this is during tteg/sn
Serving BS, HMAC Tuple is good enough to verify tadidity of the MSS when MSS sends Key
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Request/Reply/Reject/TEK Invalid and the other ragss listed in Table 1 of P80216-REVd_D4. And
HMAC-Digest’s authentication key is derived fronetAuthorization Key, which is transferred with thider
security context information from serving BS togielr BS according to the first step. If the targ8ttad not
previously received security context from Servirfg &/er the backbone, target BS may request SSfarpe
full reauthorization using the indicator in RangiRgsponse message.

Table 3 HMAC Tuple Definition(P80216-REVd_D4)
Type Length | Value Scope

27 21 DSx-REQ, DSx-RSP,
DSx-ACK, REG-REQ,
REG-RSP, RES-CMD,
DREG-CMD, TFTP-CPLT

3. Proposed Changes to IEEE 802.16e/

6.3.20.4 Network entry/re-entry

Unless otherwise indicated in this section, MSS ileatetwork entry/re-entry is processed accordmg.#.9. For purposes of this
process, MSS network re-entry and hand-over arergynous.

MSS and Target BS shall conduct Ranging per 6.4®egin network entry/re-entry except as MSS ta&g advantage of a non-
contention based MSS Initial Ranging opportunitgriégsent. If MSS RNG-REQ includes an Serving B&id Target BS had not

previously received MSS information over the bacald¢see section Backbone network HO procedurem), Tlarget BS may make
an MSS information request of Serving BS over thekbone network and Serving BS may respond. Reggedif having received
MSS

information from Serving BS, Target BS may requdSIS information from another network management

entity via the backbone network. Network re-entrggeeds per 6.4.9.5 except as may be shortenedrigg(T

BS possession of MSS information obtained from Bgr3S over the backbone network.

If MSS RNG-REQ included an Serving BS_ID, HMAC-Dé&end Target BS had previously received an backbwessage

(see section Backbone network HO procedures) auntgMSS information and security context inforroatiTarget BS shall skip
use-the-embedded T\PKIREQ-information-anethe re-authorization process as defined in 7.2zatldenticates MSS using
HMAC-Digest which is calculated with the AK of tiserving BS. But Target BS may request MSS to rbeaitte setting
Authorization Required field in RNG-RSP.

If Target BS had previously received an backbonssage (see section Backbone network HO procedures),
Target BS may use the embedded TLV REG-REQ & DSAREormation to build and send an unsolicited
REG-RSP message. The REG-RSP message may incluwdeON2, Old_CID and Connection_Info

TLVs. Target BS may ignore only the first REG-RE@ssage received if it sends an unsolicited REG_RSP
message. MSS is not required to send an REG-REeifeives an unsolicited REG-RSP prior to MSS
attempt to send REG-REQ.

If MSS RNG-REQ included an Serving BS ID, MSS araiget BS may skip Time of day process.
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If MSS RNG-REQ included an Serving BS ID, MSS mkip$he MSS configuration file download procedure.

If MSS received a REG-RSP message that included €&, Old_CID, and Connection_Info TLVs, MSS
and Target BS may skip the establish connectiooseaiure.

Network entry/re-entry process completes with dislalment of MSS Normal Operations.

Figure 141j shows the SDL of an MSS initiating haffidvith the BS.

[Change the following as shown below:]
6.3.2.3.5 Ranging Request (RNG_REQ) message

The following parametershall be included in the RNG-REQ message wheiB8 is attempting to perform re-entry, associatipn
hand-over:

Serving BSID

The BS ID of the BS to which the MSS is currentiynoected (has completed the registration cyclésaimNormal Operation).
Serving BS ID shall not be included if interval &nis timed-out (Serving BS ID AGINGTIMER, see Tal2l64a). Inclusion of
Serving BS ID in the RNG-REQ message signals tardrget BS that the MSS is currently connectedhéontetwork through the
serving BS and is performing association or isyeprocess of either hand-over or network re-entry.

HMAC Tuple
The HMAC Tuple is calculated with HMAC KEY_S derivéom AK issued by serving B$aclusion of the keyed digest allows the target BS

to implicitly authenticate MSS and allows skippigthorization just after handoff. The HMAC Tupléiaute shall be the final
attribute in the message’s attribute list.

6.3.2.3.6 Ranging Response (RNG-RSP) message

[Add the following to section 6.4.2.4.6:]
When a BS sends a RNG-RSP message in respon$NG-d&EQ message containing Serving BS ID, the B$ imaude the
following TLV parameter in the RNG-RSP message:

Service Level Prediction — This value indicates the level of service the M®8 expect from this BS. The following encodings
apply:

0 = No service possible for this MSS.

1 = Some service is available for one or severaliGe Flow authorized for the MSS.

2 = For each authorized Service Flow, a MAC corinaatan be established with QoS specified by the
AuthorizedQoSParamSet.

3 = No service level prediction available.

Service Level prediction may be accompanied byrabrar of Service Flow Encodings as specified in PIL& sufficient to uniquely
identify the AuthorizedQoSParamSet associated thghpredicting SLP. If Service Flow Encodings arduded, then the SLP
response is specific to the presented Authorized@oBnSet defined by the associated encodings dedti8ervice Flow Encodings
are restricted to the following parameters only:

— Global Service Class Name

— Service Flow QoS parameter set encodings asetkfin11.13 such that the combination of Global/8erClass Name and
any Service Flow modifying parameters fully defim@sAuthorizedQoSParamSet profile being assessed

— Service Flow ldentifier
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If individual AuthorizedQoSParamSet profiles areypded for multiple Service Level Predictions, treach Service Level
Prediction is specific to its associated Authorie@ParamSet profile and shall include only respopsiens ‘0’ or ‘2"

Authorization Required
This indicates whether the authorization is reguoenot. If the target BS did not receive secucibyptext information from serving BS, HMAC-
Digest validation fails, or operator’s policy matels authorization is required.

11.5 RNG-REQ message encodings
[Add the following rows to table 318:]

Table 318a-RNG-REQ Message Encodings

Name Type(1 byte) Length Value

Serving BS ID 4 6 The unique identifier of the former Serving BS
Basic CID 6 2 Basic CID allocated from the formar Serving BS
HMAC-Digest 7 20 Keyed SHA message digest

11.5RNG-RSP TLV for re-establishment of Service Flows
[Add the following rows to table 320:]

Table 318a-RNG-RSP Message Encodings

Name Type(1 byte) Length Value

QoS Parameters [145/146].Variable Variable Compound TLV incorporating one or more 11.13 QoS
Paramater Set definition encodings

SFID [145/146].1 4

Resource Retain Flag 20 This value indicates whether the former Serving BS

retains the connection information of the MSS.
0 = the connection information for the MSS is dedet
1 = the connection information fo the MSS is r

Authorization Required 21 1 This indicates whether the authorization is requenot
0 = authorization not required
1 = authorization required

D.2.5 HO-pre-notification message

This message is sent by a BS to advertise an M88tion to perform HO. The message is typicallyt semeighbor BS referenced
in the MOB-BSHO-REQ or MOB-MSSHO-REQ message. Tlessage serves to query the Target BS whether gerae the HO
requesting MSS. The message contains the followifogmation:

Table D6—HO-pre-notification Message

Field Size Notes
Global Header 152-bit
For (j=0; j<Num Records; j++) {
MSS unique identifier 48-bit 48-bit unique identifier used by MSS (as
provided by the MSS or by theam-host-of




2004-05-04 IEEE C802.16e-04/50

message)

Estimated Time to HO 16-bit In milliseconds, relative to the time stamp. A
value of O indicates that the estimated time ig
unknown.

Required BW 8-bit Bandwith which is required by MSS (to

gurarantee minimum packet data transmissign)

For (i=0; i<Num_SFID_Records; i++) {

SFID 32-bit
For (i=0; i<Num_QoS_Records; i++) { | Variable
Required QoS 11.13 QoS Parameter definition encodings that
in combination define an
AdmittedQoSParamSet specific to the SFID
}
}
N SAIE Number of Security Association

Information Elements

For(k=0:k<N SAIE:k++){

Field Size 16-bit Size, in bytes, of TLV encoded information
field below
TLV encoded information Variable TLV information as allowed on a PKM -xxx

MAC messages

1
Old AK Remaining key Lifetime

Old AK Key Sequence Number
New AK
New AK Remaining key Lifetime

New AK Key Sequence Number
N SAIE Number of Security Association

Information Elements

For (k=0;k<N SAIE;k++){
Old AK
Old TEK Remaining key Lifetime
Old TEK Key Sequence Number
Old TEK CBC Init Vector
NEW TEK
New TEK Remaining key Lifetime
New TEK Key Sequence Number
New TEK CBC Init Vector

1
}

Security field A means to authenticate this message




