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Protect the integrity of security capability information 
Feng Tian 

DongXin Lu 
Rui Li 

 
   The PKMv2 authorization via RSA authentication doesn’t protect the integrity of the security capability 

information. Attacker may reduce the security strength of the security capability negotiated between SS and BS 
with juggling the security-capabilities field in authorization request message.  

    The BS should add the security-capabilities field received from authorization request message to 
authorization reply message, when SS receive the authorization reply , it can estimate whether the security-
capabilities has been juggled by comparing the security-capabilities field in authorization request message and 
that in authorization reply message. 

 

[add the following as show] 
 

6.3.2.3.9.20 PKMv2 authorization reply (auth reply) message 
Sent by the BS to a client MSS in response to an Authorization Request, the Authorization Reply message 

contains an AK, the key’s lifetime, the key’s sequence number, and a list of SA-Descriptors identifying the 
Primary and Static SAs the requesting MSS is authorized to access and their particular properties (e.g., type, 
cryptographic suite). The AK shall be encrypted with the MSS’s public key. The SA-Descriptor list shall 
include a descriptor for the Basic CID reported to the BS in the corresponding Auth Request. The 
SS_Random number is returned from the auth-req message, along with a random number supplied by the 
BS, thus enabling assurance of key liveness. 
 
Code: 22 
 
Attributes are shown in Table 37j. 
 
 

Table 37j—PKMv2 Auth-Reply attributes 
 

Attribute Contents 
MSS_Random A 64 bit random number generated in the MSS 
BS_Random A 64 bit random number generated in the BS 

MSS_Certificate Contains the MSS’s X.509 user certificate 
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Security_Capabilities Received  in authorization request message 
EncryptedAK RSA-OAEP-Encrypt(PubKey(MSS), pre-PAK | 

Id(MSS)) 
AK Lifetime AK Aging timer 

AK Sequence Number 64 bit AK sequence number 
AAID/SAID Either the AAID or the Basic CID if in initial network 

entry 
CertBS The BS Certificate 
SigBS An RSA signature over all the other attributes in the 

message 
 

 


