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Proposed Burst, Security and PDU Structure for IEEE 802.16m 
David Johnston
Intel Corporation
1 Introduction and Motivation
The MAC header, signaling headers, PDU subheaders and per PDU encryption format in 802.16e-REV2 is encoded in a complex way and less space efficient than it could be.

The per PDU header size, can be reduced. The number of encrypted PDUs with the PN and ICV overhead can be reduced to 1 per burst. The bit level encoding to identify PDU types, management messages, signaling headers, etc. can be reduced in size and simplified.

All these encodings need to fit efficiently into byte boundaries, be unambiguous and should support the SRD requirements for management frame protection and space efficiency improvement.

The proposed internal structure of a burst, including the PDU and cryptographic encoding forms a unified proposal which meets all the SRD requirements and which fits together neatly as a complete solution.

The goals of this proposal are
· Greatly reduced per PDU and per burst overhead
· Greatly reduced security encapsulation overhead
· Cryptographic protection for signaling headers
· Simple concatenation in place of packing
· Logical encoding structure for PDUs, management and signaling
· Management Frame Protection support
· Simplified receive and transmit MAC processing
· Optimization of the frequent data units and signals
The assumptions of this proposal include:

· All unicast bursts provide error detection in the form of a CRC
· All Layer 2 CRC based error detection happens over bursts and not PDUs.
· Separate control and management connections (signaling, management and management_with_arq)

· Up to 12 transport connections with BMH (Big MAC Header)
· Up to 8 transport CMH connections (Compact MAC Header)
Issues not addressed so far in this contribution include:

· The MAP, BCH, DCD or UCD formats

· Broadcast transport connections (if they are to exist)
· The full details of ARQ (but ARQ signaling headers are proposed)

Other proposals that could be integrated with this one include:

· Sticky length bit (UMAC-08/066 Motorola)

· ARQ and/or Lightweight ARQ (multiple proposals)
2 Design Considerations

2.1 Per flow parameters & grouping vs. per packet header bits

Each PDU carries a header which gives information about the PDU payload and subheader(s), including the flow ID. Each bit of flow ID doubles the number of available flows. Each bit in the header to describe the presence of other fields costs 1 bit per PDU.
Instead of encoding bits in the header, we can consider the features described by those bits to instead be state associated with the flow. Thus no header bits are consumed. Instead, space from the flow ID is consumed. Since the number of flows increases exponentially with the number of flow ID bits, whereas the number of per header information bits increases only linearly as you add header bits, it becomes efficient to consume flow ID space to describe different features of flows, instead of including the information in every header.

In this proposal, an attempt has been made to push as much as is appropriate into per-flow state in order to reduce the header size.


[image: image1.emf]flowid ht

e

c

Length[7:0]

flowid length[11:0]

Per Packet encoding of header 

type and encryption:

Per flow encoding of header 

type and encryption:

Flowid=0 => BMH

Flowid=1 => SMH

Flowid=2 => EC

Available flows = 16

Available flows = 13

Example:


Figure 1 Example of Benefit of encoding per flow state over per packet state

PDUs within a burst may fall into one of two types, E.G. encrypted vs. not encrypted. By grouping these PDUs by type and indicating the boundary between the two in the burst, we neither have to encode this state in the header bits nor the per flow state. In this proposal, two positional indicators are used to describe two PDU features. The first the encipherment of PDUs through a multiplexed portion of the burst in which PDUs can be placed, which allows a single PN and ICV to be used per unicast burst, this saving 12 bytes per encrypted PDU past the first compared to 802.16e. The other positional discriminator is the cmh_count, which is a count of how many PDUs at the start of a burst have a compact MAC Header. PDUs after this count have one of the other header types.
The per flow state in this proposal includes

· Whether a PDU carries management or transport data

· Whether a PDU contains a signaling header

· Whether a PDU is a multiplexed PDU or not

· Whether a management PDU is on an ARQ enabled management connection

· Whether the PDU is in a transport flow

2.2 Compact and Big MAC Headers

Some classes of traffic typically consist of small, unfragmented packets. The full amount of information in the BMH length field, or indicating the presence of subheaders is not needed. Accordingly, assigning those packets a smaller MAC header with less information will save space that would otherwise be wasted.

In this proposal, the CMH (Compact MAC Header) has a smaller (3 bit) flow ID, no SHI (Sub Header Indication) and a smaller length field (5 bits).
2.3 Eliminating the HT field

The HT (Header Type) field is needed to enable the receiver to distinguish which type of header format it is present and so parse it correctly. In this proposal, the HT field is eliminated and the type of header is inferred from the position of the PDU in the burst and from its flow ID. The flow ID is the first field in the header in all the headers, so that it can be used to determine the format of the rest of the header on a per-flow basis. 

A count is provided in the burst to identify the number of compressed MAC header PDUs, which come before the normal PDUs.
A similar count is provided in the header of the multiplexed PDU (the container for cryptographically secured flows) to identify the number of compressed MAC header PDUs within the multiplex.
2.4 Replacing Packing with Implicit Concatenation

All the PDUs in a unicast burst are directed either to the same SS or from the same SS. Those PDUs containing SDUs or SDU fragments can therefore be concatenated without ambiguity as to the destination. If the cost of concatenation is no greater than the cost of packing, then the efficiency argument of packing goes away.

The signaling of the station ID per burst with the 4 bit flow ID in the 802.16m PDU permits a smaller PDU header which is no larger than a packing subheader in a packed PDU, thus making packing unnecessary. Also, the removal of packing subheaders from the PDU format means that the packing subheader (or fragmentation and packing subheader) does not need to be signaled in the PDU header, further reducing the size of the PDU header.
2.5 Simplified Fragmentation

In the absence of packing, each SDU or SDU fragment exists in a single PDU. There is either a 1:1 SDU to PDU relationship, a 1:many SDU to PDU relationship, but unlike 802.16e there is no many:1 SDU to PDU relationship. A series of fragments that in 802.16e would be packed in one PDU are instead simply concatenated in separate PDUs. The length field in each PDU is sufficient to indicate the length of the SDU fragment in fragment payloads. So the fragmentation sub header need only be 2 bytes in the common case. An extended fragmentation field is proposed which covers the less frequent case of high index fragments.
2.6 Replacing Subheaders with Efficient Signaling Headers
In 802.16e, there are 13 subheader and extended subheader types (fragmentation, packing, ARQ, fast feeback, sleep control, feedback request, mimo mode feedback, tx power report, mini feedback, SN request, SN, ertps resumption, persistent allocation error).

	MAC Header
	Size
(bytes)
	Associated with Flow or Station?
	Sent on

	Generic MAC Header (GMH)
	6
	DL and UL Flow
	UL & DL

	Bandwidth Request (BR)
	6
	UL Flow
	UL

	BR and UL TX Report
	6
	UL Flow
	UL

	BR and CINR Report
	6
	UL Flow
	UL

	CQICH Allocation Request
	6
	Station
	UL

	PHY Channel Report
	6
	Station
	UL

	BR and UL Sleep Control
	6
	UL Flow
	UL

	SN Report
	6
	Station
	UL

	Feedback (with CID)
	6
	Station
	UL

	Feedback (without CID)
	6
	Station
	UL

	MIMO Channel Feedback (with CID)
	6
	Station
	UL

	MIMO Channel Feedback (without CID)
	6
	Station
	UL


Table 1 802.16e Signaling Headers

	MAC Sub Header
	Extended SH?
	Size
(bytes)
	Associated with PDU, SDU or Station?
	Sent on
	Overlaps with Signaling Header?

	Fragmentation
	n
	2
	PDU
	UL & DL
	

	Grant Management
	n
	2
	Flow
	UL
	y

	Packing
	n
	2
	SDU
	UL & DL
	

	ARQ Feedback
	n
	Variable
	PDU
	UL & DL
	

	Fast feedback allocation
	n
	1
	PDU
	UL
	

	SN
	y
	1
	PDU
	UL & DL
	y

	Sleep Control
	y
	3
	Station
	UL
	

	Feedback Request
	y
	3
	Station
	DL
	

	MIMO Mode Feedback
	y
	1
	Station
	UL
	y

	UL TX Power Report
	y
	1
	Station
	UL
	y

	Mini feedback
	y
	2
	Station
	UL
	y

	SN Request
	y
	1
	Station
	DL
	

	PDU SN (short)
	y
	1
	Station
	UL & DL
	y

	PDU SN (long)
	y
	2
	Station
	UL &DL
	y

	ertPS resumption bitmap
	y
	1
	Station
	UL
	

	Persistent allocation error event
	y
	2
	Station
	UL
	


Table 2 802.16e Subheaders and Extended Sub Headers

If we exclude the Packing subheader (since this proposal uses concatenation instead) and eliminate those that become relevant to burst (instead of a PDU) due to the per burst CRC in 16m, then only the fragmentation subheader is relevant to individual to PDUs. All the others are simply using the PDU as a convenient carrier, due to the limited signaling header space.

If we make all these subheaders except the per packet relevant one into signaling headers and eliminate packing, then there is only one subheader type, the fragment header, requiring only a single subheader indicator bit (SHI) in the BMH. The other signaling headers are indicated using a flow ID reserved for signaling headers. We can also remove the duplication between headers, subheaders and extended subheaders.
Signaling messages have a 1 byte signaling header that prefixes the signaling payload. Most signaling headers in 802.16e are 6 bytes, carrying 1 or 2 bytes of pertinent information. This proposal provides for the 802.16m signaling messages to instead be 2 or 3 bytes long with a 1 byte of which being the signaling header.
The example list of signaling headers below assumes the functions in 16m are the same as in 16e. This may not be the  case, but it served to show that by unifying signaling headers, subheaders and extended subheaders into one class of signaling PDU, the number of items is reduced such that a 4 bit type field can identify them all instead of a 5 bit field that would be needed to cover all 28 in 802.16e.

Also it shows that through the removal of the HCS and replacement of the CID with the 4 bit flow ID where necessary, the size of the signaling headers compared to those in 16e has been approximately halved.

In the table below, no attempt has been made to ‘design’ the 16m headers. It is to show the improvement in the encoding of the 16e headers using the approach proposed in this submission. The 16m headers will be different based on the design of the PHY and MAC signaling for 16m. The table serves only as an example.

	Type
	MAC Signaling Header
	Size
(bytes)
	Associated with Flow, burst or Station?
	Sent on

	
	
	
	
	

	0
	Bandwidth Request (BR)
	3
	UL Flow
	UL

	1
	UL TX Report
	3
	UL Flow
	UL

	2
	CINR Report
	3
	UL Flow
	UL

	3
	CQICH Allocation Request
	3
	Station
	UL

	4
	PHY Channel Report
	3
	Station
	UL

	5
	SN Report
	3
	Station
	UL

	6
	Sleep Control
	3
	Station
	UL

	7
	Feedback
	3
	Station
	UL

	8
	MIMO Channel Feedback
	3
	Station
	UL

	9 through 13
	Reserved
	
	-
	-

	14
	Burst end (padding indicator)
	1
	Burst
	UL & DL

	15
	Extended Type Follows
	0
	-
	-

	Extended Types
	
	
	
	

	0
	Mini feedback
	2
	Burst
	UL

	1
	ARQ Feedback
	Variable
	Burst
	UL & DL

	2
	Fast feedback allocation
	1
	Burst
	UL & DL

	3
	Feedback Request
	3
	Station
	DL

	4
	SN Request
	1
	Station
	UL &DL

	5
	ertPS resumption bitmap
	1
	Station
	UL

	6
	Persistent allocation error event
	2
	Station
	UL

	7 through 255
	Reserved
	
	
	


Table 3 Example 802.16m Signaling Headers List

2.7 Using Signaling Headers to support Burst End Padding

Distinguishing padding at the end of a burst requires some encoding to differentiate the padding from a further PDU. There is code space available in the 1 byte non extended signaling headers, which is also the smallest data unit that can be allocated on a byte boundary. Therefore through the definition of a burst end signaling header, the start of the padded portion at the end of a burst can be identified. If the number of bits between the last PDU parsed and the end of the burst is less than 8, then no header can be fit there, and the receiver can only assume it to be padding, without needing an End of Burst header..
2.8 Separate Flow ID space for CMH PDUs, BMH PDUs, Multicast PDUs and MBS PDUs
PDUs with a CMH are distinguishable from PDUs with a BMH by their position in the list of PDUs in a unicast burst. MBS PDUs are distinguished from other PDUs by their presence in an MBS burst, similarly for multicast PDUs. So it is not necessary for the flow IDs in each to refer to the same flow ID space. In this proposal, the CMH carries a 3 bit flow ID, the BMH carries a 4 bit flow ID and the Multcast Header and the MBS header carries and 8 bit flow ID. The MBS header needs this greater flow ID space because the flows need to be unique across a large number of base stations. Having a shorter flow ID for multicast would not have reduced the header size by 1 byte, so there is little incentive to reduce it further. By having BMH, CMH, multicast and MBS flow IDs refer to different flow ID spaces, this allows for a total of 24 flows in each direction and 255 Multicast flows and 255 MBS flows. 16 with BMH, 8 with CMH and 255 with MBS and 255 with Multicast. 4 of the BMH flows are reserved for management, signaling and encryption purposes.

2.9 Separate Flow ID space for UL vs DL

The flow IDs can be unique in each direction. E.G. A UL flow ID of 10 is separate from a DL flow ID of 10. This effectively doubles the available bidirectional flows.

2.10 PN Reduction and Moving the EKS into the PN
The PN is 4 bytes in 802.16e. This is reduced to 3 bytes in this proposal and the top two bits of this PN are used to hold the EKS bits, rather than PN bits. So the PN is 30 bits and the BMH does not need to hold the EKS bits.
Thus the EKS bits only consume space for the protected multiplex PDU and not for other PDUs.

With the PN at 30 bits, assuming a 5ms frame and assuming that key updates take place halfway through the PN space, the rekey time is once every 2.91 hours.

A 2 byte PN was considered, however this would yield a rekey every 40 seconds and so a 30 bit PN was chosen as the better option.
The EKS remains as 2 bit, thus preventing timing confusion between overlapping key updates, so there is no need to write real time constraints into the 802.16m key update specification.

2.11 Multiplexing all Protected Flows into One Protected Multiplex PDU.

By placing all protected flows (management, signaling and data) inside a multiplex PDU, the overhead of the single EKS & PN (3 bytes) and the ICV (8 bytes) is shared over all the protected PDUs. Compared to 802.16e, this saves 12 bytes for every additional protected PDU after the first one and allows for the simple protection of management and signaling PDUs without the need for additional cryptographic envelopes.

2.12 Flexible (Per Packet) Management Frame Protection

Some management frames may not be encrypted. For example the PKM key establishment messages would suffer from a race hazard and chicken-and-egg problem if they were to be carried within the protected connection for which they were establishing the keys.

By providing a generic protected multiplex PDU for any PDU type, the sender is free to place PDUs (whether data, signal or management) either inside or outside the protected envelope. Therefore, MAC Management PDUs, on a per message basis can be protected or not, without having to reserve extra flow IDs for the protected management connection to differentiate it from the unprotected.

2.13 ARQ in Fixed Size Signaling Headers

ARQ currently involves a complex set of subheaders, extended subheaders and messages. Some of them are of variable length.

All signaling headers in this proposal are of fixed size, since a non fixed length, non data message can go in a management message for no additional overhead. So signaling headers are lightweight to parse and decode.
In the proposed lightweight ARQ scheme, all ARQ is based on sending the most common ARQ messages (ACKs and NACKs) in non extended signaling headers, identifying flow ID and SDU index if the boundary is a whole SDU, or a flow ID, SDU index and fragment index if the boundary crosses a fragment and instead identifying a burst number for bursts received in error where the SDUs and fragments contained within are unknown to the receiver.
For the uncommon case of ACKing or NAKing fragments with high indexes, an extended signaling header is defined, with more bits in the fragment index. This should be needed rarely and so the additional overhead here is compensated for by the more efficient coding of the common case in a non extended signaling header where the fragment index is low.

This lightweight ARQ signaling operates on units of Bursts, SDUs and SDU fragments. Block Sequence Numbers are not used.
3 Design

The following describes the proposed design of the PDU structure and flows for 802.16m. Normative text is in sections ‎5 and ‎6.
3.1 Reserved Flows for Signaling Messages, Transport Protection and Management Frame Protection 

From the 4 bit BMH flow ID, four flow IDs are used for management, signaling and encryption purposes:
	BMH Flow ID
	Meaning

	16-4
	Transport Data Connection

	3
	Multiplex Connection

	2
	Signaling Channel

	1
	Management Connection with ARQ

	0
	Management Connection


Table 4 Reserved Flow IDs
Management traffic can flow over either flow ID 0 or 1. The flow ID 0 management connection does not support ARQ. It is roughly equivalent to the basic management connection in 802.16-2004, with the exception that it supports fragmentation.

The flow ID 1 management connection is the same, except that it also supports ARQ. It is appropriate for management traffic with large packets E.G. EAP-Transfer management messages.
PDUs on the signaling channel (flow ID=2) are prefixed with the signaling header.

A PDU on the Multiplex Connection (flow ID = 4) carry the multiplexed header. The multiplex header brackets its payload with a PN (Packet Number) and ICV (Integrity Check Value). The payload of the multiplex header consists of a concatenated series of PDUs. These multiplexed PDUs contain PDUs with BMHs, SMH or CMHs or Signaling headers. A CMH count field in the multiplex header indicate the number of PDUs which have CMHs. The CMH header PDUs come first in the concatenated list.
Protected PDUs, whether management or transport, are placed in the multiplexed, protected PDU. Unprotected PDUs are placed outside. So when an SA is established and TEKs are set up, all unicast signaling headers and non PKM management messages may be cryptographically protected.
There is only one multiplexed, protected PDU (flow ID = 3) per unicast burst. All protected traffic (management, transport data or signaling) site within the multiplexed protected PDU.
3.2 Header Formats

There are five MAC Header formats in this proposal

· 2 byte Big MAC Header (BMH)
· Used in normal unicast bursts
· 1 byte Compact MAC Header (CMH)
· Used in normal unicast bursts
· 4 byte Anonymous MAC Header (AMH)
· Used in uplink contention bursts and downlink broadcast bursts.
· 1 byte Signaling MAC Header (SMH)
· Used in all burst types

· 3 byte Multiplex Mac Header (MMH)

· Used in normal unicast bursts
3.2.1 Big MAC Header

The BMH is 2 bytes long.

The BMH contains a 4 bit Flow ID, a 1 bit sub header indication (SHI) and an 11 bit length field
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Figure 2 Big MAC Header
3.2.2 Compact MAC Header

The CMH is 1 byte long.

The CMH contains a 3 bit Flow ID and a 5 bit length field
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Figure 3 Compact MAC Header

The 5 bit length field encodes for packets lengths of 32+length. I.E. packets from 32 bytes to 63 bytes.
Alternatively, a per flow minimum packet size may be configured at flow setup time, or a sticky length scheme may be used which is FFS.

3.2.3 Anonymous MAC Header

The Anonymous MAC Header is sent in anonymous burst types. E.G. for Initial ranging, where the station has no flow IDs.

The AMH is 4 bytes long.

The AMH contains a 4 reserved bits, a 1 bit sub header indication (SHI), an 11 bit length field and a 16 bit station ID.


[image: image4.emf]Length[7:0]

Length[10:8] reserved

S

H

I

StationID[7:0]

StationID[15:8]


Figure 4 Anonymous MAC Header

3.2.4 Signaling MAC Header

The SMH is 1 byte long.

The SMH contains a 4 bit Flow ID that is set to a fixed value of 2 and a 4 bit type field
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Figure 5 Signaling MAC Header

The flow ID ==2 is used to identify this header as the signaling header. The type field indicates which signaling message follows the header. Type==1111 is reserved for the extension type. In this case, the following byte is an 8 bit type field that is used to identify less frequently used signaling messages. The fifteen non extension types are reserved for the most frequently used signaling headers
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Figure 6 Extended Signaling MAC Header

3.2.5 Multiplex MAC Header

The Multiplex MAC Header is used to contain protected traffic
The MMH is 3 bytes long.

The MMH contains a flow ID fixed to 3, a 12 bit length field, a 4 bit CMH count and a 4 bit priority.
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Figure 7 Multiplex MAC Header

The Multiplex MAC Header contains a larger 12 bit length field (compared to the normal 11 bit length field), since it gives the length of a payload that may contain multiple PDUs. This increased length field is possible because the SHI bit is not present in the multiplex header. No individual PDU within the multiplexed PDU can be larger than the 11 bit length field permits.
The 4 bit cmh_count field gives a count of the number of CMPDUs (Compressed MAC PDUs) in the payload. The CMPDUs always come first in the payload.

The 4 bit priority field gives an indication of the priority the receiver should give to processing the PDUs in the multiplexed PDU. In particular, this is intended to support privileged access for emergency service and public safety communications.

A BS or SS should honor the priority setting when it is known to be a time of public emergency. A BS or SS shall honor the priority where the authenticated user is known to be an emergency service, public safety or otherwise privileged user.

The PDUs of all flows that are protected may only be sent inside a multiplex PDU. Those PDUs of protected flows marked that are not inside a multiplex PDU will be silently discarded by the receiver. 

In the default AES-CCM mode, the MMH contents are integrity protected along with the payload, but are not encrypted. This is done by inclusion in the nonce construction and inclusion in an AAD (Additional Authenticated Data) field if necessary, in accordance with the NIST CCM Specification.
3.2.6 Multicast MAC Header

[Author’s Note: This section assumes that 802.16 will support multicast in addition to MBS and unicast. This is not certain, since multicast security, keying and polling is complex and little used, so 802.16 may choose to eliminate multicast from 16m]

The Multicast MAC Header (MCMH) is used to contain multicast traffic on multicast flows local to a BS

The MCMH is 3 bytes long.

The MCMH contains an 8 bit flow ID, a 12 bit length field, a 1 bit SHI and 3 reserved bits.
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Figure 8 Multicast MAC Header

The 8 bit flow ID is unique to each multicast flow local to a single base station.

The subheader indication  bit (SHI) indicates the presence of a subheader in the PDU payload, similar to the SHI in the BMH. However the only subheader that Multicast PDUs will contain is the fragmentation subheader.

3.2.7 MBS MAC Header

The MBS MAC Header is used to contain MBS traffic

The MBSMH is 3 bytes long.

The MBSMH contains an 8 bit flow ID, a 12 bit length field, a 1 bit SHI and 3 reserved bits.
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Figure 9 MBS MAC Header

The 8 bit flow ID is unique amongst a group of coordinated MBS base stations.

The subheader indication  bit (SHI) indicates the presence of a subheader in the PDU payload, similar to the SHI in the BMH. However the only subheader that MBS PDUs will contain is the fragmentation subheader.
3.3 PDU Format
3.3.1 PDU Construction

A PDU always begins with a header. The header may be followed by a subheader. The header may be followed by a payload. The subheader, if present may be followed by a payload.

The header may contain the information to determine if a subheader is present, depending on the header type. If the header does not contain an SHI (Subheader Indicator) bit, there will be no subheader in the PDU.
The subheader type is encoded within the subheader, not the header.
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Figure 10 MAC Header without payload or subheader
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Figure 11 MAC Header with payload but no subheader
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Figure 12 MAC Header with Subheader and without SDU or SDU Fragment
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Figure 13 MAC Header with Subheader and SDU or SDU Fragment
There are five physical PDU types:
· MAC Protocol Data Unit (MPDU), a PDU with a BMH.

· Protected MAC Protocol Data Unit (PPDU), a container PDU for 1 or more cryptographically protected PDUs
· Compact MAC Protocol Data Unit (CMPDU), a special case of an MPDU with a CMH.
· Signaling MAC Protocol Data Unit (SMPDU), a lightweight signaling PDU with an SMH
· Anonymous MAC Protocol Data unit (AMPDU), a PDU with an AMH for PDUs requiring a station ID in the header.
There are 3 logical PDU types

· MAC Data PDU (MDPDU) . The MDPDU carries a whole or a fragment of a MAC Service Data Unit (MSDU). It can be carried in MPDU and CMPDU physical PDU types.
· MAC Management PDU (MMPDU). The MMPDU carries MAC management messages. It can be carried in MPDU and AMPDU physical PDU types.

· Signaling PDU (SPDU). A lightweight signaling message. It is carried in the SMPDU physical PDU type
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Figure 14 Mapping of Logical to Physical PDU types
3.3.2 Multiplex PDU Construction

A Multiplex PDU consists of an MMH followed by a 3 byte PN, followed by an enciphered payload and 8 byte ICV.
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Figure 15 Multiplex PDU Structure

The PN is 3 bytes, with the top two bits being stolen to hold the EKS bits.
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Figure 16 PN & EKS Format

A Multiplex PDU payload begins with cmh_count CMH PDUs, where cmh_count is given in the MMH.

The CMH PDUs are followed by other PDUs of type BMH or SMH through to the end of the multiplex PDU payload.
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Figure 17 Multiplex PDU Payload Structure

3.3.3 Subheaders

When the SHI field in the header is set, a subheader will follow the header.

The subheader type encoding is optimized for the fragmentation subheader (FSH). Bit 7 of the first byte is the FSHI (Fragment Subheader Indicator) field. When 1 it indicates that it is an FSH. An FSHI field of 0 indicates it is another type of subheader determined by more type bits.

At this time, only the fragmentation subheader is specified. Creation of more subheaders is deprecated in favor of using signaling headers instead.
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Figure 18 Subheader Type Determination
3.3.4 Fragmentation Subheader (FSH)

The FSH (fragmentation subheader) indicates that the following part of the payload, whose length is given in the main header) is an SDU fragment. When bit 7 (final) is set, it indicates whether or not it is the final fragment in the SDU.
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Figure 19 Fragmentation Subheader

The 6 bit Fragment Number (FN) field encodes a modulo 64 fragment index that increments with each new fragment in an SDU. The FN permits detection of dropped fragments to prevent assembling SDUs incorrectly when PDUs are lost and forms part of the information used to identify which SDUs and fragments to request in an ARQ request.
3.4 Signaling Headers

The signaling headers are all of fixed size and start with the 1 byte SMH or 2 byte extended SMH. The length of the header is dependent on its type.

The types and content of the signaling header is FFS. An example of a signaling header type encoding is given below, based on a refactoring of the subheaders, extended subheaders and signaling headers in 802.16e:

Signaling Header Types:

	Type Field
	Name
	Size

	0
	Small Bandwidth Request (BR)
	4

	1
	ARQ SDU ACK
	3

	2
	ARQ Fragment ACK
	4

	3
	ARQ NACK
	4

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	4 through 13
	Reserved
	

	14
	Burst end (padding indicator)
	1

	15
	Extended Type Follows
	0


Table 5 Signaling Type Field Encoding
Extended Signaling Header Types

	Type Field
	Name
	Size (bytes)

	0
	Large BR Request
	6

	1
	Reserved
	2

	2
	ARQ Extended NACK
	6

	3
	ARQ Extended ACK
	6

	
	
	

	
	
	

	4 through 255
	Reserved
	


Table 6 Extended Signaling Type Field Encoding
3.4.1 Bandwidth Request Signaling Header
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Figure 20 Bandwidth Request Signaling MAC Header

3.4.2 ARQ SDU ACK (ASA) Signaling Header
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Figure 21 ARQ SDU ACK Signaling MAC Header

The SN field indicates the SDU number of the latest SDU in a series of contiguously correctly received SDUs.
3.4.3 ARQ SDU Fragment ACK (SFA) Signaling Header
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Figure 22 SDU Fragment ACK Signaling MAC Header

The SN and SN fields indicate the SDU number and Fragment Number within the SDU of the lastest fragment in a serried of contiguously correctly received PDUs.
3.4.4 ARQ NACK (NAK) Signaling Header
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Figure 23 ARQ NACK Signaling MAC Header

The NACK signaling header returns the burst number BN from the sequence of recently received bursts. The NAK_MAP is a bit map of the 8 bursts that begin with the burst indicated by the BN field. Where a bit is set in the map, it is indicated that the burst was received in error or not received. Where the bit is not set, it is indicated that the burst was received correctly.
Multiple ARQ NACK signaling headers can be sent to signal disjoint erroneous bursts (I.E. those spanning a space of more than 12 bursts) and for higher numbers of erroneous bursts.

The receiver is not in a position to determine which SDUs or fragments were encoded in an erroneously received burst, so instead is signals the burst number. The transmitter, which packed the burst with PDUs does know which SDUs and SDU fragments were in the burst and is free to re-pack them as necessary in retransmissions.

To signal bursts further back or longer in time than can be encoded in the ARK NACK Signaling header, an extended signaling header is defined. The ARQ NACK signaling header is intended to be the most frequently used NACK and so has been optimized for size and is suitable for signaling small bursts of errors.

3.4.5 End of Burst Padding Signaling Header


[image: image24.emf]0 0 1 0

EOB Type = 1110


Figure 24 End of Burst Padding Signaling MAC Header

The End of Burst padding header, when present in a burst is always the final PDU in the burst. It signals that remaining space in the burst is padding and should be ignored.
3.4.6 Large Bandwidth Request Extended Signaling Header
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Figure 25 Large Bandwidth Request Extended Signaling MAC Header

The Large Bandwidth Request Extended Signaling MAC Header is similar to the BR signaling header, except that it can be used to request a larger amount of data.
3.5 Burst Format

An 802.16m zone burst that is passed to the MAC is a field of bits. Its size in bits is known to the MAC. The 802.16m zone burst types are:

· 16m Unicast DL bursts

· 16m Unicast UL bursts

· 16m Multicast DL bursts

· 16m MBS DL bursts

· 16m Anonymous UL Bursts

· 16m DL Broadcast bursts

3.5.1 End of Burst Padding and CRC
802.16 bursts are allocated from physical layer allocation units that vary with the MCS and may be constrained by the available tiling slots in the OFDMA 2D map and will have space subtracted depending on the pilot patterns. So there is no guarantee that the scheduler will be able to allocate the exact number of bytes required for the burst header, PDUs, CRC and any HARQ overhead.
Accordingly, padding is required to prevent the receiver interpreting the left over space passed to the MAC as being PDU material.

The receiver of a burst determines the start of padding to be either:

1. Where the difference in bits between the end of the last PDU parsed and the end of the burst, minus the 4 bytes required for the CRC, is less than 8 or,

2. When it encounters an end of burst (EOB) signaling header.
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Figure 26 Determining the End of Burst and start of Padding

Where there is exactly 4 bytes remaining between the end of the last parsed PDU and the end of the allocated burst, it will contain the 4 byte CRC and there will be no padding.
The scheduler in a transmitting device is required to cause the appending of the EOB signaling header to the PDUs in a burst when necessary to indicate the padded space. The scheduler is aware of the burst size and other treatments to the burst like the addition of coding redundancy and so it is the scheduler that is aware of when and EOB signaling header is needed in a burst, not the MAC.
3.5.2 Unicast bursts

The structure of unicast bursts is identical in the DL and UL.

A unicast burst contains a burst header byte (BHB) followed by a concatenation of PDUs. One of the PDUs may be a multiplex PDU. The multiplex PDU may be protected ( EC==1). A burst ends with a CRC.
The PDUs not inside a multiplex PDU in a Unicast burst will each be one of
· An MPDU

· A CMPDU

· An SPDU
· A PPDU

PDUs inside a multiplex PDU in a unicast PDU will be one of

· An MPDU
· A CMPDU
· An SPDU

A multiplex PDU will not be present inside a multiplex PDU.
The first byte of a unicast burst is always a BHB. This byte encodes a 4 bit count cmh_count) of the number of plaintext CMH PDUs that form the first PDUs in the burst. The first cmh_count PDUs in the burst will be plaintext CMH PDUs. Following PDUs will not be CMH PDUs.

The BHB also encodes a 4 bit burst priority field. This provides an indication of the priority of the burst relative to other bursts. In particular, this is intended to support privileged access for emergency service and public safety communications.
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Figure 27 Burst Header Byte

A BS or SS is may honor a burst_priority setting at the start of a burst. A BS or SS should honor a burst_priority setting when it is known to be a time of public emergency.
3.5.3 Unicast Burst Examples

A unicast burst shown below starts with a BHB, is followed by a number of CMPDUs given in the BHB, followed by a PPDU, followed by a series of BMH and SMH PDUs. There will be no more than 1 PPDU in the burst.
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Figure 28 Example Unicast Burst

A minimal burst carrying a single unprotected voip packet would be as follows:
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Figure 29 Example Single VOIP Packet Unicast Burst

A burst carrying three unprotected voip packets would be as follows:
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Figure 30 Example three VOIP Packet Unicast Burst

A protected series of two IP data packets with a bandwidth request signaling header would be as follows:
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Figure 31 Example Protected 3 IP Packet Unicast Burst

3.5.4 MBS bursts

The structure of an MBS burst is simpler than that of a unicast burst since it is does not support encryption. MBS security is performed at a high layer. Also it does not require the same signaling messages and compact header messages than unicast bursts because the unicast flows are used for control and unicast flows are used for voice traffic.
An MBS burst contains a concatenation of MBS PDUs each with an MBS header, followed by a CRC.
3.5.5 MBS Burst Example

An example MBS burst shown below starts contains a series of 3 MBS PDUs carrying 3 MBS flows, terminated with a CRC.
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Figure 32 Example MBS Burst

3.5.6 Multicast bursts

The structure of a multicast burst is similar to that of an MBS burst, except it contains multicast PDUs.

A multicast burst contains a concatenation of multicast PDUs each with a multicast header, followed by a CRC.

3.5.7 Multicast Burst Example

An example multicast burst shown below starts contains a series of 3 multicast PDUs carrying 3 multicast flows, terminated with a CRC.
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Figure 33 Example Multicast Burst

3.6 Security Sublayer
The security sublayer processes MPDUs that pass into and out of the bottom of the MAC by applying cryptographic transforms to them.

The default cipher used for unicast traffic is AES-CCM with 128 bit keys, similar to that used in 802.16e.

3.6.1 Nonce Construction for AES-CCM
TBD
4 Summary

The burst and PDU formats proposed in this document have the following properties:

· Per burst overhead

· 1 byte burst header byte
· 4 byte CRC

· 14 bytes if security protected PDUs present (3 byte MMH, 3 byte PN, 8 byte ICV)

· Per PDU overhead

· 1 byte per compressed PDU

· 2 bytes per non compressed PDU

· 1 byte per signaling PDU
· 3 bytes per SDU fragment (2 bytes BMH, 1 byte fragment subheader)

· 3 bytes per MBS PDU or Multicast PDU (3 byte header) 

· Per Signaling Header Overhead

· 1 byte for frequent signaling headers (up to 15 types)

· 2 bytes for infrequent signaling headers (up to 256 types)

· Simple Structure

· A simple concatenation of PDUs and fragment PDUs
· One level of nesting to support an encrypted field

· Efficient Error Detection
· CRC over entire burst
· End of Burst Padding

· Small and large versions of signaling headers to take advantage of the higher frequency of smaller numbers (Benford’s Law).

· Support for emergency service priority access

· Support for anonymous uplink PDUs for network entry

· Efficient encapsulation of VOIP SDUs and other small SDU packet types.

· Efficient encoding of ARQ information

· Per burst ACKing and NAKing

· Elegant support for management frame protection

· Per packet choice of which management frames may be protected

· Management, data and signaling header protection unified into a single mechanism. 

· Itegrity

· Size efficient encipherment – One PN and ICV per burst, regardless of the number of enciphered PDUs

· EKS encoded in the PN bytes, so they don’t take header space from non protected PDUs.

· Support for MBS

· Support for Multicast

· Separation of signaling traffic from transport PDUs (no unnecessary subheaders)
· 12 normal transport PDU flows
· 8 small packet (e.g. voip) flows in addition to the normal flows (not in place of).
· 255 MBS Flows

· 255 Multicast Flows

· 1 signaling flow

· 1 protected flow

· 2 management flows

· A normal management flow equivalent to the 802.16 basic management connection with fragmentation enabled

· An ARQ enabled management connection, for large management packets, EG. EAP-Transfer or MIH-Transfer.

5 Proposed SDD Text

TBD
6 Proposed Stage 3 Text

TBD
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