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Idle Mode Key Update for IEEE 802.16m MS
Gene Beck Hahn, Ki Seon Ryu and Ronny Yongho Kim
LG Electronics
1. Problem Definition

According to IEEE 802.16m SRD, IEEE 802.16m specifications shall support for the enhanced power saving functionality to reduce the power consumption in devices. Also, IEEE 802.16m systems shall provide support for the enhanced multicast and broadcast services. Finally, IEEE 802.16m draft shall include the security procedures for enhanced key management and the impact of security procedures on the performance of system functions and procedures shall be minimized [2]. 
In legacy IEEE 802.16 systems, the AK (Authorization Key)-based key hierarchy is defined after the user authorization is completed successfully. AK is consistently managed in MS and BS regardless of the network operations such as location update, network reentry. That is, when a MS performs either location update or network reentry, the AK stored in MS and BS is not changed. By the way, TEK (Traffic Encryption Key) and GTEK (Group Traffic Encryption Key) are defined respectively in order to secure the unicast and multicast/broadcast service. The update of TEK information is affected by the network operations mentioned above. That is, whenever MS performs either location update or network reentry to a new BS, the previously used TEK shall be released from the MS and the new one shall be sent from new BS to MS. The case of GTEK update is different from the case of TEK update. This stems from the fact that multicast/broadcast services are distributed to the MSs regardless of the network operations such as handover, location update and network re-entry. However, no definition for efficient GTEK update is given in the reference systems. To obtain MBS data, idle mode MS shall perform the location update procedure via CID update. And then, the MS shall request and take new MBS keying materials from the target BS, result of which will degrade the quality of ongoing services (due to long re-key latency). The timely update of MBS keying materials ensures service continuity without degrading the user experiences. Hence, the solution to enhance the MBS key update method of legacy IEEE 802.16 systems shall be proposed [1].
2. Idle Mode Key Update Method for IEEE 802.16m MS
For the update of MBS keying materials, MS shall use the paging message. Alternatively, MS shall be notified of MBS key update via paging message or MBS MAP. After MS receives paging message or MBS MAP containing the MBS key update notification, the updated MBS key is quickly sent from BS to MSs. By doing this, MS can get the seamless services, e.g., multimedia streaming requiring hihh level of QoS when it awakes from idle mode. 
As depicted before, MS in idle mode does not keep any information about the updated MBS keying materials. Hence, in case MBS keying materials are changed, MS can not receive MBS when it awakes from idle mode and get the updated keying materials. To resolve this problem, IEEE 802.16m paging message shall contain AK sequence number, GSAID and the updated MBS keying materials. When MS receives the periodic paging message, it can directly update the MBS keying parameters. Figure 1 shows the update flow of group traffic keying information via IEEE 802.16m paging message.
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Figure 1: Update Flow of MBS Keying Materials via IEEE 802.16m Paging Message

As we can see from Figure 1, MS can directly update the MBS keying information by receiving the periodic paging messages. Thus, MS can get the MBS services immediately after it awakes from idle mode and performs location update. Table 1 describes the fields and detailed contents that are newly defined for paging message of IEEE 802.16m systems.
Table 1. Additional Fields contained in Paging Message of IEEE 802.16m
	1
	Key Sequence Number
	AK Sequence Number for GKEK Update Mode, GKEK Sequence Number for GTEK Update Mode

	2
	GSAID
	Group Security Association Identifier 

	3
	GKEK Parameters
	Multicast, Broadcast and GKEK related Parameters for MBS

(GKEK, GKEK Sequence Number, GKEK Lifetime)

	4
	GTEK Parameters
	GTEK related Parameters corresponding to GSAID
(GTEK, GTEK Sequence Number, GTEK Lifetime)


Figure 2 illustrates the update flow of MBS keying information via IEEE 802.16m paging or MBS MAP message. Here, both messages are used to notify the update of MBS keying materials to MS. In detail, IEEE 802.16m paging and MBS MAP message shall contain a compound TLV that indicates the update of MBS keying information. Since the transmission of paging and MBS MAP message from BS, MS performs the location update. While performing the location update, MS updates the MBS keying information via the SA-TEK-Update TLV in RNG-RSP. In this way, MS can receive the updated MBS keying information when it awakes from idle mode. After receiving updated MBS key, MS can either get seamless MBS services or again turn its state again into idle mode. Table 2 explains the indication type of MBS keying materials in IEEE 802.16m paging message or MBS MAP. According to the type of Compound TLV, MS can update either GKEK or GTEK through SA-TEK-Update TLV in RNG-RSP message. In this case, the GKEK shall be equally distributed to the BSs covered by the same MBS zone. This is contrary to the GKEK update of legacy IEEE 802.16 system where GKEK is equally sent to all MSs covered by the same BS.
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Figure 2: Notification and Update Flow of MBS Keying Materials via IEEE 802.16m paging or MBS MAP message
Table 2. Additional Compound TLVs contained in IEEE 802.16m Paging Message or MBS MAP
	Bit 0 ~ 15
	GSAID

	Bit 16
	GKEK Update Indication

	Bit 17
	GTEK Update Indication
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Text Proposal for IEEE 802.16m SDD

============================= Start of Proposed Text =============================

10.x.y Idle Mode MBS Key Update
To enhance the idle mode operations of legacy IEEE 802.16 systems, the use of new update method for MBS keying information shall be considered in IEEE 802.16m draft. This indicates that the paging message shall contain the updated MBS keying materials to ensure seamless multicast and broadcast data services. Alternatively, the paging message and MBS MAP shall contain the update indication of MBS keying information. The successful receipt for update indication of MBS keying materials results in the distribution of corresponding MBS keying information by BS. This states that while performing location update, an idle mode MS can obtain the new MBS keying materials from BS. In the reference systems, the MBS communications are interrupted by poorly defined update method of MBS keying information during location update from idle mode. Due to long re-key latency, this shall inevitably incur the degradation of multicast and broadcast services. Therefore, a timely update of MBS keying information for idle mode MS shall be given to ensure service continuity in IEEE 802.16m systems. 
============================= End of Proposed Text =============================






























































































  


