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1  Introduction

This contribution proposes changes for the section “10.6 Security” in IEEE 802.16m System Description Document [1].

The purpose of these changes is to align and clean up SDD text throughout security section. 
This contribution proposes the following changes to chapter 10.6.1:
Change 1: Updating and aligning figure 17 and text in clause 10.6.1 Security Architecture. 
Other proposed changes: 

- Word ‘Processing’ is not relevant for the architecture, thus it is proposed to remove.
- Reference to sub-clauses added when possible.

- Capital/small letter usage unified
- ‘User data’ replaced with ‘transport data’. This transport data term is more commonly used.  

Change 2: Updating and aligning figures 18 and 19 and text in clause 10.6.3.2.
Also clarifying key exchange procedure in general and proposing to remove all FFSs.
Details of distribution and update mechanisms could be defined only in stage 3.

Change 3: Changing clause 10.6.5.1.2 to more generic because currently it is too detailed for SDD and overlaps with MPDU header design. 
Also currently only PN is agreed to use in AES-CCM (no ROC or such supported)
Additionally chapter name is proposed to change to ‘Multiplexing and encryption of MPDUs’ because scope should be security in this ‘10.6 Security’ chapter. 

2  Proposed Changes to SDD
++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++
[Change 1]

10.6.1 Security Architecture

…
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Figure 17 Functional Blocks of IEEE 802.16m Security Architecture 
 Within AMS and ABS the security architecture is divided into two logical entities:

 • Security management entity

 • Encryption and integrity entity

 Security management entity functions include:

 • Overall security management and control

 • EAP encapsulation/decapsulation for authentication & authorization - see 10.6.2
 • Privacy Key Management (PKM) control 
  (e.g. key generation/derivation/distribution, key state management) - see 10.6.3
 • Authorization and Security Association (SA) control - authorization is described in 10.6.2 and SA control in 10.6.4
 • Location privacy - see 10.6.2.1
[Change 2]
10.6.3.2 Key Exchange

 The key exchange procedure is controlled by the security key state machine, which defines the allowed

 operations in the specific states. The key exchange state machine is similar to the reference system
 The main difference is that instead of the exchanging the traffic encryption keys as in the reference system, only Nonce is exchanged. This Nonce is then  used to derive traffic encryption keys (TEK / GTEK)
 locally.



 The ABS and the AMS derive the TEK / GTEK through the key derivation mechanism at each side respectively. 

 In addition of Nonce also some other security material like cipher suite may be exchanged.
 The Nonce and other security material may be exchanged with the following messages:

 • Key Request / Reply

 • Key Agreement

 • Ranging
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Figure 18 Initial or Re-authentication - Key Derivation and Exchange
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Figure 19 Key Update Procedure
[Change 3]
 10.6.5.1.2 Multiplexing and encryption of MPDUs

 When some connections identified by flow ids are mapped to the same SA, their payloads can be multiplexed

 together into one MPDU. The multiplexed payloads are encrypted together. In Figure 20, Flow_x and Flow_y

 have payload x and y respectively which are mapped to the same SA. The MAC header provides the details of

 payloads which are multiplexed.

 Note that the multiplexed MPDU format in Figure 20 can be changed according to mechanism for single

 MDPU encryption.
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Figure 20 multiplexed MAC PDU format

 In case of the multiplexed MPDU, the multiplexed MPDU is encrypted by using Packet Number (PN) of the first

 flow PDU only. Hence the other flow’s PNs are to be omitted, but the PNs are maintained per flow

 implicitly..
++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++
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