
IEEE C802.16m-09/0213r1


	Project
	IEEE 802.16 Broadband Wireless Access Working Group <http://ieee802.org/16>

	Title
	Analysis and proposal for the AMS Privacy in security

	Date Submitted
	2009-01-07

	Source(s)
	Libra Xiao, Xiuyan Li, Aiqin Zhang, Lei Jin
Ying Du, Xiaolu Dong, Daning Gong

CATR
	E-mail:
[email address (recommended)]

jinlei60020191@huawei.com
duying@mail.ritt.com.cn
dongxiaolu@mail.ritt.com.cn
gongdaning@mail.ritt.com.cn


	Re:
	The TGm Calls for Comments on Project 802.16m System Description Document (SDD) in 802.16m-08/052

	Abstract
	This contribution analyzes and discuss the current solutions for the AMS privacy and proposes a reasonable solution

	Purpose
	Comments for the 16m SDD document

	Notice
	This document does not represent the agreed views of the IEEE 802.16 Working Group or any of its subgroups. It represents only the views of the participants listed in the “Source(s)” field above. It is offered as a basis for discussion. It is not binding on the contributor(s), who reserve(s) the right to add, amend or withdraw material contained herein.

	Release
	The contributor grants a free, irrevocable license to the IEEE to incorporate material contained in this contribution, and any modifications thereof, in the creation of an IEEE Standards publication; to copyright in the IEEE’s name any IEEE Standards publication even though it may include portions of this contribution; and at the IEEE’s sole discretion to permit others to reproduce in whole or in part the resulting IEEE Standards publication. The contributor also acknowledges and accepts that this contribution may be made public by IEEE 802.16.

	Patent Policy
	The contributor is familiar with the IEEE-SA Patent Policy and Procedures:

<http://standards.ieee.org/guides/bylaws/sect6-7.html#6> and <http://standards.ieee.org/guides/opman/sect6.html#6.3>.

Further information is located at <http://standards.ieee.org/board/pat/pat-material.html> and <http://standards.ieee.org/board/pat>.


Analysis and proposal for the AMS Privacy in security 
Libra Xiao, Xiuyan Li, Aiqin Zhang, Lei Jin
Huawei Technologies Co., Ltd.
1 Introduce
There is the requirement for the MS Privacy in the SRD of 16m, the description is as below:

“IEEE 802.16m shall include a security function which provides the necessary means to achieve:

 protection of the integrity of the system (e.g. system access, stability and availability)

 protection and confidentiality of user-generated traffic and user-related data (e.g. location privacy, user identity)

 secure access to, secure provisioning and availability of services provided by the system”
(From Page 15 Line 22 in 80216m-07_002r6.pdf)
This contribution analyzes the current solutions for the AMS privacy, and proposes one more better solution among them for the 16m system.
2 Analysis and Discuss
Now there were three methods/solutions for the AMS privacy in last IEEE session and according the security requirement items the analysis and compare among these solutions is as below:
Table 1 Analysis and comparing among the current AMS ID privacy solutions
	Analysis and Comparing Items
	Method 1
（C80216m-Security-08/013 and 08/019）
	Method 2

（C80216m-Security-08/010r1）
	Method 3

（C80216m-08_1119r2 and C80216m-Security-08_020）

	Main Opinion/ elements
	1. Using the temporary AMS ID in Ranging procedure, 
2. Using the encrypted AMS MAC Address, 
3. Using the encrypted station ID after authentication procedure，
	1. Using Hash algorithm like SHA-1 in Ranging procedure(Hashed AMS ID transmitted in Ranging Request, Hashed AMS ID or some flag transmitted in Ranging Response)
2. Using the Hash algorithm like SHA-1 or RSA mechanism in the authentication and authorization procedure
	Using the security protection mechanism with the DH algorithm or the RSA algorithm before transmitting the AMS ID, which firstly AMS authenticate the network and then AMS exchanges messages with network to create the tunnel.

	Security degree
	M
	L
	H

	Overhead
	L
	L/H
	M

	The impact for the current messages in entry procedure
	H
	M
	L

	The impact of security procedures on the performance of other system procedures
	No
	No
	No

	relying on specific behaviors
	H
	M
	L


According to the comparing among the current solutions, it illustrates as below:
Method 1:

· Advantage:

Lower overhead; 

No impact of security procedures on the performance of other system procedures; 

· Disadvantage:
Heavier impact for current messages in entry procedure; 

Higher level relying on the specific behaviors;
Method 2:

· Advantage:

No impact of security procedures on the performance of other system procedures; 

· Disadvantage:

Lower security degree; 
Method 3:
· Advantage:

Higher security degree, 

No impact of security procedures on the performance of other system procedures;

Lower level relying on the specific behaviors;
Lower impact for current messages in entry procedure
· Disadvantage:

High overhead;
3 Conclusion
AMS Privacy is the hidden trouble in 16e, but now in 16m there should be one method/solution for this requirement. According to the comparing among the current solutions, the security protection mechanism is better than other solutions, so the tunnel mechanism is proposed in this contribution.
4 Proposal SDD Text
Modify SDD subsection 10.6.2.1 as following.

-----------------------------------------------------Start of the Text Proposal--------------------------------------------------
10.6.2.1 AMS Privacy

 In reference system there is no explicit means by which identity of user is protected. During initial ranging and  certificate exchange during authorization AMS MAC Address (AMS ID) is transmitted in the clear. Hence, the  identity or location information can be easily inferred from fixed AMS MAC address, result of which violates  the security aspects of IEEE 802.16m SRD. Detailed The method for providing AMS ID privacy is FFSthe security protection mechanism with some algorithm, like DH, RSA, etc. 
 [Editor’s Note: During RG discussion support for Authorization was removed. However, this text remains, as  there was no specific comment submitted to address it. It would be appropriate to remove Section 10.5.2.2 to  make it consistent with the removal of the other authorization text.]
-----------------------------------------------------End of the Text Proposal---------------------------------------------------

  


