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Proposed Text of Security Section 
for the IEEE 802.16m AWD
Avishay Shraga, Xiangying Yang
Intel Corporation
1. Introduction
In this contribution we propose amendment text to describe the IEEE 802.16m security sublayer for discussion and approval in the 802.16m AWD. The proposed text is developed so that it can be readily combined with IEEE P802.16 Rev2/D9 [1], it is compliant to the 802.16m SRD [2] and the 802.16m SDD [3], and it follows the style and format guidelines in [4]. Current SDD [3] is used as a baseline text.
2. References
[1] IEEE P802.16 Rev2/D9, “Draft IEEE Standard for Local and Metropolitan Area Networks: Air Interface 
for Broadband Wireless Access,” Jan. 2009.

[2] IEEE 802.16m-07/002r7, “802.16m System Requirements” 
[3] IEEE 802.16m-08/003r8, “The Draft IEEE 802.16m System Description Document”
[4] IEEE 802.16m-08/043, “Style guide for writing the IEEE 802.16m amendment”
3. Text proposal for inclusion in the 802.16m amendment working document
-------------------------------  Text Start  --------------------------------------------------- 
15.2.3 Security

15.2.3.1 Security Architecture

The security functions provide subscribers with privacy, authentication, and confidentiality across the WirelessMAN-OFDMA Advance System. It does this by applying cryptographic transforms to MAC PDUs carried across connections between AMS and ABS.

The security architecture of WirelessMAN-OFDMA Advance System consists of the following functional entities: the AMS, the ABS, and the Authenticator. 


Figure 1
 describes the protocol architecture of security services.
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Figure 1 Functional Blocks of IEEE 802.16m Security Architecture

Within AMS and ABS the security architecture is divided into two logical entities:

· Security management entity

· Encryption and integrity entity

 Security management entity functions includes :

· Overall security management and control

· EAP encapsulation/decapsulation for authentication
· Privacy Key Management (PKM) control  this function provides all authentication, authorization and key management. The PKM functionality supported by AMS and ABS is called PKMv3
· Authentication and Security Association (SA) control - 

· Location privacy – The ability to maintain the MAC privacy of the AMS id over the air - see 15.2.5
Encryption and integrity protection entity functions include:

· transport data Encryption/Authentication Processing

· Management message authentication processing

· Management message Confidentiality Protection


15.2.3.1.1 Key Management Protocol

.  The WirelessMAN-OFDMA Advance System uses the PKMv3 protocol to achieve: 

· Transparent exchange of authentication and authorization messages 

· Key agreement and management
· Security material exchange 
PKMv3 protocol provides mutual authentication and establishes shared secret between the AMS and the ABS. The shared secret is then used to exchange or derive other keying material. This two-tiered mechanism allows frequent traffic key refreshing without incurring the overhead of computation intensive operations.
The key hireracy is based on the relevant keys from th WirelessMAN OFDMA Reference system with the addition of TEK derivation mechnism that replaces the TEK excahange as defined in the reference system.

For the transport keying material, PKMv3 supports a client server model where the AMS asks for the information element requires to derive the keying material and the ABS responds to the AMS with the information it is authorized to use.
PKMv3 uses MAC management messages i.e AAI_PKM_REQ and AAI_PKM_RSP

15.2.3.1.2 Authentication

Pairwise mutual authentication of user and device identities takes place between AMS and ABS entities using EAP framework as defined in RFC 3748. The choice of EAP methods and selection of credentials that are used during EAP-based authentication are outside the scope of this specification. 

.Authentication is executed during initial network entry after pre-authentication capability negotiation.. Since AMS and ABS supports only PKMv3 – no pre-authentication negotiation is needed. All Security related negotiation is handled post authentication as part of key-agreement.
Re-authentication should be made before lifetime of authentication materials/credentials expires. Data transmission should continue during re-authentication process, by allowing AMS and ABS to hold  two sets of authentication/keying material with overlapping lifetimes. Authentication procedure is controlled by authorization state machine, which defines allowed operations in specific states. 
Authentication state is maintained during HO where new keying material is derived from existing authentication based on T-ABSID and other parametres that are changed.
15.2.3.1.3 Mapping of connections to SAs

The following rules for mapping connections to SAs apply: 

· All transport connections shall be mapped to an existing SA (including the primary SA).
· Protected management FIDs shall be mapped to the Primary SA.
The actual mapping is achieved by including the SAID of an existing SA in the AAI_DSA-xxx messages together with the FID. 

No explicit mapping of the protected management FID to the Primary SA is required.
15.2.3.2 PKMv3 protocol

15.2.3.2.1 Key Derivation

The key hierarchy defines what keys are present in the system and how the keys are generated.

All IEEE 802.16m security keys are derived directly / indirectly from the MSK by the ABS and the AMS. 
All keys are derived using the DOT16KDF as defined in section 7.5.4.6.1

The Pairwise Master Key (PMK) is derived from the MSK and then this PMK is used to derive the Authorization Key (AK).
The Authorization Key (AK) is used to derive other keys:

· Key Encryption Key (KEK)

· Transmission Encryption Key (TEK) 

· Cipher-based Message Authentication Code (CMAC) key

After completing (re)authentication process and  obtaining an AK, key agreement is performed to verify the newly created AK and exchange other required security parameters. 

15.2.3.2.1.1 PMK derivation

PMK is derived from MSK that was obtained during EAP authentication by the AMS and the Authenticator.

The derivation is as follows:

PMK ⇐ Truncate (MSK, 160)

15.2.3.2.1.2 AK derivation
AK is derived from PMK using DOT16KDF as follows:


AK ⇐ Dot16KDF(PMK, AMS MAC Address | ABSID | “AK”, 160);

15.2.3.2.1.3 KEK derivation
KEK is the key used to protect the NONCE transmitted from ABS to AMS in order to supply the input for TEK derivation.
KEK is derived together with CMAC keys as described in section 15.3.2.1.5
15.2.3.2.1.4 TEK derivation
Transport encryption keys per SAID are derived by AMS and ABS from using DOT16KDF from AK with a set of parameters to ensure the uniquness of the key between the AMS and ABS for each situation a new key should be derived..
For the purpose of  deriving new TEKs during the lifetime of an AK, the ABS will generate a Nonce to be transmitted to the AMS in a secure way and will be used as one of the inputs to the DOT16KDFs. The ABS shall manage 2 Nonce per SAID marked as old and new to support similar framework of old_TEK and new TEK as defined in 802.16e.rev2
The need to add the CMAC_key count as an input to the KDF is FFS.

The input parameters shall also include : AK, SAID, BSID, AMS MAC Adress

Th derivation exact formula is FFS:
15.2.3.2.1.5 CMAC and KEK derivation
CMAC key derivation and KEK derivation and management follows procedures as defined in the WirelessMAN-OFDMA Reference system section 7.2.2.2.9

15.2.3.2.1.6 Key Hirarchy 

Place holder for key hirarchy diagram
15.2.3.2.2 Key management and usage

15.2.3.2.2.1 TEK Exchange

The TEK exchange procedure is controlled by the security key state machine, which defines the allowed operations in the specific states. The TEK exchange state machine does not differ from reference system, except that instead of the exchanging the keys in reference system, a nonce is exchanged and used to derive keys locally.

In IEEE 802.16m, the nonce(s) used to derive and update TEK is sent from ABS to AMS during authorization phase, during ranging procedure on NW reentry from idle mode and HO, or when the AMS requests the nonce(s).

The Nonce can be exchanged with the following messages/procedures:

· Key Request / Reply

· Key Agreement

· Ranging


New TEK(s) are derived whenever one of the parameters that are used to derive it changes in particular in the following cases:
· Initial authentication key agreement.

· Re-authentication

· TEK update exchange

· Re-entry
15.2.3.2.2.2 CMAC Derivation

The CMAC keys are derived whenever one of the input parameters to the derivation function is changed in particular:

· Initial authentication key agreement.

· Re-authentication

· Re-entry
In each of the cases, KEY_COUNT value is updated as defined in 15.3.2.1.5

Managing the CMAC keys as part of the primary SA or as part of AK context is FFS

15.2.3.2.2.3 Key Usage

The TEK usage does not differ from the reference system. 

In encryption, used KEY_COUNT value is identified by the receiver (AMS or ABS). EKS field carries the 2-bit key sequence of associated TEK.

15.2.3.2.3 Security association management

A security association (SA) is the set of information required for secure communication between ABS and AMS. SA is identified using an SA identifier (SAID). The SA is applied to the respective flows once an SA is established. 

IEEE 802.16m supports Unicast SA (SA) only.
Unicast SA is used to provide keying material to unicast transport connections. The SA is applied to all the data exchanged within the connection. Multiple connections may be mapped to the same unicast SA. Unicast SA can be static or dynamic. Static SAs are assigned by the ABS during network (re-)entry. Dynamic SAs are established and eliminated dynamically.  The ABS may map a transport connection to a dynamic SA.

The primary unicast SA is used to provide keying material for unicast management connections. 

If AMS and ABS decide “No authorization” as their authorization policy, no SAs will be established. In this case, Null SAID is used as the target SAID field in service flow creation messages. If authorization is performed but the AMS and ABS decide to create an unprotected service flow, the Null SAID may be used as the target SAID field in service flow creation messages.

15.2.3.3 Cryptographic Methods

Cryptographic methods specify the algorithms used in 802.16m for the following functions:

· MAC PDU protection

· Key encryption/decryption 

15.2.3.3.1 Data Encryption methods

AMS and ABS may support encryption methods and algorithms for secure transmission of MPDUs. AES algorithm is the only supported cryptographic method in 802.16m. The following AES modes are defined in 802.16m:

· AES-CCM mode - provides also integrity protection

· AES-CTR mode
15.2.3.3.1.1 AES in CCM mode 

AES-CCM mode is supported for unicast transport and management connections. The PN size is 22 bits. 
15.2.3.3.1.2 AES in CTR mode

AES-CTR mode is supported for unicast transport connections. The PN size is 22 bits.
15.2.3.3.2 Control Plane Signaling Protection

15.2.3.3.2.1 Management Message Protection

IEEE 802.16m supports the selective confidentiality protection over MAC management messages.
The method of identifying which management message should be protected without being exposed to plaintext attack is FFS 

Figure 2 presents three levels of selective confidentiality protection over management messages in IEEE 802.16m. 

· No protection: If AMS and ABS have no shared security context or protection is not required, then the management messages are neither encrypted nor authenticated. Management messages before the authorization phase also fall into this category.

· CMAC based integrity protection--: CMAC Tuple is included to the management message. CMAC integrity protects the entire MAC management message. Actual management message is plain text.

· AES-CCM based authenticated encryption-: ICV field is included after encrypted payload and this ICV integrity protects both payload and MAC header part.

 SHAPE  \* MERGEFORMAT 



Figure 2 Flow of IEEE 802.16m Management Message Protection

15.2.3.4 AMS Privacy

In order to protect the mapping between the STID and the AMS MAC Address, two types of STIDs are assigned to an AMS during network entry - temporary STID (TSTID) and (normal) STID.A TSTID is assigned by ABS during initial ranging process, and is used until the STID is allocated. The STID is assigned after the successful  authentication process, and is encrypted during transmission. The TSTID is released after STID is assigned. The STID is used for all the remaining transactions.

AMS ID ( MAC address ) privacy can use the local administrated framework defined in IEEE 802.
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