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SDD Change Request: Updates and Corrections in Sections 6, 10, and 14 of IEEE 802.16m-09/0034
Sassan Ahmadi

Intel Corporation

Introduction

This contribution provides Updates and Corrections in Sections 6, 10, and 14 of IEEE 802.16m-09/0034. 

The “pre-authentication capability negotiation” has unjustifiably significant impacts on MS behavior and network entry and causes interoperability issues with the legacy base stations when the MS attempts to make network entry/re-entry and handover entry. The benefits of such change of behavior were never discussed in TGm and currently the “pre-authentication capability negotiation” is ambiguously specified in SDD and Draft 802.16m Standard. The group agreed in principle that the behavior of the MS shall not change as a result of enhancements and extensions due to 802.16m amendment; however, “pre-authentication capability negotiation” does change the behavior of the MS and affects not only 802.16m standard, but also the WiMAX Forum NWG specifications. 
The basic capability negotiation does happen upon successful ranging and UL synchronization and there is no need for “pre-authentication” for such process. 
1. An approved “fast device capability negotiation” approach in July 2009 simplifies the basic capability negotiation (see contribution C802.16m-09/1432r2 and AWD comment #0084 from July 2009). 

2. The authentication, authorization, and key exchange will happen following this step and it can be further simplified if the target BS possesses  the MS context (during network re-entry only) received from the serving BS via backbone.
3. The change of MS behavior will affect interoperability with legacy base stations and networks since the MS expects “pre-authentication capability negotiation” step instead of “basic capability negotiation”.

4. A new set of stage 2 and stage 3 provisions for 802.16m mobile stations must be developed in WiMAX Forum NWG (see The WiMAX Forum Network Architecture Stage 2 - 3: Release 1, Version 1.2) to accommodate such an unnecessary change.

5. It will complicate IoT and compliance testing since the MS has two different state machines in the legacy and new modes.

6. The registration step is independent of capability negotiation; nevertheless the existing text combines the two processes.
It is recommended that the “pre-authentication capability negotiation” procedure be removed from sections 6, 10, and 14 based on the following instructions and the legacy network entry/re-entry steps (although the details may be different) be reinstated for 802.16m mobile stations.
New Text to Replace Existing Content of Section 6.2 of IEEE 802.16m-09/0034

--------------------------------------------------Begin Text --------------------------------------------------------------------------

The AMS performs network entry with the target ABS while in the Access State. Network entry is a multi step process consisting of ranging, pre-authentication basic capability negotiation, authentication, and authorization, capability exchange and key exchange, registration with BS, and Service flow establishment. The AMS receives its Station ID and establishes at least one connection using and transitions to the Connected State. Upon failing to complete any one of the steps of network entry the AMS transitions to the Initialization State.


[image: image1.emf]Access State

Ranging & UL 

Synchronization

Basic Capability 

Negotiation

MS Authentication, 

Authorization, & Key 

Exchange

Registration with BS

From Initialization 

State or Idle State

To Initialization State

To Connected State

Initial Service Flow 

Establishment


Figure 6: Access State Procedures

Note: Revised figure

--------------------------------------------------End Text --------------------------------------------------------------------------

New Text to Replace Existing Content of Section 10.6.2 of IEEE 802.16m-09/0034

--------------------------------------------------Begin Text --------------------------------------------------------------------------10.6.2 Authentication

Pairwise mutual The authentication of user and device identities takes place between AMS and ABS entities using EAP. The choice of EAP methods and selection of credentials that are used during EAP-based authentication are outside the scope of this specification. Authentication is executed performed during initial network entry after pre-authentication basic capability negotiation. Security capabilities, policies etc. are negotiated in this pre-authentication, authorization, and key exchange phase. capability negotiation. The remaining AMS capability negotiation is performed together with registration after the successful completion of the authentication and the authorization.
Re-authentication should be made before lifetime of authentication materials/credentials expires. Data transmission may continue during re-authentication process, by providing AMS with two sets of authentication/keying material with overlapping lifetimes. Authentication procedure is controlled by authorization state machine, which defines allowed operations in specific states. 

--------------------------------------------------End Text --------------------------------------------------------------------------
New Text to Replace Existing Content of Section 10.8 of IEEE 802.16m-09/0034

--------------------------------------------------End Text --------------------------------------------------------------------------

10.8 Network Entry

Network entry is the procedure by which an AMS finds and establishes a connection with the network. The network entry has includes the following steps:

· AMS synchronizes with the ABS via Advanced Preamble (A-PREAMBLE). 

· AMS obtains necessary information e.g. ABS ID, NSP ID for initial network entry, and performs network selection. 
· AMS starts ranging process. Ranging and UL synchronization
· Pre-authentication Basic capability negotiation.

· Authentication, authorization, and key exchange 

· Capability exchange and r Registration with BS.

· AMS enters Advanced WirelessMAN-OFDMA network and sets up service flows. Service flow establishment
Neighbor BSs search is based on the same downlink signals as initial network search (e.g., preamble) except some information can be provided by serving ABS (e.g., NBR-ADV). Network re-entry from such procedures as handover, idle mode exit and so on, is based on initial network entry procedure with certain optimization procedures.

The ABS responds to the AMS’ initial ranging code transmission by broadcasting a status indication message (e.g., Decoding Status Bitmap) in a following predefined DL frame/subframe. The initial ranging related messages (e.g., RNG-RSP and BW Grant for RNG-REQ) can be linked to the corresponding bit of the status indication message to reduce overhead.

--------------------------------------------------End Text --------------------------------------------------------------------------
New Text to Replace Existing Content of Section 14.4.1.2 of IEEE 802.16m-09/0034

--------------------------------------------------Begin Text --------------------------------------------------------------------------

14.4.1.2 Access State

The ARS performs network entry with the target ABS while in the Access state. Network entry is a multi step process consisting of ranging and UL synchronization, pre-authentication basic capability negotiation, authentication, and authorization and key exchange, capability exchange, registration with the serving ABS, neighbor station measurement & access station selection (optional), and ARS operation parameters configuration. The ARS receives its Station ID and transitions to the Operational state. Upon failure to complete any one of the steps of network entry the ARS transitions to the Initialization state.
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Figure 83: Procedures in the Access State of IEEE 802.16m Relay

Note: Revised figure

--------------------------------------------------End Text --------------------------------------------------------------------------[image: image3.png]
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