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1. Introduction
HO procedure requires security update to achieve seamless operation.
2. Text Proposal

======================== Start of Proposed Text =====================
15.2.5.2.4 Key Usage

15.2.5.2.4.1 TEK usage

15.2.5.2.4.2 TEK update
15.2.5.2.4.4 TEK update after Re-authentication
15.2.5.2.4.5 Key update during zone switching from LZone to MZone

ABS shall include Nonce-BS in the zone switching information. If PMK-Shairng-Flag=0, AMS shall increment CMAC_KEY_COUNT and perform key agreement in MZone to derive new PMK, AK, CMAC keys and TEKs to be used in MZone during network reentry procedure as described in Section 15.2.5.2.3.1, except that key agreement message #1 is not needed. If PMK-Sharing-Flag=1, AMS shall increment CMAC_KEY_COUNT and based on the current active PMK derive new AK, CMAC keys and TEKs to be used in MZone during network reentry procedure as described in Section 15.2.5.2.3.1. If Zone-Swichting-Mode=1, The AMS shall also manage the old security context used to maintain communications in LZone before zone switching to MZone finishes.

15.2.5.2.4.6 Key update during zone switching from MZone to LZone

If PMK-Sharing-Flag=0, AMS shall increment CMAC_KEY_COUNT and derive new PMK, AK, KEK, CMAC keys according to Section 7.2.2.2. If PMK-Sharing-Flag=1, AMS shall increment CMAC_KEY_COUNT and based on the current active PMK derive new AK, KEK, CMAC keys according to Section 7.2.2.2. New TEKs are derived according to Section 7.2.2.2 if in AAI_HO-CMD message HO process optimization bit #2 = 1 (Seamless handover). Otherwise TEKs to be used in LZone are obtained via TEK transfer encrypted by KEK. If Zone-Switching-Mode=1, the AMS shall also manage the old security context used to maintain communications in MZone before zone switching to LZone finishes.
============================== End of Proposed Text ===============
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