
IEEE C802.16m-10/0027

	Project
	IEEE 802.16 Broadband Wireless Access Working Group <http://ieee802.org/16>

	Title
	Suggested resolutions for MAC Security Comments 300 and 302

	Date Submitted
	2010-01-13

	Source(s)
	Stavros Tzavidas 
Motorola

	E-mail:   stavros.tzavidas@motorola.com
*<http://standards.ieee.org/faqs/affiliationFAQ.html>

	Re:
	Call for LB #30b 

	Abstract
	Suggested resolution for comments 300 and 302, as per the security harmonization group.

	Purpose
	Accept the proposed specification changes on IEEE 802.16m/D3

	Notice
	This document does not represent the agreed views of the IEEE 802.16 Working Group or any of its subgroups. It represents only the views of the participants listed in the “Source(s)” field above. It is offered as a basis for discussion. It is not binding on the contributor(s), who reserve(s) the right to add, amend or withdraw material contained herein.

	Release
	The contributor grants a free, irrevocable license to the IEEE to incorporate material contained in this contribution, and any modifications thereof, in the creation of an IEEE Standards publication; to copyright in the IEEE’s name any IEEE Standards publication even though it may include portions of this contribution; and at the IEEE’s sole discretion to permit others to reproduce in whole or in part the resulting IEEE Standards publication. The contributor also acknowledges and accepts that this contribution may be made public by IEEE 802.16.

	Patent Policy
	The contributor is familiar with the IEEE-SA Patent Policy and Procedures:

<http://standards.ieee.org/guides/bylaws/sect6-7.html#6> and <http://standards.ieee.org/guides/opman/sect6.html#6.3>.

Further information is located at <http://standards.ieee.org/board/pat/pat-material.html> and <http://standards.ieee.org/board/pat>.


Suggested resolutions for MAC Security Comments 300 and 302

Stavros Tzavidas
Motorola 
Introduction
Proposed Edits 
Remove the last row of Table 728, line 37 page 157:
CMAC_PN _Window | As negotiated | DB for monitoring received CMAC_PN (CMAC_PN window

                                       | in SBC             | = PN_HARQ_window)

Add the following subsection in section 16.2.5.2.3 :
----------------------------------------------------- Start of Proposed Text---------------------------------------------------
16.2.5.2.3.x Calculation of Cipher-based message authentication code (CMAC)

An ABS or AMS may support management message integrity protection based on CMAC—together with the AES block cipher. The CMAC construction as specified in NIST Special Publication 800-38B shall be used.
The calculation of the keyed hash value contained in the CMAC Digest attribute and the CMAC Tuple shall use the CMAC algorithm with AES. The DL authentication key CMAC_KEY_D shall be used for authenticating messages in the DL direction. The UL authentication key CMAC_KEY_U shall be used for authenticating messages in the UL direction. UL and DL message authentication keys are derived from the AK (see 15.2.5.2.1.4 for details).
The CMAC Packet Number Counter, CMAC_PN_*, is a 3-byte sequential counter that is incremented for each MAC Management Message which contains a CMAC Tuple or CMAC Digest TLV in the context of UL messages by the AMS, and in the context of DL messages by the ABS. 
If STID is not assigned yet then STID ‘000000000000’ should be used. The CMAC_PN_* is part of the CMAC security context and shall be unique for each MAC management message with the CMAC tuple or digest. Any tuple value of {CMAC_PN_*, CMAC_KEY_*} shall not be used more than once. Either the reauthorization process or PMK update without reauthorization should be initiated (by ABS or AMS) to establish a new PMK/AK before the CMAC_PN_* reaches the end of its number space. 
The CMAC digest shall be calculated over a field consisting of the PMK ID followed by the CMAC_PN_*, expressed as an unsigned 24-bit number, followed by the 12-bit STID and 4-bit FID on which the message is sent, followed by 16-bit of zero padding (for the header to be aligned with AES block size) and followed by the entire MAC management message with the exception of the CMAC tuple or digest. 
The LSBs of the digest shall be truncated to yield 64-bit length digest.

Note: This is different from the recommendation in NIST special publication 800-38B where the MSB is used to derive the CMAC value.
 i.e., if CMAC_KEY_* is derived from AK: 
CMAC value <= Truncate(CMAC (CMAC_KEY_*, PMK ID | CMAC_PN |STID|FID|24-bit zero padding | MAC_Management_Message), 64) , where STID ‘000000000000’ should be used if STID is not assigned yet.

Only CMAC_PN that arrives in order can be accepted. MAC control messages with out-of-order CMAC_PN shall be discarded.
--------------------------------------------------- End of Proposed Text-----------------------------------------------------


  


