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Intel Corportaion

Introduction

Operators have WiMAX 1.0/1.5 networks in deployment today. This uses 802.16e air interface. 802.16m air interface promises much higher throughputs compared to 802.16e. Some more improvements are achieved in 16m by changing UMAC functionality that affects the ASN-GW and in particular R6 interface. Expecting the operators and vendors to upgrade the ASN-GW in order to start deploying 16m BSs will slow down the 16m adoption. The goal is to standardize a mechanism that allows operators to upgrade to 802.16m from 802.16e in phases where the first phase is using 16m BS without any changes to the existing network infrastructure and in particular no change on R6. No changes to ASN-GW and other network elements 

In summary, we enable a model where 16m BSs can be simply plugged into the existing WiMAX ASN-GWs. 

Proposed Text with change marks
[-------------------------------------------------Start of Text Proposal---------------------------------------------------]
{note for editor: replace sections 16.2.5.2.1.5.6 and 16.2.5.2.1.5.7 with new text below}
 16.2.5 AAI Security 
16.2.5.2.1.5.6 Key update during zone switching from LZone to MZone 
ABS shall include STID in the zone switch information.

During zone switch from LZone to MZone (with handover process optimization bitmap bit#1=1 "omit PKM authentication phase" and legacy ASN support is set false), AMS shall perform network reentry procedure in MZone to derive new AK, AK*, CMAC keys and TEKs to be used in MZone as follows.

•AMS increment CMAC_KEY_COUNTM by 1 and assign its value to AK_COUNT. 

•AMS generates random NONCEMS on calculating AMSID*. AMS derives new AK, AK* and its CMAC key and TEK based on the AMSID*.

•AMS sends AAI_RNG-REQ message containing the attributes required for Authenticator to derive AK, i.e. AMSID*, and CMAC digest, which is based on the new CMAC key.

•On receiving the AAI_RNG-REQ message, network entities derive new AK and ABS subsequently derives AK*, TEK and CMAC keys. ABS validates the AAI_RNG-REQ by CMAC tuple. If the CMAC is valid, ABS responds with AAI_RNG-RSP message, where the AAI_RNG-RSP is transferred in encrypted manner by the new TEK.

•If the AMS decrypts and decodes successfully the AAI_RNG-RSP message, then the AMS regards it as completion of a successful zone switching procedure. 

• Seamless_Handover Flag shall be 0 for this zone switching scenario.

During zone switch from LZone to MZone (with handover process optimization bitmap bit#1=1 "omit PKM authentication phase" and legacy ASN support is set true), AMS shall perform network reentry procedure in MZone to derive new AK, AK*, CMAC keys and TEKs to be used in MZone as follows.

•AMS increment CMAC_KEY_COUNTM by 1 and assign its value to AK_COUNT. 

• AMS derives new AK, AK* and its CMAC key and TEK based on AMSID.

•AMS sends AAI_RNG-REQ message containing the attributes required for Authenticator to derive AK, i.e. AMSID, and CMAC digest, which is based on the new CMAC key.

•On receiving the AAI_RNG-REQ message, network entities derive new AK, and ABS subsequently derives AK*, TEK and CMAC keys. Alternatively, network entities may derive new AK and ABS subsequently derives AK*, TEK and CMAC keys earlier when zone switching is initiated by ABS. ABS validates the AAI_RNG-REQ by CMAC tuple. If the CMAC is valid, ABS responds with AAI_RNG-RSP message, where the AAI_RNG-RSP is transferred in encrypted manner by the new TEK.

•If the AMS decrypts and decodes successfully the AAI_RNG-RSP message, then the AMS regards it as completion of a successful zone switching procedure. 

• When Seamless_Handover Flag =1 for this zone switching scenario, network entities should derive AK and ABS subsequently derives AK*, TEK and CMAC keys when zone switching is initiated by ABS.

16.2.5.2.1.5.7 Key update during zone switch from MZone to LZone
During zone switch from MZone to LZone (with handover process optimization bitmap bit#1=1 "omit PKM authentication phase”), AK_COUNT is incremented by 1 and the value is assigned to CMAC_KEY_COUNT. 

New AK, KEK, CMAC keys are derived, according to Section 7.2.2.2. New TEKs are derived according to Section 7.2.2.2 if in AAI_HO-CMD message Seamless HO is set to 1. Otherwise TEKs to be used in LZone are obtained via TEK transfer encrypted by KEK. The AMS shall also manage the old security context used to maintain communications in MZone before zone switching to LZone finishes.

[-------------------------------------------------End of Text Proposal----------------------------------------------------]
































  


