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Adding MAC layer CRC to improve reliability 

Introduction

According to 802-2001 [1], section 7.3, the error misdetection probability for a 802 protocol (at least for data, I guess), shall be less than 5x10^-14 per octet or MSDU length. It would seem that the 16-bit CRC at the burst level is not sufficient to meet this requirement when a single FEC block is used per burst, since only one 16-bit CRC is used in this case.
To reduce the error misdetection probability, need to add 4 byte CRC. Whether to add the CRC or not - based on FID configuration (DSA).

Besides meeting the 802-2001 requirements, there is a potential user-experience problem with the current D4 text:

Consider a large zip file transmitted over a 16m network without encryption (or with AES-CTR encryption) while the user is near the cell-edge so that allocations are rather small, constituting a single FEC block each. Each of these bursts contains a single 16-bit CRC protecting the burst.

The ABS (due to its link adaptation algorithm) aims at a first transmission error rate of ~20%. According to our simulations, using a PedB 3Km/h fading channel and bursts of ~4000 bits, when the burst is in error (which happens with a probability of about 0.2), more than 40 bits in the burst are flipped with very high probability. When this happens, the probability of error misdetection of erroneous bursts is ~2^-16. The probability that a burst would be delivered to the upper layer with undetected errors is thus greater than 0.2*2^-16 = 3e-6 (greater than, since we only considered first transmission error misdetection…)

So, if each burst contains 500 bytes of the file, any file greater than ~110MB has >0.5 probability of containing at least one undetected error. Correctly delivering a file of ~350MB has only about 10% chance of being correctly received without undetected errors.

If this file is a zip file, assuming the zip file’s CRC will eventually detect the error, this means a very frustrated user, who waited a very long time for the file to download/upload and cannot use the file, since windows / WinZip will declare the file corrupt.

Reference:

[1] IEEE 802.2001: IEEE Standard for Local and Metropolitan Area Networks: Overview and Architecture, 8 March 2002
Proposed Text with change marks
[-------------------------------------------------Start of Text Proposal---------------------------------------------------]

16.2.2 MAC PDU formats

MAC PDUs shall be of the form illustrated in Figure 385. Each PDU shall begin with a MAC header. The header may be followed by one or more extended headers. The MAC PDU may also contain payload. The MAC PDU may also contain a 32 bit CRC if it is agreed upon during the connection establishment that CRC shall be included. The CRC shall cover the generic MAC header and the payload of the MAC PDU. The 32 bit CRC shall be generated according to section 6.3.3.5.2
Multiple MAC SDUs and/or SDU fragments from different unicast connections belonging to the same AMS can be multiplexed into a single MAC PDU. The multiplexed unicast connections shall be associated with the same security association.
[Replace Figure 385 as follows]
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Figure 385 – MAC PDU format
16.2.3.41.1 AAI_DSA-REQ

[Add the following parameter to the message] 

	Name
	Value
	Usage

	CRC Indicator (1 bit)
	0 = No CRC
1 = 32 bit CRC
	Indicates whether CRC shall be added to all the PDUs of this FID or not


16.2.3.41.2 AAI_DSA-RSP
[Add the following parameter to the message] 

	Name
	Value
	Usage

	CRC Indicator (1 bit)
	0 = No CRC

1 = 32 bit CRC
	Indicates whether CRC shall be added to all the PDUs of this FID or not


 [-------------------------------------------------End of Text Proposal----------------------------------------------------]
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