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MAC control message with CMAC protection
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Xiangying Yang,
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I. Introduction
This contribution proposes a method to include CMAC tuple in a MAC control message that is encoded in ASN.1 format.
II. Proposed text 
------------------------------------------------- Start of proposed text I--------------------------------------------------
II.1 Proposed text 1

16.2.2.2.3 MAC Control Extended Header (MCEH)
The MAC PDU shall include MCEH when the control connection payload contains a fragmented message or an unfragmented message that requires acknowledgement. When message fragments belonging to two different control messages are being sent, the transmitter shall assign different Control Connection Channel ID (CCC ID)s to the MCEH of each MAC PDU. If a MAC control message is to be protected by CMAC tuple, CMAC Indicator (CMACI) bit shall be set to “1” to incicate the presence of CMAC tuple. The MCEH format is defined in Table 670.
Table 670: MCEH Format
	Syntax
	Size (bit)
	Notes

	MCEH () {
	
	

	Type
	4
	Extended header type = 0b0010 (MCEH Type)

	Control Connection Channel ID (CCC ID)
	1
	Channel ID to identify separate fragmentation / reassembly state machines

0: channel 1

1: channel 2

	  Polling
	1
	0 = no acknowledgement required

1 = acknowledge required upon receiving the MAC message

	CMAC Indicator
	1
	0 = no CMAC tuple present 
1 = CMAC tuple present in the MAC PDU or MPDU fragment

	SN Indicator
	1
	0 = no FC and sequence number

1= FC and sequence number are followed

	If (SN Indicator = 1) {
	
	

	FC
	2
	Fragmentation control (see Table 669)

	SN
	86
	Payload sequence number, SN is maintained per CCC ID, the ‘SN’ value increments by one (modulo 25664) sequentially.

	  }
	
	

	}
	
	


------------------------------------------------- End of proposed text I --------------------------------------------------
II.2 Proposed text 2

[Editor Note: Add a new paragraph as show in the following:]

------------------------------------------------- Start of proposed text II--------------------------------------------------
16.2.4.8 MAC Control Messages with CMAC Protection
Some MAC control messages contain CMAC tuple to enable the receiver to check the authenticity and the integrity of the messages. Figure 396 shows an unfragmented MAC control message with CMAC tuple. ASN.1 PER will encode the MAC control message in a binary format that includes padding bits to insure byte alignment. The ASN.1 message, including ASN.1 binary data and padding bits (if any) are sent to the AES-CMAC algorithm to generate the 128 bit CMAC value that are truncated to 64 bits. The most significant 64 bits of the CMAC value are included in a MAC message.
A MAC control message consists of AGMH, MCEH, ASN.1 message body, and CMAC tuple that consists of PMK_SN, CMAC_PN, and CMAC value. A 4 bit reserved is added for CMAC_PN byte alignment. If a CMAC tuple is present in a MAC control message MPDU, the CMACI (CMAC Indicator) bit in MCEH shall be set to “1”. The length field in AGMH shall be adjusted accordingly, when CMAC tuple is included in a MAC control message. If no MCEH is present in a MAC control message MPDU, it assumes there is no CMAC tuple. Otherwise, the CMACI shall be set to “0” to indicate there is no CMAC tuple in the message.
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Figure 396—Unfragmented MAC Control Message with CMAC tuple
Figure 397 illustrates a fragmented MAC control message with CMAC tuple. It shows that CMAC tuple shall be sent in the last MAC control message fragment.

[image: image2.emf]MAC message in ASN.1

AAI-MSG-ACK ::= SEQUENCE {

ackSN INTEGER (0..255),

cccId   INTEGER (0..1),

…

}

PER

Encoding

ASN.1 binary data

0100111000...

Padding for 

byte 

alignment

AGMH

ASN.1 message 

fragment #1

AES-CMAC

Algorithm

CMAC Key, ...

Truncation

(1

st

64 bits)

(128 bits)

(64 bits)

MPDU length = size of (AGMH) + 

size of (ASN.1 message fragment #1) 

AGMH

MCEH

(CMACI=1)

ASN.1 message

Fragment #2

PMK_SN

(4)

Rsvd

(4)

CMAC_PN

(24)

CMAC value

(64)

MPDU length = size of (AGMH) + 

size of (MCEH) + 

size of (ASN.1 message fragment #2) +

12 (CMAC tuple)  


Figure 397—Fragmented MAC Control Message with CMAC tuple
When the entity receives a MAC control message, if MCEH is present, it should check the CMACI bit in the MECH. If CMACI =1. It shall run the AES-CMAC algorithm to generate CMAC tuple from the received ASN.1 binary data, and then compare the CMAC tuple being generated against the CMAC tuple embedded in the MAC PDU. If the CMAC verification is successful, it can run ASN decoder to decode the MAC control message. However, if certain attributes in the MAC control messages (e.g. AK_COUNT, AMSID in AAI_RNG-REQ) are required for CMAC tuple generation, it may decode the ASN.1 message to retrieve the necessary attributes first, and then perform the CMAC verification.
------------------------------------------------- Start of proposed text II --------------------------------------------------
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