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Relay Security cleanup considering PKMv3 (16.6.2.4)
Youngkyo Baek, Hyunjeong Kang, Youngbin Chang
Samsung Electronics
1. Introduction
Current D6 relay security description does not match with the current PKM v3. Especially AK derivation and Key Agreement 3-way handshake procedure are described differently from macro’s PKM v3. 

We suggest modifying the relay security in accordance with PKMv3 as text proposal.

2. Text Proposal
Modify the sentences at page 809, line 58 as follows
======================== Start of Proposed Text =====================
16.6.2.4 Security

An ARS uses the same security architecture and procedures as an AMS to provide privacy, authentication and confidentiality between itself and an ABS on the relay link.

An ARS is operating as distributed security mode. The AK established between an AMS and an authenticator is derived as follows and distributed to this ARS during key agreement.
AK = Dot16KDF(PMK, MS addressing MSID*|ARSID|AK_COUNT| "AK", 160) , where MS Addressing depends on the operation mode. If AMSID privacy is disabled, MS addressing shall be 48bit AMSID. Otherwise, it shall be AMSID*.
As shown in Figure 588—, after authorization for an AMS completes, the authenticator shall transfer the relevant Authorization Key (AK) context associated with the AMS to its ARS and the MSK for the AMS is established,the ARS starts key agreement with the AMS. During the key agreement, the authenticator shall transfer the relevant Authorization Key (AK) context associated with the AMS to its ARS. On obtaining AK context the ARS derives necessary security keys such as CMAC keys and TEK from the AK and the ARS shall start key agreement 3-way handshake with the AMS. Tthe ARS is responsible for key management of AK, CMAC keys and TEK, and interacts with the AMS as if it were an ABS in the AMS's perspectives. Especially AK is derived based on the ARSID in place of ABSID and NONCE_ABS in key agreement 3-way handshake is replaced with NONCE_ARS which the ARS generates randomly. 
During the key agreement, similarly to macro ABS, the Security Association shall be established between an AMS and an ARS. The ARS uses the set of active keys shared with the AMS to perform encryption/decryption and integrity protection on the access link.

The ARS runs a secure encapsulation protocol with the ABS based on the primary SA, which is established between the ARS and the ABS. The access ARS uses the set of active keys shared with the ABS to perform encryption/decryption and integrity protection on the relay link.

MPDUs are encapsulated into one relay MAC PDU and en/decrypted at once by primary SA, which is established between the ARS and the ABS.

The security context used for relay link (between an ABS and an ARS) and access links (between an ARS and an AMS) are different and maintained independently. The key management follows as the same method as a macro ABS defined in 16.2.5.2.
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 [to editor: in the figure remove the red-color boxes and arrows and add the blue-color boxes and arrows] 
Figure 588—Key agreement procedure
============================== End of Proposed Text ===============
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