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Clean up on AMSID* derivation (16.2.5.2.1.4)
Youngkyo Baek, Jicheol Lee
Samsung Electronics
1. Introduction
AMSID* is derived based on the MS MAC address and a 64-bit random number NONCE_AMS. The description mentions the NONCE_AMS is the same as the random NONCE_AMS in keyagreement MSG#2 message. However there is no advantange on that binding and the binding leads easily to misunderstanding. (i.e. it looks AMSID* is changed whenever keyagreement occurs, but it’s not true) 
Hence, I suggest removing the binding between AMSID* and key agreement procedure. 
2. Text Proposal
Modify the sentences at page 244, line 43 as follows
======================== Start of Proposed Text#1 =====================
The hanshake procedure (as shown in Figure 400) includes the following steps:

•EAP authentication completes (Authenticator got "EAP Success" from AAA and sent it to AMS). Assuming AMS received the EAP_Success message, both AMS and ABS suppose to have valid AK and derive CMAC keys.
•The ABS sends CMAC'ed AAI_PKM_RSP (Key Agreement MSG#1) to the AMS. The message includes a random NONCE_ABS.

•If the AMS receives MSG#1 without receiving the EAP_Success before it SHALL query the supplicant for the current MSK and SHALL calculate the CMAC tuple based on it. If CMAC verification fails, the MS shall silently discard MSG#1. If CMAC verification is successful, the AMS shall sends AAI_PKM-REQ (handshake MSG#2) using the MSK and derived keys and including the random NONCE_ABS and NONCE_AMS and security negotiation parameters to the ABS. In case of key agreement procedure during network entry, security negotiation parameters are included also in the Key agreement MSG#2. In the case S-SFH Network Configuration bit = 0b0, NONCE_AMS shall be the one used to derive AMSID*. In the case of Legacy Support Mode is True; NONCE_AMS is not used in any key derivation.
============================== End of Proposed Text #1===============
Modify the sentences at page 245, line 13 as follows
======================== Start of Proposed Text#2 =====================
Note that supplying the AMSID to the ABS allows, among other used of AMSID, for the NW elements to calculate AMSID* whenever a new AK needs to be derived from PMK (HO for example).
============================== End of Proposed Text#2 ===============
Modify the sentences at page 270, line 36 as follows
======================== Start of Proposed Text#3 =====================
To protect AMSID the AMS shall define a hash value of the real AMSID (i.e. AMSID*) is defined and transmit it to the ABS by AAI_RNG-REQ during network entry, which is used to derive AK, for the case of S-SFH Network Configuration bit = 0b0 as follows:

AMSID*=Dot16KDF(AMSID|80-bit zero padding, NONCE_AMS, 48)

•NONCE_AMS is a random 648-bit value generated by AMS before sending AAI_RNG-REQ message, and transmitted to ABS during the following Key Agreement 3-way handshake procedure. If the AMS doesn't receive a successful AAI_RNG-RSP from the ABS, the AMS should send another AAI_RNG-REQ with the AMSID* derived from the same NONCE_AMS to the ABS in the followed initial ranging procedure before retries are exhausted. If retries are exhausted, AMS should use another AMSID* derived from a newly generated NONCE_AMS.
============================== End of Proposed Text#3 ===============
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