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A Security Issue in 16m D7 
Bin Chen, George Cummings
Huawei Technologies Co., Ltd
Overview
The current 16m radio resource allocation mechanism includes permutation of physical resources to logical resource units, and A-MAP resource allocation. The permutation is defined in the standard text and known by all the terminals, while A-MAP is broadcast to all AMSs, using a pre-defined MCS. Every AMS in the cell can detect and decode the A-MAPs, no matter which AMS was the intended one.  Upon reception of the A-MAP, the AMS just uses a STID to mask the CRC to check whether the A-MAPs are intended for it. 

The security problem is that a cracker can decode all the A-MAPs, and then try all of the STIDs to calculate the CRC. Since the 16 bits CRC is masked with 12 bits STID plus 4 fixed bits, the error detection rate for the AMS intercepting A-MAPs will be very low for the current 16 bits CRC algorithm, so the cracker can receive all MAC frames and send them to a background high quality calculating system to save and decrypt the data. 
In this contribution, we would like to provide a simple method to make the A-MAP more secure with no additional overhead. The main idea is to set a mask ID to mask the resource index in the A-MAP IE prior to the CRC calculation.

Proposed changes

Change 1

On page 100, line 37, subclause 16.2.3.8:

-------------------------------  Start of text proposal #1 -------------------------------------------- 
Table 687—AAI_REG-RSP message Field Descriptions
	M/O
	Attributes / Array of attributes
	Size (bit)
	Value / Note
	Conditions

	M
	STID
	12
	AMS identifier which the ABS assigns to the AMS in place of the temporary STID which has been transferred by AAI-RNG-RSP message.
	Present if needed

	M
	MAPMaskID
	11
	Used in the ABS to mask the resource index in the A-MAP before CRC calculation, and used in the AMS to re-mask the resource index in the A-MAP after the CRC calculation.
	

	O
	CRID
	72
	AMS identifier which the AMS has been assigned for coverage loss or DCR mode
	

	
	….
	
	
	

	O
	AMS initiated aGP Service Adaptation Capability:
	1
	AMS initiated aGP Service Adaptation Capability:
	Present if neede


-------------------------------  End of text proposal #1 -------------------------------------------- 
Change 2

Text Proposal #2 < add below text in blue to the section 16.3.6.5.2.4.1 in the page 571 line 1>
-------------------------------  Start of text proposal #2 -------------------------------------------
The IE “Resource Index” shall be masked with the parameter “MAPMaskID” in the ABS before A-MAP’s CRC calculation, and shall be re-masked with the parameter “MAPMaskID” in the AMS after A-MAP’s CRC calculation. The mask processing in the ABS is: Sending IE “Resource Index” = Real Resource Index XOR MAPMaskID; the mask processing in the AMS is: Real Resource Index = Received IE “Resource Index” XOR MAPMaskID. The parameter MAPMaskID is configured by the ABS to the AMS via MAC signaling AAI_REG-RSP
-------------------------------  End of text proposal #2 --------------------------------------------

  


