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Fix test vectors for cryptographic methods (Annex S)
Youngkyo Baek
Samsung Electronics
1. Introduction
This contribution suggests fixing test vectors to prevent misunderstanding and some typos.
2. Text Proposal
Modify the sentences at page 982, line 1 as follows
======================== Start of Proposed Text =====================
Annex S
(informative)  Test vectors 

S.1 Cryptographic method test vectors 

Note that all values are shown in hexadecimal notation
S.1.1 AES-CCM:

S.1.1.1 Short payload and short ICV
· Plaintext PDU
· Advanced Generic MAC header =  D0 0D6 
· Payload =  9c 05 3f 24
· STID=0x 234, FID=0x D
· Ciphertext PDU where TEK = 0x D50E18A844AC5BF38E4CD72D9B0942E5, EKS=0x 1 (2 bits), PN=0x17F6BC (22 bits) and ICV length is 4 bytes:

· Initial CCM block B0 (128 bits):
 09 D0 0D 23 4D 00 00 00 00 00 00 57 F6 BC 00 04

· Encrypted MAC PDU consisting of unencrypted AGMH (2 bytes), unencrypted EKS+PN (3 bytes), encrypted payload (4 bytes) and, encrypted ICV (4 bytes):

D0 0D 57 F6 BC   10 71 D1 B0   FF 70 71 B1
S.1.1.2 Long payload and long ICV

· Plaintext PDU

· Advanced Generic MAC header = A0 CA 
· Payload  (200 bytes):
00 01 02 03 04 05 06 07 08 09 0A 0B 0C 0D 0E 0F  

10 11 12 13 14 15 16 17 18 19 1A 1B 1C 1D 1E 1F  

20 21 22 23 24 25 26 27 28 29 2A 2B 2C 2D 2E 2F  

30 31 32 33 34 35 36 37 38 39 3A 3B 3C 3D 3E 3F  

40 41 42 43 44 45 46 47 48 49 4A 4B 4C 4D 4E 4F  

50 51 52 53 54 55 56 57 58 59 5A 5B 5C 5D 5E 5F  

60 61 62 63 64 65 66 67 68 69 6A 6B 6C 6D 6E 6F  

70 71 72 73 74 75 76 77 78 79 7A 7B 7C 7D 7E 7F  

80 81 82 83 84 85 86 87 88 89 8A 8B 8C 8D 8E 8F  

90 91 92 93 94 95 96 97 98 99 9A 9B 9C 9D 9E 9F  

A0 A1 A2 A3 A4 A5 A6 A7 A8 A9 AA AB AC AD AE AF  

B0 B1 B2 B3 B4 B5 B6 B7 B8 B9 BA BB BC BD BE BF  

C0 C1 C2 C3 C4 C5 C6 C7 

· STID= 234, FID= A
· Ciphertext PDU where TEK =  B74EB0E4F81AD63D121B7E9AECCD268F, EKS= 3 (2bits), PN=0x3B5F11 (22 bits) and ICV length is 8 bytes:

· Initial CCM block B0 (128bits):
19 A0 D5 23  4A 00 00 00  00 00 00 FB  5F 11 00 C8
· Encrypted MAC PDU consisting of unencrypted AGMH (2 bytes), unencrypted EKS+PN (3 bytes), encrypted payload (200 bytes) and, encrypted ICV (8 bytes):
A0 D5 FB 5F 11

EA 53 E1 74 89 B2 0B F3 F0 9B 0C 1B 84 9A A7 78  

B8 D2 67 35 4F F6 95 D1 8B 60 79 F6 67 DB FF 3D  
8C 76 AC C1 0C B5 A6 BB 6C 54 1B 61 FB 13 45 DA  

4E A9 0A F4 B9 AC B5 AF 28 21 20 95 41 02 7B 4B  

13 A8 BA 16 3B 9F 88 42 56 3E B4 0B 8C 4C EA 68  

C0 74 F3 C1 CC BF D0 84 C2 7F D1 AC 48 44 E6 7D  

63 63 1A F3 D9 39 F2 8F 6D F5 64 31 06 4B AA DE  

2C AB C2 C9 8C BC 87 41 78 B7 85 27 C4 DD 33 D0  

02 50 32 81 14 B2 32 8C 28 C7 11 72 75 CE FF 57  

F2 E5 80 83 B2 08 24 4E 7A C4 18 63 3F CB 38 85  

7C 7B DC AC E9 D1 1B 6B 8B EF E3 54 16 AE 3D 26  

5A 10 7C FA 39 D6 51 17 67 16 46 3B 26 EE EF 85  

EE 74 67 A7 13 DC 03 EF

2F 6B 08 CF 49 2A E1 04
S.1.2 AES-CTR:

S.1.2.1 Short payload 

· Plaintext PDU

· Advanced Generic MAC header = D0 06 
· Payload = 9c 05 3f 24
· STID= 234, FID= D
· Ciphertext PDU where TEK =  D50E18A844AC5BF38E4CD72D9B0942E5, EKS= 1 (2bits) and PN= 17F6BC (22 bits):

· Encrypted MAC PDU consisting of unencrypted AGMH (2 bytes), unencrypted EKS+PN (3 bytes) and, encrypted payload (4 bytes):
D0 09 57 F6 BC 86 FB 65 B7
S.1.2.2 Long payload 

· Plaintext PDU

· Advanced Generic MAC header = A0 CA 
· Payload  (200 bytes):
00 01 02 03 04 05 06 07 08 09 0A 0B 0C 0D 0E 0F  

10 11 12 13 14 15 16 17 18 19 1A 1B 1C 1D 1E 1F  

20 21 22 23 24 25 26 27 28 29 2A 2B 2C 2D 2E 2F  

30 31 32 33 34 35 36 37 38 39 3A 3B 3C 3D 3E 3F  

40 41 42 43 44 45 46 47 48 49 4A 4B 4C 4D 4E 4F  

50 51 52 53 54 55 56 57 58 59 5A 5B 5C 5D 5E 5F  

60 61 62 63 64 65 66 67 68 69 6A 6B 6C 6D 6E 6F  

70 71 72 73 74 75 76 77 78 79 7A 7B 7C 7D 7E 7F  

80 81 82 83 84 85 86 87 88 89 8A 8B 8C 8D 8E 8F  

90 91 92 93 94 95 96 97 98 99 9A 9B 9C 9D 9E 9F  

A0 A1 A2 A3 A4 A5 A6 A7 A8 A9 AA AB AC AD AE AF  

B0 B1 B2 B3 B4 B5 B6 B7 B8 B9 BA BB BC BD BE BF  

C0 C1 C2 C3 C4 C5 C6 C7 

· STID= 234, FID= A
· Ciphertext PDU where TEK =  B74EB0E4F81AD63D121B7E9AECCD268F, EKS= 3 (2bits) and PN= 3B5F11 (22 bits):

· Encrypted MAC PDU consisting of unencrypted AGMH (2 bytes), unencrypted EKS+PN (3 bytes) and encrypted payload (200 bytes):
A0 CD FB 5F 11

EC 86 6C FF 73 C8 CF A6 25 A6 2D E5 8E 68 0E 35  

CD 0E AC 0F 0B A6 EE 50 6C CC 13 81 67 6C 85 6E  

83 99 58 DF B8 BB 89 74 10 37 3A C3 37 0B 7D C6  

BF 52 34 9C 85 25 92 27 79 85 D3 5C 62 F1 A9 67  

DA 21 2B 87 04 D6 70 6C CC FD 2E B6 AD 27 64 CD  

F9 DA AD 86 5B 20 5F 8D 20 37 BA 36 13 CD E8 E0  

51 43 D4 C8 D5 CF 0B FA 92 8D 49 0F 91 2B 70 9A  

6C 7C A0 9F FB 48 14 EB 08 03 DA 9E 13 A0 1C A3  

E5 01 86 12 22 BD 1C 8A B5 E3 4E 17 A5 00 FC C7  

91 DA F2 98 C5 A2 49 EC FC 92 39 ED 6B 4C F4 6A  

2E 0D D2 58 55 0F DB 7F 97 A6 3B 3B 67 E3 BF 29  

43 F6 7A 31 E2 6F 1B EB 51 12 D4 1C 07 F6 48 B0  

A6 BF AB C6 77 2E 6E 27

S.1.3 AES-CMAC:

This CMAC calculation is performed according to the formula indicated in the section 16.2.5.2.3.2. 

S.1.3.1 Short MAC control message 

· Plaintext PDU

· ASN.1 encoded MAC control message = 9c 05 3f 24
· STID= 234, FID= D
· Signature where CMAC_KEY=  D50E18A844AC5BF38E4CD72D9B0942E5, AKID= A67B1FE254CD290A (64bits) and CMAC_PN= 57F6BC (24 bits):

· Message header (AKID | CMAC_PN |STID|FID|24-bit zero padding | ASN.1 encoded MAC_Control_Message) = 
A6 7B 1F E2  54 CD 29 0A  57 F6 BC 23  4D 00 00 00
· CMAC value (8 bytes)= 78 1C 63 71 6F 48 6A 6F
S.1.3.2 Long MAC control message :

· Plaintext PDU

· ASN.1 encoded MAC control message (100 bytes):

00 01 02 03 04 05 06 07 08 09 0A 0B 0C 0D 0E 0F  

10 11 12 13 14 15 16 17 18 19 1A 1B 1C 1D 1E 1F  

20 21 22 23 24 25 26 27 28 29 2A 2B 2C 2D 2E 2F  

30 31 32 33 34 35 36 37 38 39 3A 3B 3C 3D 3E 3F  

40 41 42 43 44 45 46 47 48 49 4A 4B 4C 4D 4E 4F  

50 51 52 53 54 55 56 57 58 59 5A 5B 5C 5D 5E 5F  

60 61 62 63

· STID= ABC, FID= A
· Signature where CMAC_KEY=  B74EB0E4F81AD63D121B7E9AECCD268F, AKID=0x D5F725AE30F45B3C (64bits) and CMAC_PN=0x 3B5F11 (24 bits):

· Message header (AK ID | CMAC_PN |STID|FID|24-bit zero padding | ASN.1 encoded MAC_Control_Message) = 
D5 F7 25 AE  30 F4 5B 3C  3B 5F 11 AB  CA 00 00 00

· CMAC value (8 bytes)= DA 0A 50 5D  04 2A 08 38
============================== End of Proposed Text ===============
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