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Common Information
Classification Terms

* Protection for these levels can be provided
by commercial off the shelf (COTS)
equipment 1f they meet certain standards
and 1s approved:

— Unclassified
— Controlled Unclassified Information (CUI)
— For Official Use Only (FOUOQO)



Sensitive But Unclassified (SBU)

» A term commonly and inappropriately used
within the DOD as a synonym for Sensitive
Information, which is the preferred term

(DoDD 8500.1, 2002, p.24).



Information Assurance (1A)

* Measures that protect and defend
information and information systems by
ensuring their availability, integrity,
authentication, confidentiality and non-
repudiation. This includes providing for
restoration of information systems by

incorporating protection, detection, and
reaction capabilities (DoDD 8500.1, 2002,

p.20).



Information Assurance (IA)

* CIA and DAD (. tdentiality

Destruction Alteration

Integrity Availability
Disclosure

From DISA TA



Motivation

 Why would you want to consider designing
your protocol to meet DoD requirements?

— Requirements mandate the use of “best
practice” and the use of well analyzed
cryptographic algorithms. In other words, you
gain a tremendous increase in assurance at no
extra cost!

— FIPS approved algorithms are patent free.



DoD Security Policy Pyramid
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Summary of Requirements

» Use of FIPS certified cryptographic
mechanisms

« Mitigation of Demial of Service attacks

* Use of the DoD Public Key Infrastructure
for entity authentication (only 1f wireless 1s
used for access to the DoD Global
Information Grid).



Cryptographic Requirements

* Information Assurance methods that require
cryptographic mechanisms, e.g.
Confidentiality, Integrity, must use
algorithms and modes certified by NIST,
e.g. FIPS 140-2.

— http://csrc.nist.gov/CryptoToolkit/




Confidentiality

* Four algorithms FIPS approved- The only
one to consider 1s AES.

* AES FIPS 197

— Modes currently under standardization, but it 1s
expected that most all of the DES modes and
CCM will be approved.



Non-Repudiation and Integrity

* Digital Signatures
— DSA, RSA, and ECDSA

* Cryptographic Hashes
— SHA-1

* Message Authentication Codes
— HMAC



Availability

» Mitigation of denial of service attacks is
vague. The question comes down to the
level of effort required by the attacker. If an
effective demal of service can be launched
with a PDA and a wireless card, then there
are problems. The other end of the spectrum
1s the prevention of RF jamming. This 1s not
cost effective in a COTS product.



Conclusion

* Designing your protocol to meet U.S.
Federal requirements 1s easy; it will
Increase assurance, and 1t opens a new
market.



