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Abstract

This document describes use cases for industrial automation, which may be covered by a future
project or projects to add functionality to IEC/IEEE 60802 TSN Profile for Industrial Automation.
These use cases can guide a specification process: a selection of these use cases would determine
WHAT shall be enabled by a future project or projects that specifies HOW to achieve the use cases
at the system level of an |A system. Even if a project does not cover the overall system level, the
project can enable, or at least does not prevent, the features described in a use case.
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Introduction

The document should be read in conjunction with IEC/IEEE 60802 TSN Profile for Industrial
Automation (1° Edition; in a late draft, pre-publication stage at the time of writing v0.3 of this
document). IEC/IEEE 60802 defines terms used in this document and provides context for many of
the use cases. Some use cases are extensions of those covered by IEC/IEEE 60802 and described
in early documents (see references) that drove development of the specification. Others are use
cases defined in those documents, but not addressed in the specification (i.e. “left over” from its
development). The remaining use cases are new to this document and based on contributions
from the IEEE 802.1 TSN group.
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Use Case 01: Deterministic Wireless Communications

Use Case
See[1]Use Case 9.

Wireless communications can be used in multiple scenarios. For example:

e Autonomous Mobile Robots (AMRs) and other mobile applications.

e Sensors and actuators where wired communications are impossible due to environmental
conditions or movement.

e Communications where wired connectivity is expensive and wireless offers cost saving.

Within these scenarios, the ability to easily build heterogeneous networks with wired and one or
more wireless technologies is desirable. The industrial automation use cases often require the
same or similar capabilities from wireless connectivity when it comes to determinism and
reliability. The use of existing wireless technologies is preferable. For example:

a) IEEE 802.11
b) IEEE 802.15.1
c) IEEE 802.15.3
d) IEEE 802.15.4
e) 5G/6G

The initial view from the group is that only IEEE 802.11 and cellular connectivity (e.g. 5G / 6G) will
be in scope for 60802 2" Edition.

Existing Support & Potential Additions

IEC/IEEE 60802 is silent on wireless technologies. It only provides explicit support for wired (IEEE
802.3) connections.

Relevant Specifications

Besides those listed above:

e 802.1Q

e 802.11ax (Wi-Fi 6)

e 802.11be (Wi-Fi 7)

e |ETF RAW (part of IETF DetNet)

11
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Use Case 02: Redundant Communications (FRER for
Relays)

Use Case
See[1]Use Case 7.

For critical applications, where loss of communication is unacceptable, networks are constructed
to provide redundant paths. Data is replicated at one point in the network; copies of the data
travers redundant pathways across the network; at a later point in the network, the pathways join
and redundant data is eliminated.

The points of replication and elimination can be at the source (talker), sink (listener), or any point
between (e.g. a bridge).

HSR & PRP are currently widely deployed in Industrial Automation. Itis often informally stated that
they are functionally subsets of FRER, but rarely is much detail provided about how FRER can be
configured to match the HSR or PRP functionality or how such a matching deployment can add
additional FRER functionality over time.

Existing Support & Potential Additions

IEC/IEEE 60802 1° Edition includes optional support for replication and elimination at an End
Station (ccA or ccB), but not at a bridge (see 5.10.1b and 5.10.1c). Support for replication and/or
elimination at a bridge is a possibility for 2" Edition.

Possible addition of informative language to explain how FRER can be configured to match HSR
and/or PRP functionality. (Also, possible additions to FRER if it turns out this is not possible.)

Relevant Specifications
e |EEE 802.1CB Frame Replication and Elimination for Reliability

12
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Use Case 03: Virtual PLCs (FRER; Virtual NICs)

Use Case

Historically, Industrial Automation (lIA) workloads have executed on PLCs running RTOSs. In the
future it is expected that some workloads will execute on virtual PLCs (VPLCs) in containers or
Virtual Machines (VMs) running general purpose OSs (e.g. Linux) with real-time capabilities.

The latter architecture enables distributed control systems that are much more dynamic, with
workloads potentially being short-lived and/or rapidly moving from one location in a network to
another. The network itself may also include a combination of physical NICs and virtual NICs, the
latter running as part of a virtual machine.

The network protocols, and network configuration and management tools need to cope with the
dynamic orchestration of workloads and nature of virtual NICs, specifically the fact that multiple
virtual NICs’ capabilities may be constrained by the resources available in a single physical NIC.

Existing Support & Potential Additions

IEC/IEEE 60802 1st Edition includes optional support for replication and elimination at an End
Station (ccA or ccB), but not at a bridge (see 5.10.1b and 5.10.1c). Concerns have been raised that
some aspects of the current FRER recovery algorithms may be problematic for dynamic, virtual
environments (see [11]) and may be addressed by maintenance actions that the 802.1 TSN TG is
currently considering (see [12]).

Contributions would be appreciated on the challenges and potential solutions related to the uses
of virtual NICs.

Relevant Specifications

e |EEE 802.1CB Frame Replication and Elimination for Reliability
e |EEE P802.1CBec Sequence Recovery Configuration

13
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Use Case 04: Remote Virtual PLCs (Multi-subnet
Operation)

Use Case

Architectures that support consolidation of workloads from multiple PLCs to a single, higher-
powered industrial PC (see Use Case 03) also enable the physical location of the PC and it’s
workloads to be more easily moved away from the production line to, for example, and on-premises
data centre or the Cloud. This location is typically not on the same IP subnet as the production line.
Thus, network traffic from the workload to the production line has to traverse multiple subnets.

There are two potential use cases:
a) Integration of determinitstic IETF, IP-Level, cross-subnet, dynamic routing (DETNET)
b) Ability to set up a cross-subnet, QoS "tunnel" that can be comprehended and used by
dynamic routing that is otherwise restricted to single subnet operation.
The initial view from the group is that only b) would be in scope for 60802 2™ Edition.

A required subset of the use case is the situation where the QoS tunnel”would be provided by a
company’s IT function to their OT function and some limits and additional requirements can be
assumed:

e The QoS tunnel need have only one QoS guarantee: maximum latency (provided a
maximum bandwidth is not exceeded). Other metrics are possible, but not a requirement of
this use case.

e The actual performance of the QoS tunnel vs. the promised metrics will need to be
monitored and reported.

Open for consideration:

e How such an architecture may affect Time Sync capabilities, e.g. Time Sync across the QoS
tunnel. Would the tunnel “use up” a portion of the 100 hops from the promise of 1 pys
accuracy over 100 network hops? Do we need specific performance constraints for Time
Sync across the QoS tunnel?

Existing Support & Potential Additions

IEC/IEEE 60802 is silent on multi-subnet operation. It only provides explicit support for operation
within a single subnet.

IETF DETNET defines technologies that provide deterministic data paths that operate over Layer 2
bridged and Layer 3 routed segments.

ITU-TY.1731 provides a toolbox, some of which could be used for the monitoring of a QoS tunnel
and its performance relative to Service Level Agreements.

14
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See [4] & [13] regarding Use Case 04(b).

Relevant Specifications
IETF DETNET
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Use Case 05: Bumpless Joining of Two Machines

Use Case
See [1] Use Case 21.

In some production environments, machines can connect and disconnect to and from multiple
different networks during normal operation. For example, multiple AGVs (automatic guided
vehicles) accessing various docking stations to communicate with a supervisory PLC. Attimes, an
AGV may operate as a self-contained CPS (Cyber-Physical System). At other times, an AGV may act
as one part of a larger CPS.

As networks are separated and joined, the operation of the AGVs must not be interrupted, i.e. there
can be no “bump”; the separation and joining must be “bumpless”.

Existing Support & Potential Additions

IEC/IEEE 60802 1st Edition covered alignment of a 2nd machine's time domain with a 1st machine's
in a bumpless manner (see D.2.3). It also states that if 2nd machine's time domains ceases to exist
(i.e. replaced by first machine's) "Typically, in this case, the second machine is not operational
while itis joined to the first.", i.e. BUMP!

Discussions in IEC/IEEE 60802 have included suggestions that further informative guidance could
be provided on how to enable bumpless separation and joining either with or without normative
additions to the specification.

Relevant Specifications

?
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Use Case 06: SECURITY - Maintain security during Device
Replacement and Modular Machine Assembly

Use Case
See [3] Use Case 2.

a) Device replacement without engineering: an owner/operator wants to (ad-hoc) replace a
broken IA device and needs to equip the replacement IA device with keys/credentials that
are specific for the production site or cell —without using engineering (or similar) tools.

b) Modular machine assembly: an owner/operator wants to (ad-hoc) re-use a priorly
deployed IA device in another machine and needs to equip the re-used IA device with
keys/credentials that are specific for the new production cell — without using engineering (or
similar) tools.

Existing Support & Potential Additions

Use case for Taking Posession was covered in detail (trust on first use model) in IEC/IEEE 1° Edition;
Device Replacement and Modular Machine Assembly are not elaborated on, i.e. the specification is
silent. Both would probably use a lot of what was defined for Taking Possession but were regarded
as out of scope for 1st Edition.

Relevant Specifications

?
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Use Case 07: SECURITY - Resilience Against Attacks via
LLDP (Control Plane)

Use Case
See[3]Use Cases 3,5 &7.

Deployments of Industrial Automation technology must be secure against attack to ensure safety,
performance, and continued operation. Compliance with the EU Cyber Resilience Act (CRA)
(Regulation 2024/2847) is also a requirement for many deployments.

LLDP (IEEE 802.1AB) is an important enabling technology for IEC/IEEE 60802.

Existing Support & Potential Additions

IEC/IEEE 60802 1st Edition includes security for configuration, but not LLDP (or Time Sync; all are
part of the Control Plane).

Note that security of Data Plane is expected to be managed via Industrial Automation protocols.

Relevant Specifications
o IEEE 802.1AB
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Use Case 08: SECURITY - Resilience Against Attacks via
Time Sync (Control Plane)

Use Case
See[3]Use Cases 3,5 &7.

Deployments of Industrial Automation technology must be secure against attack to ensure safety,
performance, and continued operation. Compliance with the EU Cyber Resilience Act (CRA)
(Regulation 2024/2847) is also a requirement for many deployments.

Time Synchronization (IEEE 802.1AS) is an important enabling technology for IEC/IEEE 60802.

Existing Support & Potential Additions

IEC/IEEE 60802 1st Edition includes security for configuration, but not Time Sync (or LLDP; all are
part of the Control Plane).

Note that security of Data Plane is expected to be managed via Industrial Automation protocols.

Relevant Specifications
o IEEE 802.1AS

19
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Use Case 09: SECURITY - Resilience Against Increasingly
Sophisticated Attacks (excluding Quantum Computation)

Use Case
See [3] Use Cases 10.

Deployments of Industrial Automation technology must be secure against attack to ensure safety,
performance, and continued operation. Compliance with the EU Cyber Resilience Act (CRA)
(Regulation 2024/2847) is also a requirement for many deployments.

Over time, threat vectors change and protective actions must evolve to mitigate the threats.

Note: this use case is for threats excludes threats from quantum computing, which are sufficiently
different and novel to warrant a separate use case.

Existing Support & Potential Additions

IEC/IEEE 60802 1° Edition includes security for configuration. Itis best practice to periodically
evaluate whether the supported approaches and algorithms continue to provide sufficient
protection against current and future, expected threats.

Relevant Specifications

?
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Use Case 10: SECURITY - Resilience Against Attacks
Using Quantum Computation

Use Case
See [3] Use Cases 10.

Deployments of Industrial Automation technology must be secure against attack to ensure safety,
performance, and continued operation. Compliance with the EU Cyber Resilience Act (CRA)
(Regulation 2024/2847) is also a requirement for many deployments.

Over time, threat vectors change and protective actions must evolve to mitigate the threats. Recent
advances in Quantum Computing suggest that, if the current pace is maintained, quantum
computers might become capable of breaking many existing, widely used encryption protocols
within a few years. Itis therefore desirable to have encryption protocols that are robust against
quantum computing available.

It may also be advisable to start using “quantum-safe” encryption algorithms in advance of
quantum computing achieving the capability to break existing encryption algorithms. This protects
against the possibility of sensitive, encrypted data being captured and stored until the capability is
available.

Existing Support & Potential Additions

IEC/IEEE 60802 1° Edition includes security for configuration, but only against “traditional”, i.e. non-

quantum, attack vectors.

Relevant Specifications
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Use Case 11: SECURITY - Robust Supply of Security Core
Function

Use Case
See [3] Use Case 11.

Deployments of Industrial Automation technology must be secure against attack to ensure safety,
performance, and continued operation. Compliance with the EU Cyber Resilience Act (CRA)
(Regulation 2024/2847) is also a requirement for many deployments.

Most Industrial Automation approaches to security, including IEC/IEEE 60802, rely on a solid
foundation of underlying core capabilities. For example:

e Authenticated encryption (AEAD) vs. classical schemes (first-sign-then-encrypt or first-
encrypt-then-sign; sidenote: encrypt-only is no safe harbor)

o Key protection

e Randomness for symmetric and asymmetric keys, nonces

o Dedicated HW for accelerating cryptographic operations and protecting keys/credentials,
especially long-lived ones

Manufacturers, machine builders, system integrators and owners/operators need to be able to rely
on these core functions.

Existing Support & Potential Additions

Considered out of scope for IEC/IEEE 60802 1st Edition, but the specification does rely on the
robust supply of security core functions. Might not need details included in the specification, but
might be good to add some references on how to doit (e.g. IEC 62443)?

Relevant Specifications

?
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Use Case 12: Lightweight Onboarding Protocol

Use Case

See [13] slides 16 to 18 for background information.

Constrained devices that can support 60802 data plane requirements, but not all control plane
requirements (i.e. YANG / NETCONF) can be 60802 compliant by the use of a proxy device for
configuration.

In the future 60802 should support a standardised, light-weight onboarding protocol so that such
devices can be configured without the use of a proxy device.

Existing Support & Potential Additions

60802 1° Edition provides an isolation VLAN during initial onboarding, but once onboarding is
complete there are no mechanisms for firewalls and access control.

Relevant Specifications
TBD
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Use Case 13: SECURITY - Segmented Cell Architecture

Use Case

Large-scale Industrial Automation deployments often achieve their large scale via a segmented
architecture. The network is divided into operational cells. Mechanisms provide the ability to
establish trust across boundaries between cells and also filter traffic based on the level of trust.

The connections between cells can be dynamically configured.

60802 2" Edition should provide a standardised approach and mechanisms to support such an
architecture and deployments.

Existing Support & Potential Additions
TBD

Relevant Specifications
TBD
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