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Lightweight Crypto ASCON 

NIST.SP.800-232

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-232.ipd.pdf

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-232.ipd.pdf

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-232.ipd.pdf
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NIST.SP.800-232

Potential Trap

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-232.ipd.pdf

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-232.ipd.pdf

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-232.ipd.pdf
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Lightweight Crypto ASCON

General AEAD Encryption with Parameters r=128, c=192.

https://link.springer.com/article/10.1007/s00145-021-09398-9

https://link.springer.com/article/10.1007/s00145-021-09398-9
https://link.springer.com/article/10.1007/s00145-021-09398-9
https://link.springer.com/article/10.1007/s00145-021-09398-9
https://link.springer.com/article/10.1007/s00145-021-09398-9
https://link.springer.com/article/10.1007/s00145-021-09398-9
https://link.springer.com/article/10.1007/s00145-021-09398-9
https://link.springer.com/article/10.1007/s00145-021-09398-9
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Status of IEEE P802.1AEef/D0.3

Comparison of AES-GCM and ASCON
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Status of IEEE P802.1AEef/D0.3

ASCON Nonce Generation

‒ The (exact) AAD length of 16 Byte in Int+Conf will cause two Ascon-p[8] blocks (instead of one).

In “Springer” Notation, we have then for ASCON; 

‒ A1 = DA || SA || EtherType || TCI+AN+SL 

‒ A2 = 1 || (0)127

In “NIST” Notation; 

‒ A0 = DA || SA || EtherType || TCI+AN+SL 

‒ A1 = 1 || (0)127
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Status of IEEE P802.1AEef/D0.3

ASCON Nonce Generation
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Proposition

Reducing A to 14 octets

Proposition

− Reducing the A to 14 octets, i.e.,    A* = DA || SA || EtherType, 

− Resulting in one 16 octet Ascon-p[8] block, i.e.,  A1 = A* || 1 || (0)15

− Moving the last two octets of the SECTag to the IV, more precisely to the most significant 16 bits of the 

XPN, which are currently filled by zero.
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Illustration of Reduction for Confidentiality Protection

|MSDU| < 16 Bytes

A1 = DA || SA || EtherType || TCI+AN+SL 

A2 = 1 || (0)127

A1 = DA || SA || EtherType || 1 || (0)15

Complexity Ratio for |MSDU| < 16 for a=12 

and b= 8 is 

𝑎 + 𝑏 + 𝑎

𝑎 + 𝑏 + 𝑏 + 𝑎
=

32

40
=
4

5
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Illustration of Reduction for Confidentiality Protection

|MSDU| = 16 Bytes

A1 = DA || SA || EtherType || TCI+AN+SL 

A2 = 1 || (0)127

A1 = DA || SA || EtherType || 1 || (0)15

Complexity Ratio for |MSDU| = 16 for a=12 

and b= 8 is 

𝑎 + 𝑏 + 𝑏 + 𝑎

𝑎 + 𝑏 + 𝑏 + 𝑏 + 𝑎
=

40

48
=
5

6
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Complexity Reduction 
For Confidentiality Protection (RC) and Integrity Protection (RI)
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