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Lightweight Crypto ASCON
NIST.SP.800-232

345

346
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4.1.1. Encryption

This section outlines the encryption algorithm of Ascon-AEAD128, which comprises four
phases: initialization, associated data processing, plaintext processing, and finalization (see
Fig. 5).
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Figure 5. Ascon-AEAD128 encryption

https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-232.ipd.pdf
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NIST.SP.800-232 Cinfineon
Potential Trap

if | Al > 0 then > Processing Associated Data
A,,..., A A, <+ parse(A,128)

st m—10

P

A, +pad(A4,,,128)
or:—=0tomdo
S Ascon-p[S]((S[g=12?] @ A;) | Sj128:319))
end for
end if

https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-232.ipd.pdf
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General AEAD Encryption with Parameters r=128, c=192.

Processing Associated Data
if |A| > 0 then
| Ay...As « r-bitblocks of A[[1[[0* |
fori=1,...,sdo
S < p°((5r @ Aj) || Se)
S+« S (037 1)
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Processing Plaintext - S P - SHRL N PPN — :
Py ... P; « r-bit blocks of P|[1||0* \{ : 1
fori=1,...,t—1do VIKIIN- 07K 071
Sr 5 ¢ P Initialization Associated Data Plaintext Finalization
S + pb(8)
Sy ¢+ S, D Py
Cr & lSrJ|p| mod r
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https://link.springer.com/article/10.1007/s00145-021-09398-9
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Status of IEEE P802.1AEef/D0.3

Comparison of AES-GCM and ASCON

Field Size AES-GCM Ascon
(Octets) | A’ N’ C | A N C
DA || SA 12 Y - : Y - -
EtherType 2 Y - - Y - -
TCI || AN || SL 2 Y - - LY | - -
PN 4 Y (Y) : : (Y) -
SCI 8 Y (Y) : : Y -
MSDU M : - Y : - Y
ICV 16 (8) - : : - -
FCS 4 - : : - -
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Status of IEEE P802.1AEef/D0.3
ASCON Nonce Generation

— The (exact) AAD length of 16 Byte in Int+Conf will cause two Ascon-p[8] blocks (instead of one).

In “Springer” Notation, we have then for ASCON;
— A,=DA || SA || EtherType || TCI+AN+SL
~ Ay=111 (0)

In “NIST” Notation;
— A,=DA || SA || EtherType || TCI+AN+SL

- A=)
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Status of IEEE P802.1AEef/D0.3
ASCON Nonce Generation

128-bits from received MPDU(s)

MAC Address component
I/G address bit

east significant bit —increasing bit signiﬁaaH most significant bit

128-bit Salt from MKPDU SAK distribution (default)

octel 24 octet 23 cclet 22  octet 21 octet 20 octet 19 Ml(ll.ulf octet 16 octet 15 octet 14 octet 13 | oclet 24  octet 23 wn' oclat 21

Key Server Ml (96 bits)---- -Key Server Ml (32 Isbs)--|

{cctets from MKA Basic Parm. set) {octets from MKA Basic Parm. set)

xor w/ KN
Smsts annn:

(Dist. SAK set)
octet 5 octet 6

east significant bit ———increasing bit significance———> most significant bit

Figure 14-2—Ascon-XPN-128 Nonce construction

11 The 128 bits contributed to the nonce by the extended Packet Number and the transmitter’s SCI are shown in
12 the upper part of Figure 14-2, and are (reading from right to left, most to least significant) as follows:

13

19

The 8 most significant bits are the 8 least significant bits of the SCI’s Port Identifier.
The next 8 significant bits are the 8 most significant bits of the SCI's Port Identifier.

The next 6 octets comprise the SCI's MAC Address, with the most significant bits being those of the
least significant octet of the SCI when that is treated as a binary number as specified in 9.1.

The next 16 bits are zero, and correspond to the 16 most significant bits of the extended Packet
Number, which are restricted to zero for this Cipher Suite.

The next 48 bits are the 48 least significant bits of the extended Packet Number.

20 NOTE 2—The SCI contribution to the nonce corresponds to a little endian interpretation of its reception order (if present
21in the SecTAG), chosen to avoid the need to reverse the octets on reception for Cipher Suite processing. The PN
22 contribution to the nonce corresponds to the numeric evaluation of the PN field as specified in 9.1 since arithmetic
23 operations (range comparison and increment) are required for PN processing.
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Proposition
Reducing A to 14 octets

Field Size AES-GCM Ascon Ascon*
(Octets) | A’ N’ C | A N C | A* | N* | C*
DA || SA 12 Y - - Y - - Y - -
EtherType 2 Y - - Y - - Y - -
TCI| AN || SL 2 Y - - Y = = =Y -
PN 4 Y (Y) - - (Y) - - (Y) -
SCI 8 Y (Y) - Y - - Y -
MSDU M - - Y - Y - - Y
ICV 16 (8) - - - - - - -
FCS 4 - - - - -

Proposition

— Reducing the A to 14 octets, i.e.,

— Resulting in one 16 octet Ascon-p[8] block, i.e.,

A*= DA || SA || EtherType,

A= AT 1]1(0)P

(infineon

— Moving the last two octets of the SECTag to the IV, more precisely to the most significant 16 bits of the

XPN, which are currently filled by zero.
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lllustration of Reduction for Confidentiality Protection
IMSDU| < 16 Bytes

CAq Ay = 1]|0127 POy T
S e N e R A O S R e
> e ::-:& I . > 198
pa : ,pb pb : : pa
: C C _.:® E C E'@_._ -."Ea
IV|[K[|N 0*| K 0*[|1: K[0* K
Initialization AAD Plaintext Finalization
— 'l SN — A
— 4"%": 4’65‘I—': : 198
p? : p® ' : p¢
., : c : c : RN
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Initialization AAD Plaintext Finalization
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A,=DA || SA || EtherType || TCI+AN+SL

Ay= 111 (0)™

Complexity Ratio for [IMSDU| < 16 for a=12

and b= 8 is
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lllustration of Reduction for Confidentiality Protection (imeon
IMSDU| = 16 Bytes
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Complexity Reduction (imeon
For Confidentiality Protection (R.) and Integrity Protection (R)

1 F > = E T LT B ET ¥ o)
0.95 | i .
ﬂg A R R
0.85 |
« Complexity Ratio C R
(0.8 qeosssssasasces +Complexity Ratio I F;
1 16 32 48 64 80 96 112 128 144 160 1456 1,468

MSDU Size M

Fig. 2. Complexity ratios of Ascon* relative to Ascon are shown for confidentiality protection R¢:(M) (blue) and integrity protection Ry(M) (red). For
integrity protection a reduction of complexity Ry < 1 occurs for only for M mod 16 = {0, 1}. In contrast, confidentiality protection achieves reduced
complexity R < 1 for all values of M. Notably, for short frames with M < 96 the complexity is reduced by more than 10 %.
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