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The following text is taken from Draft 10 of the
IEC/ISA Fisldbus Data Link Protocol Specification.
It is submitted as background to assist in the treat-
maent of similar issues in IEEE 802.11.

5.4 Sarvice assumed from the Physical Layer

This clause defines the assumed Physical Service (PhS)
primitives and their constraints on use by the DLPM.

NOTE — Proper layering requires that sn (N+1)-layer entity
not be concernad with, and that an (N)-service interface not
overly constrain, the means by which an (N)-layer provides
its (N)-services. Thus the Ph-service interface doas not re-
quire OLEs to be aware of internal details of the PhE {e.g.,
preamble, postamble and frame delimiter signal patterns,
number of bits per baud), and should not prevent the PhE
from using appropriate avoiving technologies.

5.4.1 Assumed primitives of the PhS

The granularity of transmission in the Fieldbus protocol
is one octet. This is the granularity of PhS-user dats ex-
changed st the PhL - DLL interface.

5.4.1.1 PhS characteristics reporting service

The PhS is assumed to provide the following service
primitive to report essential PhS characteristics used in
DLL transmission, reception, and scheduling activities:

Ph-CHARACTERISTICS indication ( minimum-data-rate,
framing-overhead )

where

minimum-data-rate — specifies tha effactive mini-
mum rate of data conveyance in bits/second, includ-
ing any timing tolerances.

NOTE 1 — A PhE with a nominsl data rate ot 1 Mbivs £
0,01% would specify 8 minimum data rate of 0,9999 Mbit/s.

framing-overhead — specifies the maximum num-

1
data rate ) used
in any transmission for PhPOUs which do not directly
convey data {e.g.,, PhPDUs conveying preamble,
frame delimiters, postamble, inter-frame “silance”,
etc.)

ber of bit periods ( where period =

NOTE 2 — If the framing overhead is F and two DL mes-
saga lengths are Ly and L3, then the time to send one mes-
sage of langth Ly + F + L2 will be at least as great as the
time required to send two immediately consecutive mes-
sages of lengths Ly and La.

5.4.1.2 PhS transmission and reception services

The PhS is assumed to provide the following service
primitives for transmission and reception:

Ph-DaATA request ( class, data)
Ph-DaTA indication ( class, data )

Ph-DATA confirm ( status )

where

class — specifies the Ph-interface-control-informa-
tion (PhiICl) component of the Ph-interface-data-unit
(PhIDU). For a Ph-DATA request, its possible vaiues
are:

START-OP-ACTIVITY — transmission of the PhPDUs
which precede Ph-user dsta should commence;

DATA — the single-octet value of the associated
data parameter should be transmitted as part of a
continuous correctly-formed transmission; and

END-OF-DATA-AND-ACTIVITY — the PhPDUs which
termineate Ph-user data should be trensmitted
after the last preceding octet of Ph-user data,
c.ulminatlng in the cessation of active transmis-
sion.

For a Ph-DaTA indication, its possible vaiues are:

START-OF-ACTIVITY — reception of an appsrent
transmission from one or more PhEs has com-
menced;

DATA — the associated date parameter was re-
ceived as part of a continuous correctly-formed
raception;

END-OF-DATA — the ongoing continuous correctly-
formed reception of Ph-user data has concluded
with correct reception of PhPDUs implying eno-
OP-DATA;

END-OF-ACTIVITY — the ongoing reception (of an

apparent transmission from one or more PhEs)
has concluded, with no further evidence of PhE
transmission; and

END-OF-DATA-ANG-ACTIVITY — simultaneous occur-
rence of END-OF-DATA and END-OF-ACTIVITY.

data — specifies the Ph-interface-data (PhID) com-
ponent of the PhIDU. It consists of one octet of Ph-
user-data to be transmitted (Ph-DATA request) or
which was received successfully (Ph-DaTaA indica-
tion).

status — spacifies either success or the locally-de-
tected reason for inferring failure.

The Ph-DATA confirm primitive provides the critical
physical timing feedback necessary to inhibit the DLE
from starting a second transmission before the first is
complete. The final Ph-DATA confirm of a transmission
should not be issued until the PhE has completad the
current transmission.

5.4.2 Notification of PhS charscteristics

The PhE has the responsibility for notifying the DLE of
those characteristics of the PhS which are relevant to
DLE operation. This notification is accomplished by the
PhE by issuing a single Ph-CHARACTERISTICS indication
primitive at each of the PhE's PhSAPs at PhE startup.
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6.4.3 Transmission of Ph-user-data

The PhE determines the timing of all transmissions.
Whet. a DLE has a DLPDU to transmit, and the DL-proto-
col gives that DLE the right to transmit, then the DLE
shall send the DLPDU, including a concatenated FCS, by
making a well-formed sequence of Ph-DATA requests,
consisting of a single request specifying START-OF-AC-
riviry: followed by three to 300 consecutive requests, in-
clusive, specifying para; and concluded by a single re-
quest specifying END-OF-DATA-AND-ACTIVITY.

The PhE signals its completion of each Ph-DATA request,
and its readiness to accept @ new Ph-DATA request, with
a Ph-DATA confirm primitive; the status parameter of the
Ph-DATA confirm primitive conveys the success or failure
of the associated Ph-DATA request. A second Ph-DATA
request should not be issuad until after the Ph-DaATA con-
firm corresponding to the first request has been receiv-
ed from the PhE.

5.4.4 Reception of Ph-user-data

The PhE reports a recaived transmission with a well-
formed sequence of Ph-DATA indications, which shall
consist of either

a) a single indication specifying START-OF-ACTIVITY;

followed by consecutive indications specifying DATA;
followed by a single indication specifying enp-0F-
pATA; and concluded by a single indication specifying
END-OF-ACTIVITY; Of

b) a single indication specifying START-OF-ACTIVITY;

followed by conseoutive indications specifying DATA;
followed by a single indication specifying END-OF-
DATA-AND-ACTIVITY; OF

d e single indication specifying 8TART-OF-ACTIVITY;
optionally followed by one or more consecutive indi-
cations spacifying DATA; and concluded by a single
indication specifying END-OF-ACTVITY.

NOTE — This last sequenca is indicative of an incomplate
or incorrect raception. Detection of an arror in the se-
quence of received PhPDUs, or in the PhE'a reception pro-
cess, disables further Ph-DATA indications with a class pa-
rameter specifying DATA, END-OF-DATA, or END-OF-DATA-~
AND-ACTIVITY until after both the end of the current period
of activity and the start of a subsequent period of activity
have besen reported by Ph-DATA indications specifying END-
OF-ACTIVITY and START-OF-ACTIVITY, respectively.

In the first two cases, the DLE concstenates the received
data and then attempts to parse it into a DLPDU foi-
lowed by a concatenated FCS. In the last case the DLE
simply discards all reported data.

6.1 PhIDU structure and encoding

Each PhIDU consiats of Ph-interface-control-information
(PhIC!) and in some cases one octet of Ph-interface-data
(see 5.4). When the DLE transmits a DLPDU, it com-
putes a frame check sequence for the DLPDU as speci-
fied in 7.1.1, concatenates the DLPDU and frame check

saquence, and transmits the concatenated pair as a se-
quence of PhiDUs as follows:

a) The DLE issues a single Ph-DATA request primi-
tive with PhICI specifying sTART-OF-ACTIVITY, and
awaits the consaquent Ph-DATA confirm primitive.

b) The DLE issues a sequence of Ph-DsTA request
primitives with PhIC! specifying pava, each sccom-
panied by one octet of the DLPDU as Ph-interface-
datas, from first to last octet of the DLPDU, and after
each Ph-DATA request primitive awaits the conse-
quent Ph-DATA confirm primitive.

d The DLE issues a sequence of two Ph-DATA re-

quest primitives with PhiCl specifying pata, each ac-
companied by one octet of the FCS as Ph-interface-
data, from first to last octet of the FCS, and after each
Ph-DATA request primitive awaits the consequent Ph-

DaTa confirm primitive.

d) The DLE issues & single Ph-DATA requast primi-
tive with PhICI specifying END-OF-DATA-AND-ACTIVITY,
and awasits the consequent Ph-DATA confirm primi-
tive.

The DLE forms a raceived DLPDU by concatenating the
sequance of octets received as Ph-interface-control-in-
formation of conseoutive Ph-DATA indications, comput-

ing a frame chack sequence for those reocsived octets as

specified in 7.1.1, and checks the syndrome of tha com-
puted FCS for correctness as follows:

e The DLE receives a single Ph-DATA Indication
primitive with PhICl specifying START-OF-ACTIVITY, and
g\&i.ggn its computation of an FCS for the received

i The DLE receives a sequence of Ph-DaTa indica-
tlon primitives with PhICl specifying DATA, each sc-
companied by one octet of the received DLPDU as
Ph-interface-data, incrementally computes an FCS on
the received octet, and concatenates all but the last
two of those received octets to form the receivad DL-
PDU.

g) The DLE receives a single Ph-DATA indication
primitive with PhICI specifying either END-OF-DATA,
END-OF-DATA-AND-ACTIVITY OF END-OF-ACTIVITY, and
checks the syndrome of the computed FCS for cor-
rectness:

1) If the PhICl specified END-OF-DATA OF END-OF-
DATA-AND-ACTIVITY, and the computed FCS syn-
drome was correct, then the DLE reports the re-
constructed DLPDU and the two octets of re-
ceived FCS as a correctly-received DLPDU suit-
able for further analysis.

2 Otherwise, the DLE increments its manage-
ment statistics to reflect the erroneously-receivaed

DLPDU.
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6.1.1 Frame check sequence

NOTE — The generator polynomial for this FCS is specified
In Eq. 6. The polynomiai for the receiver's expected residue

is spacified in Eq. 10. Exsmplary implementations are dis-
cussed in NOTES, and are shown in Annex E.

In this part of this International Standard, as in other
International Standards (e.g., ISO 3309, ISO 8802), DL-
PDU-level error detection is providad by calculating and
appending a muiti-bit Frame Check Sequence (FCS) to
the other DLPDU fields during transmission to form a
*systematic code word® ! of length n consisting of k DL-
PDU message bits followed by n - k redundant bits, and
by caleulating during reception that the message and
concatenated FCS form a legal {n.k) code word. The
value of n - k for this part of this Internstional Standard
is 16. The mechanism for this checking is as follows:

6.1.1.1 At the sending DLE

The original message (i.e., the DLPDU without an FCS),
the FCS, and the composite message code word (the
concatenated DLPDU and FCS) shall be regarded as vec-
tors M(X), F(X), and D(X), of dimension k. n - k. and n,
respectively, in an extension field over GF(2). If the
message bits are mq ... mk and the FCS bits are
fa-k-1 ... fo, where my ... mg form the first octet sent,
mMgN.7 ... mgN form the Nth octet sent, and fy ... fg form
the last octet sent, then the message vector M(X) shall
be regsarded to be

MIX) = myXkt e maXk2 4 |+ mp.qXt 4 my (Eq. 1)

and the FCS vector F(X) shall be regarded to be

FIX) 2 fopaX™le s (Eq. 2)
= 116X+ ...+ fo

and so the composite vector D(X}, for the complete DL-
PDU, shall be constructed as the concatenation of the
message and FCS vectors
DIX) = MIX) X"k + F(X) (Eq. 3)
o X e maX™2 4 e XK
+ fagaXmklye 46
= X e maXt2h e X8 4 X5 e fy

The DLPDU presented to the PhL shall consist of an
octet sequence in the spacified order.

The redundant check bits f,_i.1 ... fg of the FCS shall be
the remainder, after division by G(X), of

FX) = LiX) (XK + 1) + M(X) X"k (modulo GIX) (Eq. 4)

T W. W. Peterson and E. J. Weldon, Jr., Error Correcting
Codes (2nd edition), MIT Press, Cambridga, 1972

where G(X) is the degree n-k generator polynomial for
the code words

GIX) = X"k 4 gn g Xnkl o, 419 {Eq.5
@ X184 X124 X1 4 X104 X84 X7 4+ X84 X34 X24 X 41
and L(X) is the maximal weight (all ones) polynomial o
degree n-k-1

n-¥&
LOO = "x:; Do xRl xR, L x4l (Eq.6

e X0 X4 X134 X124, e X2 X1

NOTES —

1 The L(X) terms ars included in the computation to de-
tect Initial or terminal message truncation or extension.

2 This G(X) polynomial is ralatively prime to all, and is
thus not compromisad by any, of tha polynomials com-
monly used in DCEs (modems): the differential encading

polynomial 1 + Xj‘ and primitive scrambling polynomisis
of the form 1 + X1 + %7K,

3 Code words D{X) constructed from this G(X) polyno-
misl have Hamming distance 4 for lengths < 344 octets snd
Hsmming distance 6 for lengths < 15 octets.

4 As a typical implementation, at a transmittar, the initial
remainder of the division is preset to sil ones. The trans-
mitted message bit stream is muitiplied by X8 end divided
(modulo 2) by the gsnerator polynomial G(X), specified in
Eq. 6; the ones complement of the resuiting remainder is
transmitted as the 18-bit FCS.

6.1.1.2 At the receiving DLE

The octet sequence indicated by the PhE shall be con-
catenated into the received DLPOU and FCS, and re-
garded as a vector V(X) of dimension u

VOO = viXUT 4 vaXU2 4, vy X + vy (Eq. 7)

NOTE 1 — Because of errors u can be different than n, the
dimension of the transmitted code vector.

A remainder R(X) shall be computed for V(X), the re-
ceived DLPDU and FCS, by a method similar to that
used by the sending DLE (in 7.1.1.1) in computing F(X)

R(X) = LX) XY+ V(X) X"k (modulo G(X)) (Eq. 8)
= kX" * 4 L+ 1o

Define E(X) to be the error code vector of the additive
(modulo-2) differences between the transmitted code
vactor D(X) and the received vector V(X) resuiting from
errors encountered (in the PhS provider and in bridges)
between sending and receiving DLEs.

E(X) = D(X)+ VIX) (Eq. 9

If no error has occurred, so that E(X) = 0, theq R(X} will
equal a non-zero constant remainder polynomial

Rok(X) = LX) X"k (modulo GIX) {Eq.10)
a X154 X144 X134 X9 4 X8 + X7 4 X4 4 X2
whose value is independent of D{X). Unfortunately R(X)
will also equal Rok(X) in those cases where E(X) is an
exact non-zero multiple of G(X), in which case there are
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“undetectable” errors. In all other cases, R(X) will not
equal Rgk(X); such DLPDUs are erronsous and shaii be
discarded without further analysis.

NOTE 2 — As o typical implemeantation, st a receiver, the
initial remainder of the division is preset to ail ones. The
received bit stream Is muttiplied by X' and divided
{(modulo 2} by the generator polynomisi G(X), specified in
Eq. 6; the resuiting 18-bit remainder shouid be
1110 6011 1001 0100 (X3 through X%, respectively) in the
shsence of errors.

6.1.1.3 Modification within bridges

When forwarding a DLPDU, it is sometimes necessary
for a bridge to aiter one or more subfields of a DLPOU's
frame control field. When making these modifications,
the bridge shatl modify the received FCS to compensate
for changes in the frame control octet; the bridge shall
not discard the received FCS and recompute a new FCS

after the DLPDU’s frame control field has been altered!.

When the received DLPDU's length, plus that of its FCS
fleld, is N octats, then the bridge can compensate for a
change in bit K (the bit whose weight in 8 one-octet un-
signed integer is 2K) in the first octet by computing the
residual of the polynomial

XEN+K-8 {modulo G(X)) (Eq. 1

and then updating the DLPDU’s FCS field by exclusive-
ORIng the computed residual into that field.

Implementation NOTE — The bridge can precompute the
residuals for all permissible DLPDU lengths and bit posi-

tions potentially naeding siteration whaen it initislizes — for
velues of N between 3 and 270, and values of K of 0, 1 and
3. Then for any DLPDU it need only apply to tha DLPDU's

FCS those residusis which correspond to the changes actu-
ally made in the DLPDU’s frame control octet.

1 Dp.R. Irvin, Preserving the integrity of oyclic-redundancy
checks when protected text is intentionally aitered, IBM
Journal of Research and Development, Vol. 33, No. 6,
November 1989, pp. 618-628
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