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3.2.1.2.2. Semantics of the Service Primitive
The semantics of the primitive are as follows:

MA _UNITDATA.indication(
source_address,
destination_address,
routing_information,
data,
reception_status,
priority,
service_class

)

The source_address parameter must be an individual address as specified by the SA field of the incoming
frame. The destination_address parameter shall be either an individual or a group address as specified by
the DA field of the incoming frame. The routing_information parameter specifies the route desired for the
data transfer (null for 802.11 MACs). The data parameter specifies the MAC service data unit (MSDU) as
received by the local MAC entity, and shall be less than or equal to 2304 octets in length. The
reception_status parameter indicates the success or failure of the incoming frame. The priority parameter
specifies the priority desired for the data unit transfer (conention or contention-free). The service class
parameter specifies the service_class desired for the data unit transfer (asynchronous or time-bounded).

3.2.1.2.3. When Generated

The MA_UNIT _DATA-Indication primitive is passed from the MAC sublayer entity to the LLC sublayer
entity or entities to indicate the arrival of a frame at the local MAC sublayer entity. Frames are reported
only if at the MAC sublayer they are validly formatted, received without error, received with valid (or null)
privacy cncryption, and their destination address designates the local MAC sublayer entity as either an
individual or group member. When the receiving MAC sublayer entity is operating with a null privacy
function, frames that are received in error may be reported, at the option of LLC; however, when operating
with WEP enabled, erroncous reception (e.g. CRC failure) precludes validation of the ICV, so to report
such frames when operating with WEP enabled could constitute a breach of security.

3.21.2.4. Effect of Receipt
The effect of receipt of this primitive by the LLC sublayer is dependent on the validity and content of the
frame.

3.2.2. MAC Management Services

To facilitate the three distribution system services:
a) Association
b) Reassociation

¢) Disassociation - including the detection of link outage

3.2.3. Contention Free Connection Services

Contention Free Connections (CFCs) Services is a set of optional connection-oriented services. Connection
setup is done once per association with an ESS, and is maintained across BSS transitions (reassociations)
but must be reestablished if a disassociation occurs (either due to explicit disassociation or timeout).
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3.2.3.1.
3.2.3.2.
3.2.3.3.
3.2.3.4.
3.2.3.5.

3.2.3.6. Access Point Initiates Connection Set-up lllustration
The following exchange will be used when an AP wants to establish a connection.

1. AP MAC user makes Start Connection Request. If the AP MAC believes that it can support this
connection then the AP MAC generates Start Connection Request frame (otherwise the AP
MAC asserts a Connection Not Granted Indication).

2. If the STA MAC can support this connection then it generates a Grant Connection frame and a
Grant Connection Indication. On receipt of the Grant Connection Frame a Grant Connection
Indication is generated.

Note: Only one connection request may be outstanding, with any one station, at any given time. The
exchange fails if no response is received before a time-out (connection set up time-out). This will result in a
Connection Not Granted Indication.

{For d1.2: Should “connection not requested due to traffic congestion” be indicated back to the requester?}

AP STA

_ Request Connection
“(Payload, Conn ID)

Connection Granted
(Conn ID)

Figure 3-5: Connection Initiated by AP

3.2.3.7. Station Initiates Connection Set-up lllustration

The following exchange will be used when a STA wants to establish a connection.
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|. STA MAC user makes a Start Connection Request. If the STA MAC can support this
connection then it generates a Start Connection Request frame (otherwise it will assert the
Connection Not Granted Indication).

2. If the AP MAC believes that it can support this connection request then it will generate a Grant
Connection frame and a Grant Connection Indication.

Note: Only one connection request may be outstanding at any given time. The exchange fails if no response
is received before a time-out (connection set up time-out).

AP STA

Request Connection
(Payload)

4

__ Connection Granted
(Conn ID)

Figure 3-6: Connection Initiated by STA

3.2.3.8. End Connection
Either an AP or a station may end a connection in the following way:
[. End Connection.

No MAC Jayer negotiation is needed to end a connection.

AP STA

End Connection -

‘ —— (ConnlD)

Figure 3-7: End Connection
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4. Security Services

<<<editor's NOTE: This is a new section that should probably be placed after D1.2 sec 3 and
befor >>>
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4.1. Authentication Services

02 11 dehnes two sublvncs of wthcmlcatlon service: “Open Svs_tern aleSh_aLe_d_K_eyi The subtyp
; if

idenfitfying w1therspect to authentication algorithm.

4.1.1. Open System Authentication

Open System authentication is the simplest of the available authentication algotithms. Essentially
it is a null authentication algorithm. Anyone who requests authentication with this algorithm

becomes authentcated.

Open syetem authentication involves a two step authentication transaction sequence. The first
step in the sequence is |dentity assertion and request for authentication. The second frame in the

sequence is a (usually) successful authentication result.

4.1.1.1. Open System Authentication (First frame)
Message type:
Management
Message sub-type:

Authentication
Information Items:

Authentication Algorithm Identification = “open system”

Station Identity Assertion (in SA field of header)

Authentication transaction sequence number = 1

Authentication algortithm dependent infromation (none)
Direction of message:

From authentication initiating STA

This frame shall be sent with WEP _OFF.

4.1.1.2. Open System Authentication {(second and final frame).
Message type:
Management
Message sub-type:

Authentication
Information Ttems:

Authentication Algorithm Identification = pen system”
Authentication transaction sequence number =
Authentication algortlthm dependent 1nfromat10n (none)

successful" and "unsuccessful",

Direction of message:
From authenticatiing station to initiating station.

This frame shall be sent with WEP OFF.

4.1.2. Shared Key Authentication
Shared Key authentication supports authentication of Stations as either a member of those who know a

shared secret key or a member of those who do not. 802.11 shared key authentication accomplishes this
without the need to transmit the secret key in the clear; requiring the use of the WEP privacy mechanism.
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Therefore, this authentication scheme is only avail i P option is implemented. Additionally. the
Shared Key authentication facility shall be implemented if WEP is implemented.

The required secret, shared key is presumed to have been delivered to participating stations via a secure

channel wich is independnt of 802.11. This shared key is stored in a read-only MIB variable via the MAC
management path.

4.1.2.1. Shared Key Authentication (First frame)
Message type:
Management
Message sub-type:

Authentication

Information Items:
Station Identity Assertion (in SA field of header)
Authentication Algorithm Identification = “shared key”
Authentication transaction sequence number = 1
Authentication algortithm dependent infromation (none)

Direction of message:
From authentication initiating STA

This frame shall be sent with WEP OFF.

4.1,2.2. Shared Key Authentication (Second frame)

ending t ame in the sh authentication sequence. the sender shall use WEP to
ring of octet ich shall be use ithentication challenee text,
Message type:

Manpagement
Message sub-type:

Authentication

Information Items:
Authentication Algorithm Identification = “shared key”
Authentication transaction sequence number = 2

Authentication algortithm depen i ion = Challlenge text.
hi hall be of fixed length of 128 octets. The field shall be filled with

octets generated by the WEP mechanism.

Direction of message:
To authentication initiating STA

This frame shall be sent with WEP OFF.

4.1.2.3. Shared Key Authentication (Third frame)

The station whi ieved the second frame in the sequence shall copv the challenge text from the second
frame into the third frame. The third frame shall be transmitted after encryption by WEP using the shared
secret key.

Message type:
Management
Message sub-type:

Authentication
Information Items:
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Authentication Algorithm Identification = hared key”
Authentlcatlon transactlon sequence number =

Direction of message:
From authentication initiating STA

This frame shall be sent with WEP ON.

4.1.2.4 Shared Key Authentication {Fourth and final frame).
The stations which recieves the third frame of the authentication sequence shall attempt to decrypt it using

what it believes to be the shared WEP key. It shall then compare the challenge text recovered to that sent in

frame 2 of the sequence. [f they are the same then the two stations must have the same shared key. This is
m: full

then presumed to be suffeient proof that the authentication ing station shal
authenticated.

Message type:

Management
Message sub-type:

Authentication
Information Items:

Authentication Algorithm Identification = “open system”
Authentication transaction sequence number = 4
Authentication algortithm dependent infromation. = the authentication result.

The result of the requested authentication.
This is a fixed length item with values "successful" and "unsuccessful”.

Direction of message:
To authentication initiating station.

This frame shall be sent with WEP OFF.
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4.2. The Wired Equivalent Privacy Algorithm (WEP)

4.2.1. Introduction

Eavesdropping is a familiar problem to users of other types of wireless technology. P802.11 specifies a
wired LAN equivalent data confidentiality algorithm. Wired equivalent privacy is defined as protecting
authorized users of a wireless LAN from casual eavesdropping. This service is intended to provide
functionality for the Wireless LAN equivalent to that provided by the physical security attributes inherent to
a wired media.

Data confidentiality depends on an external key management service to authenticate users and distribute
data enciphering/deciphering keys. P802.11 specifically recommends against running an 802.11 with
privacy but without authentication. While this combination is possible, it leaves the system open to
significant security threats.

4.2.2. Properties of the WEP Algorithm
The WEP algorithm has the following properties:
Reasonably Strong:

The security afforded by the algorithm relies on the difficulty of discovering the secret key through
a brute-force attack. This in turn is related to the length of the secret key and the frequency of
changing keys. WEP allows for the changing of the key (k) and frequent changing the
Initialization Vector (IV).

Self Synchronizing:

WERP is self-synchronizing for each message. This property is critical for a data-link level
encryption algorithm, where "best effort”" delivery is assumed and packet loss rates can be high.

Efficient:
The WEP algorithm is efficient and can be implemented in either hardware or software.
Export:

Every effort has been made to design the WEP system operation so as to maximize the chances of
approval of export from the U.S. of products containing a WEP implementation via the Commerce
Department. However, due to the legal and political climate toward cryptography at the time of
publication, no guarantee can be made that any specific 802.11 implementations that use WEP will
be exportable from the United States.

Optionality:
ThereforetThe implementation and use of WEP is an 802.11 option.

4.2.3. WEP Theory of Operation

The process of disguising (binary) data in order to hide its information content is called encryptionl. Data
that is not enciphered is called plaintext (denoted by P) and data that is enciphered is called ciphertext
(denoted by C). The process of turning ciphertext back into plaintext is called decryption. A
cryptographic algorithm, or cipher, is a mathematical function used for enciphering or deciphering data.
Modern cryptographic algorithms use a key sequence (denoted by k) to modify their output. The encryption
function E operates on P to produce C:

Ex(P)=C

'Bruce Schneier, "Applied Cryptography, Protocols, Algorithms and Source Code in C", John
Wiley & Sons, Inc. 1994
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In the reverse process, the decryption function D operates on C to produce P:
D(C)y="r

As illustrated in Figure 5-21, note that if the same key is used for encryption and decryption then
Dy(Ex(P)) =P

Key Management Service

Key
Original
Plaintext Ciphertext Plaintext
—» |Encryption | -S Decryptlon -
Eavesdropper

Figure 5-21: A Confidential Data Channel

The WEP algorithm is a form of electronic code book in which a block of plaintext is bitwise XOR'd with a
pseudo random key sequence of equal length. The key sequence is generated by the WEP algorithm.

-

e v
Initialization

L Key Sequence
Vector (1V) m Seed WEP y
PRNG _
(MAX_MSG_SZ) ‘—F Ciphertext
=

Integrity Check Value (IC
— |integrity Algorithm | L ey | Icv

Secret Key

Plaintext

Message

Figure 5-22: WEP Encipherment Block Diagram

Referring to Figure 5-22 and following from left to right, encipherment begins with a secret key that has
been distributed to cooperating stations by an external key management service. WEP is a symmetric
algorithm in which the same key is used for encipherment and decipherment.

The secret key is concatenated with an initialization vector (IV) and the resulting seed is input to a pseudo
random number generator (PRNG). The PRNG outputs a key sequence k of pseudo-random bits equal in
length to the largest possible MSDU. Two processes are applied to the plaintext MSDU. To protect against
unauthorized data modification, an integrity algorithm operates on P to produce an integrity check value
(ICV). Encipherment is then accomplished by mathematically combining the key sequence with P. The
output of the process is a message containing the resulting ciphertext, the IV, and the ICV.

The WEP PRNG is the critical component of this process, since it transforms a relatively short secret key
into an arbitrarily long key sequence. This greatly simplifies the task of key distribution as only the secret
key needs to be communicated between stations. The IV extends the useful lifetime of the secret key and
provides the self-synchronous property of the algorithm. The secret key remains constant while the IV
changes periodically. Each new IV results in a new seed and key sequence, thus there is a one-to-one
correspondence between the IV and k. The IV may be changed as frequently as every MSDU and, since it
travels with the message, the receiver will always be able to decipher any message. The IV may be
transmitted in the clear since it does not provide an attacker with any information about the secret key.

Because IV and the ICV must be transmitted with the MSDU, fragmentation may be invoked. The WEP
algorithm is applied to an MSDU. The {IV, MSDU, ICV} triplet forms the actual data to be sent in the data
frame.
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For WEP protected frames, the first four octets of the frame contain the IV field for the MSDU. This field
shall contain two sub-fields: A 1-octet field that contains the confidentiality algorithm 1D, followed by a 3-
octet field that contains the initialization vector The WEP IV is 16 bits. The 64-bit PRNG seed is formed
using the secret key as the most significant 40 bits and the initialization vector as the least significant 24
bits. The WEP IV is 16 bits. The IV is followed by the MSDU, which is followed by the ICV. The WEP
ICV is 32 bits. The WEP Integrity Check algorithm is CRC-32.

The entire {IV, MSDU, ICV} package may be split into several fragments (depending on the realtive values
of the MSDU and the active MPDU size).

As stated previously, WEP combines £ with P using bitwise XOR.

SecretKey——*> Key
Sequence
B = | WEP m——
Y PRNG Plaintext
=
Ciphertext
|Inteqr|thtqonthn~1 -
= ?
Icv - ICV'=ICV:
Message

Figure 5-23: WEP Decipherment Block Diagram

Referring to Figure 5-23 and following from left to right, decipherment begins with the arrival of a message.
The IV of the incoming message is used to generate the key sequence necessary to decipher the incoming
message. Combining the ciphertext with the proper key sequence yields the original plaintext. Correct
decipherment is verified by performing the integrity algorithm on the recovered plaintext and comparing the
output ICV" to the ICV transmitted with the message. If ICV” is not equal to ICV, the received MSDU is not
passed to LLC and and error indication is sent to MAC management.

4.2.4. WEP Algorithm Specification

The specific PRNG algorithm is unspecified at present. Reviewers of this draft are encouraged to comment
on appropriate PRNG algorithms for adoption by 802.11.

4.2,5. Relationship-of WEP MSDU ExpanisontolEEE-802:10, Secure Data Exchange

24 shows the encxypted MSDUSDE—BDU— as constructed by the WEP

The WEP80210-SDE settings-for- 202 H-WEP-shall-be-elear-headerlenasth—=nullprotected-headerlenath
=nullpad—=null-and ICV = 32 bits. The expanded MSDU datafield- shall include a 32B bit IV field
immediately preceding the MSDU. This field shall contain onetwe sub-fields: A 1-octet-field-that-centains

the-confidentiality algorithim IDand-a 43-octet field that contains the initialization vector.

The 892—1—0 WEP mechanism is invisible to entities 0uts1de the 802.11 MAC. &HGWS—fOT—SGQ—I-Q%%HHHQS
g e hdl—l-e’:ﬁ:l—l-!’-&ﬁ
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DSAP SSAP CONTROL DATA
Y — Encrypted (Note) -» ///
v Data icv
4 (SDE_SDU) 4
>=1
\\\ \‘\‘-\\
\\\ BN Sizes in Octets
\\ \\\\»
\ -
Init. Vector
4

Note: The encipherment process has expanded the original MSDU by8 Octets, 4 for the Initialization Vector
(IV) field and 4 for the Integrity Check Value (ICV). The ICV is calculated on the Data field only.

D A S P C NI OL DA A
\ S ES Ue . LCPU s
\ —E cype (oe -~ yd
e
\Y% Dt €
(D_D)
=1
\ o
\
\\ N ie nOcet
=
Agl ntVvVco

Note: The encipher entproc sha exp nded h DE_ DUby8 Oces4 forth niiaiz dbn Veor [ )
fieldand 4forth ntgrty hek auwed V Thel Vs acul edonthe Daafeld ony.

Figure 5-24: Construction of expanded WEP MSDUSDE_PDU
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4.3. Security services related MIB variables

The 802.11 security mechanisms are controlled via the MAC management path and related MIB variables.
This section gives an overview of the security related MIB variables and how they are used. For details of
the MIB variable definitions, refer to section 7.X.

4.3.1. Authentication related MIB variables

The type of authentication invoked when authentication is attempted is controlled by the MIB variable

Authentication_Type. This variable may have the following values:
1 = Open System
2 = Shared Key

All other values are reserved.

4.3.2. Privacy related MIB variables.

The default value for all WEP keys shall be Null. This indicates an invalid WEP kev. An attempt to use
WEP with a Null key shall result in_an error condition.

To support shared key configurations, the MIB contains a variable called “Default WEP_Key”, The default
value for thi i i 11, If not null. thi riable i : ‘ .

An additional variable called “WEP_Default” is a boolean. If set True then on transmit, Data frames shall
be encypted using Default WEP_Key and on receive they shall be decrypted using Default WEP_Key. The

MIB shall not allow WEP_DEfault to be set to TRUE if Dfault WEP_Key is Null. The default value of
WEP_Default is False.

802.11 does not require that the same WEP kev be used for all stations. The MIB supprts the ability to have
P kev fi ion which which a Station directl mmunicates. This is supported by a
MIB variable which is a two dimensional array called “WEP_Key Mapping”. The array is indexed by
MAC address and contains two fields for each entry: “WEP_ON” and the corresponding WEP Key. The
MIB shall not allow WEP ON to be set to TRUE if the corresponding WEP_key entry is Null. The default
a i i ither RA to TA addresses (since

The minimal length of WEP_Key_ Mapping shall be 10, This value represents a minimum capability that
may be assumed for any station which implements the WEP option.

The maxi length of WEP . ing shall be implmementati ependant and the actual length o
the array can be inquired from the read only MIB variable “WEP_Key Mapping_Length”.

The interactions between these variables is described below:

Transmit case:
if WEP_Key Mapping(RA, WEP_On) = Ture then use WEP KEY Mapping(RA,
WEP_Key) for encryption,
if WEP_Default = Ture then Use WEP_Default for encryption,
otherwise do no encypt the frame.

Receive case:
if WEP_Key_ Mapping(TA, WEP_On) = Ture then use WEP_KEY_Mapping(TA,
WEP_Key) for decryption,
if WEP_Default = Ture then Use WEP_Default for decryption,
otherwise do no attempt to decypt the frame.

SSSSSSO>EEEIEEED <KL LLL<LLLLLLLLLLLLLL
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Editing notes for section 4 to complete a self consistent set of changes re security for draft 1.2.

Draft 1.1 will have the WEP bit in the frame header - these changes are assumed as part of the
base text that these changes apply to.

Since Draft 1.2 text for section 4 was not available at the time this document was created, the
changes required relative to draft 1.0 are shown below - the editor's are requested to apply these
changes to draft 1.1 text when creating draft 1.2.

The changes required in section 4 are:

Delete the Privacy and privacy request mgt frame types from table 4.1

sections 4.2.3.10 esc). 4.2.3.11 (privacy response frame desc), 4.4.11
(privacy alg number structure} 4.4.16 (supported alg list), sections 4.4.18. 4.4.19 and 4.4.20 (the
challenge and response structure descriptions).

Note: the sec 4 gang has tried to incorporte these changes in their revised text work as of 5/10/95.

PEE22EEEEO55550 << LKL <LK
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5. MAC Sub-layer Functional Description
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5.1.

802.11 gigii nes twg§ ubtypes of m,ﬂ[]gu];ggg 1gn service: “Open Sx gm’ and “Shared Key”, The subtype
invoked c hent anagemen authentication frames are self

idenfitfving w1thersp_ect to agthentlcatlon algorlthm
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5.2.
defines two subtypes of authentication service; * il “Shared Key”, The subtype -
invoked is indcated in the body of authenticati mes. Thu hentication f

idenfitfying witherspect to authentication algorithm.
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5.3.

802.11 defines two subtypes of authentication service; “Open System’” and “Shared Key”, The subtype
invoked is indcated in the body of authentication management frames. Thus authentication frames are self

idenfitfying witherspect to authentication algorithm.
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5.4. The Wired Equivalent Privacy Algorithm

{section deleted}

802.11 defines two subtypes of authentication service; "Open System” and "Shared Key". The
subtype invoked is indcated in the body of authentication management frames. Thus
authentication frames are self idenfitfying witherspect to authentication algorithm.
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