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1 GENERALGENERAL

LMP messages are used for link set-up, security and control. They are transferred in
the payload instead of L2CAP and are distinguished by areserved valueintheL_CH
field of the payload header. The messages are filtered out and interpreted by LM on the
receiving side and are not propagated to higher layers.

3 !
LM |, LMP | LM
' '
LC LC
' '
RF RF
T Physical layer T

Figure 1.1: Link Manager’s place on the global scene.

Link Manager messages have higher priority than user data. Thismeansthat if the Link
Manager needs to send a message, it shall not be delayed by the L2CAP traffic,
although it can be delayed by many retransmissions of individual baseband packets.

We do not need to explicitly acknowledge the messagesin LMP sinceLC, LC (see
Baseband Specification Section 5, on page 67, Baseband Specification Section 5, on
page 67) provides us with areliable link.

The time between receiving a baseband packet carrying an LMP PDU and sending a
baseband packet carrying avalid response PDU, according to the procedure rulesin
Section 4 on page 195, must be less than the L M P Response Timeout. The value of this
timeout is 30 seconds.
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2 FORMAT OF FORMAT OFLMP

LM PDUs are always sent as single-slot packets and the payload header is therefore
one byte. The two least significant bits in the payload header determine the logical
channel. For LM PDUs these bits are set..

L_CH code Logical Channel Infor mation

00 naNA undefined

01 UA/I Continuing L2CAP message
10 UA/I Start L2CAP message

11 LM LMP message

Table 2.1: Logical channel L_CH field contents.

The FLOW bit in the payload header isaways zero one and isignored on the receiving
side. Each PDU is assigned a 7bit OpCode 7-bit opcode used to uniquely identify dif-
ferent types of PDUS, see Table 7.1 on page 244. The OpCode opcode and a one-bit
transaction ID are positioned in thefirst byte of the payload body. Thetransaction ID is
positioned inthe LSB. ItisOif the PDU belongsto atransaction initiated by the master
and 1 if the PDU belongs to a transaction initiated by the slave. If the PDU contains
one or more parameters these are placed in the payload starting at the second byte of
the payload body. The number of bytes used depends on the length of the parameters.
If an SCO link is present using HV 1 packets and length of content isless than 9 bytes
the PDUs can be transmitted in DV packets. Otherwise DM 1 packets must be used. All
parameters have little endian format, i.e. the least significant byte is transmitted first.

The source/destination of the PDUs is determined by the AM_ADDR in the packet
header.

LSB MSB

OpCode and Content
transaction Id

LSB MSB

OpCode and Content
transaction Id

Figure 2.1: Payload body when LM PDUs are sent.

Each PDU is either mandatory or optional. The M/O field in the tables of Section 4
indicates this. The LM does not need to be able to transmit a PDU that is optional. The
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LM must recognise recognize all optional PDUs that it receives and, if aresponseis
required, send a valid response according to the procedure rulesin Section 4. The rea-
son that should be used in this caseisunsupported LMP feature. If the optional PDU
that is received does not require aresponse, no response is sent. Which of the optional
PDUs a device supports can be requested, see Section 4.18 on page 213.
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4 THE PROCEDURE RULES AND PDUs

Q" Bluetooth.

Each procedure is described and depicted with a sequence diagram. The following
symbols are used in the sequence diagrams:

A B

PDU1

. PDU2
_____ PDU3___, |
<. PDU4___ |

. PDU5
A B

PDU1

. PDU2
_____ PDU3___ |
<. PDU4___ |

. PDU5

Figure 4.1: Symbols used in sequence diagrams.

PDU1 isaPDU sent from A to B. PDU2 isaPDU sent from B to A. PDU3 isaPDU
that is optionally sent from A to B. PDU4 isaPDU that is optionally sent from B to A.
PDU5 isa PDU sent from either A or B. A vertical line indicates that more PDUs can

optionally be sent.

The Procedure Rules and PDUs
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4.1 GENERAL RESPONSE MESSAGES

4.2 GENERAL RESPONSE MESSAGES

The PDUs LMP_accepted and LMP_not_accepted are used as response messages to
other PDUsin anumber of different procedures. The PDU LMP_accepted includes the
opCode opcode of the message that is accepted. The PDU LMP_not_accepted includes
the opCode opcode of the message that is not accepted and the reason why it is not
accepted.

M/O PDU Contents

M LMP_accepted op code

M LMP_not_accepted op code
reason

Table 4.1: General response messages.

43 AUTHENTICATION

44 AUTHENTICATION

The authentication procedure is based on a challenge-response scheme as described in
Baseband Specification Section 14.4, on page 169Baseband Specification Section
14.4, on page 169. The verifier sendsan LMP_au_rand PDU which contains arandom
number (the challenge) to the claimant. The claimant calculates aresponse, whichisa
function of the challenge, the claimant’s BD_ADDR and a secret key. The responseis
sent back to the verifier, which checks if the response was correct or not. How the
response should be calculated is described in Baseband Specification Section 14.5.1,
on page 171Baseband Specification Section 14.5.1, on page 171. A successful calcula-
tion of the authentication response requires that two devices share a secret key. How
thiskey is created is described in Section 4.5 on page 198. Both the master and the
slave can be verifiers. The following PDUs are used in the authentication procedure:

M/O PDU Contents
M LMP_au_rand random number
M LMP_sres authentication response

Table 4.2: PDUs used for authentication.

4.4.1 Claimant haslink key

If the claimant has alink key associated with the verifier, it calcul ates the response and
sendsit to the verifier with LMP_sres. The verifier checks the response. If the response
is not correct, the verifier can end the connection by sending LMP_detach with the rea-
son code authentication failure, see Section 4.23 on page 216.
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verifier claimant
LM LM
> LMP_au_rand
[ LMP_sres
verifier claimant
LM LM
> LMP_au_rand
I —— LMP_sres

Sequence 1: Authentication. Claimant has link key.

4.4.2 Claimant hasno link key

If the claimant does not have alink key associated with the verifier it sends
LMP_not_accepted with the reason code key missing after receiving LMP_au_rand.

verifier claimant
LM LM
> LMP_au_rand
- LMP_not_accepted
verifier claimant
LM LM
L LMP_au_rand
- LMP_not_accepted

Sequence 2: Authentication fails. Claimant has no link key.

4.4.3 Repeated attempts

If the claimant sends wrong authentication response, a certain waiting interval must
pass before the next authentication attempt. The waiting interval is made twice aslong
after each subsequent failure (up to a maximum value). This prevents an intruder from
trying alarge number of different keysin arelatively short time. The waiting interval
can be set separately for each device so that one intruder does not block al other units
from connecting to a particular device (denia of service attacks).

The scheme described in Baseband Specification Section 14.4.1, on page 170 shall be
applied when an authentication fails. Thiswill prevent an intruder from trying alarge
number of keysin arelatively short time.
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45 PAIRINGPAIRING

When two devices do not have acommon link key an initialisation initialization key
(Kinit) is created based on a PIN and arandom number. The K;,;; is created when the
verifier sends LMP_in_rand to the claimant. How the K,;; is calculated is described in
Baseband Specification Section 14.5.3, on page 175Baseband Specification Section
14.5.3, on page 175. Authentication is then performedneeds to be done, but whereby
the calculation of the authentication response is based on K;; instead of the link key.
After asuccessful authentication, the link key is created. The PDUs used in the pairing
procedure are:

M/O PDU Contents

M LMP_in_rand random number

M LMP_au rand random number

M LMP_sres authentication response
M LMP_comb_key random number

M LMP_unit_key key

Table 4.3: PDUs used for pairing.

4.5.1 Claimant accepts pairing

The verifier sends LMP_in_rand and the claimant replies with LMP_accepted. Both
devices calculate Kt Kinit, and an authentication, see Sequence 1, is performed based
on this keyauthentication (see Sequence 1) based on this key needsto be done. The ver-
ifier checks the authentication response and if correct, the link key is created, ; see Sec-
tion 4.5.4 on page 200. If the authentication response is not correct the verifier can end
the connection by sending LMP_detach with the reason code authentication failure.

Verifier Claimant
LM LM
R LMP_in_rand
- LMP_accepted

Sequence 3: Claimant accepts pairing.

4.5.2 Claimant requeststo become verifier

If the claimant has afixed PIN it may request a switch of the claimant-verifier rolein
the pairing procedure by generating a new random number and send it back in
LMP_in_rand. If the device that started the pairing procedure has avariable PIN it
must accept this and respond with LMP_accepted. The roles are then successfully
switched and the pairing procedure continues as described in Section 4.5.1 on page
198.
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Verifier Claimant

LM LM
R LMP_in_rand
- LMP_in_rand
e —— LMP_accepted

Claimant Verifier
LM LM

Sequence 4: Claimant accepts pairing but requests to be verifier.

If the device that started the pairing procedure has afixed PIN and the other device
requests to switch rolesarole switch, the switch is rejected by sending
LMP_not_accepted with the reason pairing not allowed and allowed; the pairing pro-
cedure is unsuccessfully then ended.

Verifier Claimant
LM LM
R LMP_in_rand
-t LMP_in_rand
- LMP_not_accepted
Verifier Claimant
LM LM
R LMP_in_rand
- LMP_in_rand
- LMP_not_accepted

Sequence 5: Unsuccessful switch of claimant-verifier role.

4.5.3 Claimant reects pairing

If the claimant rejects pairing pairing, it sends LMP_not_accepted with the reason code
pairing not allowed after receiving LMP_in_rand.
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Verifier Claimant
LM LM
R LMP_in_rand
- LMP_not_accepted
Verifier Claimant
LM LM
R LMP_in_rand
_— LMP_not_accepted

Sequence 6: Claimant rejects pairing.

4.5.4 Creation of thelink key

When the authentication is finished the link key must be created. Thislink key will be
used in the authentication between the two units for all subsequent connections. How-
ever, anew link key can be created that will be used for the rest of the connection and
for al subsequent connections, connections until it is changed; see Section 3.4. A tem-
porary link key can also be created that will be used as link only for the rest of the con-
nection, see 4 and Section 3.5. Thelink key created in the pairing procedure will either
be a combination key or one of the unit’s unit keys. The following rules apply to the
selection of the link key:

 if oneunit sends LMP_unit_key and the other unit sends LMP_comb_key, the unit
key will be thelink key,

* if both units send LMP_unit_key, the master’s unit key will be the link key,

* if both units send LMP_comb_key, the link key is calculated as described in Base-
band Specification Section 14.2.2, on page 153Baseband Specification Section
14.2.2, on page 153.

The content of LMP_unit_key isthe unit key bitwise XORed with Kji;. The content of
LMP_comb_key is LK_RAND bitwise XORed with K;i;. Any device configured to
use a combination key will store the link key in non-volatile memory.
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Verifier Claimant
LM LM
R LMP_comb_key or LMP_unit_key
- LMP_comb_key or LMP_unit_key
Verifier Claimant
LM LM
R LMP_comb_key or LMP_unit_key
_— LMP_comb_key or LMP_unit_key

Sequence 7: Creation of the link key.

455 Repeated attempts

The When the authentication during pairing fails because of awrong authentication
response, the same schemeis applied asin Section 4.4.3 on page 197 is applied. This
prevents an intruder from trying alarge number of different PINsin arelatively short
time.

4.6 CHANGE LINK KEY

4.7 CHANGE LINK KEY

If two devices are paired and the link key is derived from combination keys, the link
key can be changed. If the link key is derived from aunit key, the units must go
through the pairing procedure in order to change the link key. The procedure for chang-
ing link key contents of the PDU is protected by a bitwise XOR with thesame asin
Section 4.5.4 on page 200 except that the current link key instead of K;,;; protects the

transferred informationkey.

M/O PDU Contents
M LMP_comb_key random number
M LMP_unit_key key

Table 4.4: PDUs used for change of link key.
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initiating LM
LM
e LMP_comb_key
- LMP_comb_key
initiating LM
LM
- LMP_comb_key
— LMP_comb_key

Sequence 8: Successful change of the link key.

initiating LM
LM
————————— LMP_comb_key
—t LMP_unit_key
initiating LM
LM
R LMP_comb_key
- LMP_not_accepted

Sequence 9: Change of the link key not possible since the other unit uses a unit key.

If the change of link key is successful the new link key is stored in non-volatile mem-
ory instead of memory, and the old one, which link key is discarded. The new link key
will be used aslink key for al the following connections between the two devices until
the link key is changed again. The new link key also becomes the current link key. It
will remain the current link key until the link key is changed again again, or until a
temporary link key is created, see Section 4.9 on page 202.

4.8 CHANGE THE CURRENT LINK KEY

If encryption isused on the link and the current link key isatemporary link key, the
procedure of changing link key must be immediately followed by a stop of the encryp-
tion by invoking the procedure in Section 4.10.4 on page 208. Encryption can then be
started again. Thisisto assure that encryption with encryption parameters known by
other devicesin the piconet is not used when the semi-permanent link key isthe current
link key.

49 CHANGE THE CURRENT LINK KEY

The current link key can be a semi-permanent link key or atemporary link key key. It
can be changed temporarily, but the change is only valid for the session, see Baseband
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Specification Section 14.2.1, on page 151Baseband Specification Section 14.2.1, on
page 151. Changing to atemporary link key is necessary if the piconet shall is to sup-
port encrypted broadcast.

M/O | PDU Contents
LMP_temp_rand random number
LMP_temp_key key

M LMP_use_semi_perman
ent_key

Table 4.5: PDUs used to change the current link key.

4.9.1 Changetoatemporary link key

In the following following, we use the same terms as in Baseband Specification Sec-
tion 14.2.2.8, on page 158Baseband Specification Section 14.2.2.8, on page 158. The
master starts by creating the master key K ,aster @S described in Baseband Specification

(EQ 23), on page 158Baseband Specification (EQ 24), on page 158. Then the master
issues a random number RAND and sends it to the slave in LMP_temp_rand. Both
sides can then calculate an overlay denoted OVL as OVL= Eyy(current link key,

RAND, 16). Then the master sends K, ,o5er Protected by a modulo-2 addition with
OVL tothedavein LMP_temp_key. The slave, who knows OVL, calculates K agter-
After this, K aster PECOmMes the current link key. It will be the current link key until a

new temporary key is created or until the link key is changed, see Section 4.7 on page
201.

Master Slave
LM LM
LMP_temp_rand
LMP_temp_key
Master Slave
LM LM
LMP_temp_rand
LMP_temp_key

Sequence 10: Change to a temporary link key.

4.9.2 Makethe semi-permanent link key the current link key

After the current link key has been changed to K aster, this change can be undone and
the semi-permanent link key becomes the current link key again. If encryption is used
on the link, the procedure of going back to the semi-permanent link key must be imme-
diately followed by a stop of the encryption by invoking the procedure described in
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Section 4.10.4 on page 208. Encryption can then be started again. Thisisto assure that
encryption with encryption parameters known by other devices in the piconet is not
used when the semi-permanent link key isthe current link key.

Master Slave
LM LM
EE— LMP_use_semi_permanent_key
e E— LMP_accepted
Master Slave
LM LM
————————— LMP_use_semi_permanent_key
-~ LMP_accepted

Sequence 11: Link key changed to the semi-permanent link key.

4.10 ENCRYPTION

If at |east one authentication has been performed encryption may be used. If the master
wants all slavesin the piconet to use the same encryption parameters it must issue a
temporary key (K aster) @d make this key the current link key for all slavesin the

piconet before encryption is started, see Section 4.9 on page 202. Thisis necessary if
broadcast packets should be encrypted.

M/O | PDU Contents

@) LMP_encryption_mode_req encryption mode
(@) LMP_encryption_key size req key size

@) LMP_start_encryption_req random number
(@) LMP_stop_encryption_req -

Table 4.6: PDUs used for handling encryption.

4.10.1 Encryption mode

First of all the master and the slave must agree upon whether to use encryption or not
and if encryption shall only apply to point to point-to-point packets or if encryption
shall apply to both point to point-to-point packets and broadcast packets. If master and
slave agree on the encryption mode, the master continues to give more detailed infor-
mation about the encryption.
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initiating
LM LM
—————— LMP_encryption_mode_req
B —— LMP_accepted or LMP_not_accepted
initiating
LM LM
——————— LMP_encryption_mode_req
~t LMP_accepted or LMP_not_accepted

Sequence 12: Negotiation for encryption mode.

4.10.2 Encryption key size

The next step isto determine the size of the encryption key. In the following we use the
same terms as in Baseband Specification Section 14.3.1, on page 160Baseband Speci-
fication Section 14.3.1, on page 160. The master sends

LMP_encryption_key size reqincluding the suggested key size Lsug, m, which isini-
tially equal to Lax, m- If Limin, s £ Lsug, m @nd the slave supports Lg g m it responds
with LMP_accepted and L g, m Will be used asthe key size. If both conditions are not

fulfilled the slave sends back LMP_encryption_key size req including the slave's sug-
gested key size Ly g s Thisvalueisthe slave's largest supported key size that is less

than L g,y m- Then the master performs the corresponding test on the slave slave’s sug-

gestion. This procedure is repeated until a key size agreement isreached or if it
becomes clear that no such agreeement agreement can be reached. If an agreement is
reached a unit sends LMP_accepted and the key sizein the last
LMP_encryption_key size reqwill be used. After thisthis, the encryption is started, ;
see Section 4.10.3 on page 206. If an agreement is not reached a unit sends
LMP_not_accepted with the reason code Unsupported parameter value and the units
are not allowed to communicate using Bluetooth link encryption.”.
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LMP_encryption_key size_req
LMP_encryption_key size_req
LMP_encryption_key size_req

LMP_accepted

master slave
LM LM
—
|- — — ——————— — — —
_____________ .»
|———————————
master slave
LM LM
|
|l — — - — - —————— —
_____________ .>
|tl————————————

LMP_encryption_key_size req
LMP_encryption_key_size req
LMP_encryption_key_size req

LMP_accepted

Sequence 13: Encryption key size negotiation successful.

LMP_encryption_key_size req
LMP_encryption_key_size req
LMP_encryption_key_size req

LMP_not_accepted

master slave
LM LM
|
|l — — - — - —————— —
_____________ .>
|tl————————————
master slave
LM LM
—
|- — — ——————— — — —
_____________ .»
|———————————

LMP_encryption_key size_req
LMP_encryption_key size_req
LMP_encryption_key size_req

LMP_not_accepted

Sequence 14: Encryption key size negotiation failed.

4.10.3 Start encryption

Finally Finaly, encryption is started. The master issues the random number

EN_RAND and calculates the encryption key as K =Eg(current link key, EN_RAND,
COF). See Baseband Specification Section 14.2.2.5, on page 156Baseband Specifica-
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tion Section 14.2.2.5, on page 156 and 14.2.2.214.2.2.2 for the definition of the COF.
The random number must be the same for all slavesiif the piconet should support
encrypted broadcast. Then the master sends LMP_start_encryption_req, which
includes EN_RAND. The dave calculates K . when this message is received and
acknowledges with LMP_accepted. On both sides, K, and EN_RAND are used as

input to the encryption algorithm E,,.

Master Slave
LM LM
> LMP_start_encryption_req
D i— LMP_accepted
Master Slave
LM LM
> LMP_start_encryption_req
D i— LMP_accepted

Sequence 15: Start of encryption.

Before starting encryption, higher higher-layer datatraffic must be temporarily stopped
to prevent reception of corrupt data. The start of encryption will be done in three steps:

1. Master is configured to transmit unencrypted packets, but to receive encrypted
packets.

2. Slaveis configured to transmit and receive encrypted packets.
3. Master is configured to transmit and receive encrypted packets.

Between stepl step 1 and step2 master to step 2, master-to-slave transmission is possi-
ble. Thisiswhen LMP_start_encryption_req is transmitted. Step2 Step 2 is triggered
when the slave receives this message. Between step2 and step3 slave to master step 2
and step 3, save-to-master

transmission is possible. Thisiswhen LMP_accepted is transmitted. Step3 Step 3 is
triggered when the master receives this message.
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4.10.4 Stop encryption

Master Slave
LM LM
> LMP_stop_encryption_req
D i— LMP_accepted
Master Slave
LM LM
————————® LMP_stop_encryption_req
e E— LMP_accepted

Sequence 16: Stop of encryption.

Before stopping encryption, higher higher-layer data traffic must be temporarily
stopped to prevent reception of corrupt data. Stopping of encryption isthen donein
three steps, similar to the procedure for starting encryption.

1. Master is configured to transmit encrypted packets, but to receive unencrypted
packets.

2. Slaveis configured to transmit and receive unencrypted packets.
3. Master is configured to transmit and receive unencrypted packets.

Between stepl step 1 and step2 step 2 master to slave transmission is possible. Thisis
when LMP_stop_encryption_req is transmitted. Step2 Step 2 is triggered when the
slave receives this message. Between step2 and step3 step 2 and step 3 slave to master
transmission is possible. Thisiswhen LMP_accepted is transmitted. Step3 Step 3 is
triggered when the master receives this message.

4.10.5 Change encryption mode, key or random number

If the encryption mode, encryption key or encryption random number need to be
changed, encryption must first be stopped and then re-started with the new parameters.

411 CLOCK OFFSET REQUEST

When a dlave receives the FHS packet the difference between its own clock and the
master’ s clock included in the payload of the FHS packet is computed. The clock offset
is also updated each time a packet is received from the master. The master can request
this clock offset anytime during the connection. By saving this clock offset the master
knows when and on what channel the slave wakes up to PAGE SCAN after it has left
the piconet. This can be used to speed up the paging time the next time the same device

is paged.
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M/O PDU Contents

M LMP_clkoffset_req

M LMP_clkoffset_res clock offset
Table 4.7: PDUs used for clock offset request.

Q" Bluetooth.

Master
LM

Slave
LM

——————— |
| ———————————

LMP_clkoffset_req
LMP_clkoffset_res

Sequence 17: Clock offset requested.

4.12 SLOT OFFSET INFORMATION

4.13 CLOCK OFFSET REQUEST

When a dlave receives the FHS packet, the difference is computed between its own
clock and the master’ s clock included in the payload of the FHS packet. The clock off-
set is also updated each time a packet is received from the master. The master can
request this clock offset anytime during the connection. By saving this clock offset the
master knows on what RF channel the slave wakes up to PAGE SCAN after it has left
the piconet. This can be used to speed up the paging time the next time the same device

IS paged.
M/O PDU Contents
M LMP_clkoffset_req
M LMP_clkoffset_res clock offset

Table 4.8: PDUs used for clock offset request.

Master Slave
LM LM
|

LMP_clkoffset_req
LMP_clkoffset_res

Sequence 18: Clock offset requested.

414 SLOT OFFSET INFORMATION

With LMP_dlot_offset the information about the difference between the slot bound-
ariesin different piconetsis transmitted. This PDU carries the parameters slot offset
and BD_ADDR. The slot offset is the time in ns between the start of the master’s TX
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dot in the piconet where the PDU istransmitted and the start of the master’sTX dlot in
the piconet where the BD_ADDR device is master.

Before doing a master-slave switch, see Section 4.20 on page 214, this PDU should
shall be transmitted from the device that becomes master in the switch procedure. If the
master initiates the switch procedure, the slave sends LMP_slot_offset before sending
LMP_accepted. If the slave initiates the switch procedure, the slave sends
LMP_slot_offset before sending LMP_switch_req. The PDU can aso be useful in
inter-piconet communications.

M/O | PDU Contents
O LMP_slot_offset slot offset
BD_ADDR

Table 4.9: PDU used for slot offset information.

initiating
LM LM
—»I LMP_slot_offset
initiating
LM LM
—»I LMP_slot_offset

Sequence 19: Sot offset information is sent.

4.15 TIMING ACCURACY INFORMATION REQUEST

416 TIMING ACCURACY INFORMATION REQUEST

LMP supports requests for the timing accuracy. This information can be used to mini-
mise minimize the scan window for a given hold time when returning from hold and to
extend the maximum hold time. It can also be used to minimise minimize the scan win-
dow when scanning for the sniff mode slots or the park mode beacon packets. The tim-
ing accuracy parameters returned are the long term drift measured in ppm and the long
term jitter measured in s of the clock used during hold hold, sniff and park mode.
These parameters are fixed for a certain device and must be identical when requested
several times. If adevice does not support the timing accuracy information it sends
LMP_not_accepted with the reason code unsupported LMP feature when the request
isreceived. The requesting device must in this case assume worst case values
(drift=250ppm and jitter=10rs) ).

M/O | PDU Contents

@) LMP_timing_accuracy req

Table 4.10: PDUs used for requesting timing accuracy information.
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(0] LMP_timing_accuracy_res drift

jitter

Table 4.10: PDUs used for requesting timing accuracy information.

initiating LM
LM
——————— LMP_timing_accuracy_req
~t LMP_timing_accuracy_res
initiating LM
LM
—————— LMP_timing_accuracy_req
B —— LMP_timing_accuracy_res

Sequence 20: The requested device supports timing accuracy information.

initiating LM
LM
—————— LMP_timing_accuracy_req
B —— LMP_not_accepted
initiating LM
LM
——————— LMP_timing_accuracy_req
~t LMP_not_accepted

Sequence 21: The requested device does not support timing accuracy information.
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417 LMPVERSIONVERSION

LMP has support supports requests for requesting the version of the LM protocol. The
requested device will send aresponse with three parameters: VersNr, Compld and Sub-
VersNr. VersNr specifies the version of the Bluetooth LMP specification that the
device supports. Compld is used to track possible problems with the lower Bluetooth
layers. All companies that create a unique implementation of the Link Manager shall
have their own Compld. The same company is also responsible for the administration
and maintenance of the SubVersNr. It isrecommended that each company has aunique
SubVersNr for each RF/BB/LM implementation. For agiven VersNr and Compld, the
values of the SubVersNr must increase each time a new implementaion implementa-
tion isreleased. For both Compld and SubV ersNr the value OXFFFF means that no
valid number applies. Thereis no ability to negotiate the version of the LMP. The
sequence below is only used to exchange the parameters.

M/O PDU Contents

M LMP_version_req VersNr
Compld
SubVersNr

M LMP_version_res VersNr
Compld
SubVersNr

Table 4.11: PDUs used for LMP version request.

M/O PDU Contents

M LMP_version_req VersNr
Compld
SubVersNr

M LMP_version_res VersNr
Compld
SubVersNr

Table 4.12: PDUs used for LMP version request.
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initiating LM
LM
———————— LMP_version_req
B —— LMP_version_res
initiating LM
LM
L LMP_version_req
~t LMP_version_res

Sequence 22: Request for LMP version.

4.18 SUPPORTED FEATURESSUPPORTED FEATURES

The Bluetooth radio and link controller may support only a subset of the packet types
and features described in Baseband SpecificationBaseband Specification and Radio
SpecificationRadio Specification. The PDU LMP_features req and LMP_features res
are used to exchange this information. A device may not send any packets other than
ID, FHS, NULL, POLL, DM1 or DH1 before it is aware of the supported features of
the other device. After the features request has been carried out, the intersection of the
supported packet types for both sides may also be transmitted. Whenever arequest is
issued, it must be compatible with the supported features of the other device. For
instance instance, when establishing an SCO link, link the initiator may not propose to
use HV 3 packets if that packet type is not supported by the other device. An exception
Exceptionsto thisruleis LMP_switch_regare LMP switch reg and LMP slot offset,
which can be sent as the first LM P message messages when two Bluetooth devices
have been connected and thus before the requesting side is aware of the other side’s
features (switch is an optional feature).

M/O PDU Contents
M LMP_features req features
M LMP_features res features

Table 4.13: PDUs used for features request.

initiating LM
LM
———————— LMP_features_req
B —— LMP_features_res
initiating LM
LM
= LMP_features_req
~t LMP_features_res

Sequence 23: Request for supported features.
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419 SWITCH OF MASTER SLAVE ROLE

420 SWITCH OF MASTER-SLAVE ROLE

Since the paging device always becomes the master of the piconet, a switch of the mas-
ter-slave role is sometimes needed, see Baseband Specification Section 10.9.3, on
page 123Baseband Specification Section 10.9.3, on page 123. Suppose device A is
slave and device B is master. The device that initiates the switch sends
LMP_switch_reg. The other device responds with LMP_accepted if it accepts to per-
form the switch. After this, both devices do the TDD switch finalizes the transmission
of the current L2ZCAP message and A isthe master of the piconet. Device A then sends
the FHS packet to B and after FHS acknowledgement both A and B switch to the chan-
nel parameters as indicated by the FHS packetLMP_switch_req.

If adevice that receives LMP_switch_req does not accept to switch master-slave role,
it responds with LMP_not_accepted and no switch is performed.

M/O PDU Contents

O LMP_switch_req

Table 4.14: PDU used for master slave switch.

If the switch is accepted, the other device finalizes the transmission of the current
L2CAP message and then responds with LMP_accepted. After this, the procedure
described from the 2nd bullet in Baseband Specification Section 10.9.3, on page 123is
carried out.

If the switch isreected, the other device responds with LMP_not_accepted and no
switch is performed.

M/O PDU Contents

(@) LMP_switch_req

Table 4.15: PDU used for master slave switch.

initiating LM
LM
———————— LMP_switch_req
D i— LMP_accepted
initiating LM
LM
————————— LMP_switch_req
-~ LMP_accepted

Sequence 24: Master-slave switch accepted.
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initiating LM
LM
———————— LMP_switch_req
B —— LMP_not_accepted
initiating LM
LM
= LMP_switch_req
~t LMP_not_accepted

Sequence 25: Master-slave switch not accepted.

4.21 NAME REQUEST

422 NAME REQUEST

L MP supports name request to another Bluetooth device. The name is a user-friendly
name associated with the Bluetooth device and consists of a maximum of 248 bytes
coded according to the UTF-8 standard. The name is fragmented over one or more
DM1 packets. When the LMP_name_req is sent sent, a name offset indicates which
fragment is expected. The corresponding LMP_name_res carries the same name offset,
the name length indicating the total number of bytesin the name of the Bluetooth
device and the name fragment, where name fragment (N) = name (N + name offset) if
N + name offset < name length and name fragment (N) = O otherwise. Here
0<=N<=13. In thefirst sent LMP_name_req name offset=0. Sequence 26 is repeated
until theinitiator has collected all fragments of the name.where:

M/O PDU Contents

M LMP_name _req name offset

M LMP_name _res name offset
name length
name fragment

Table 4.16: PDUs used for name request.

» namefragment(N) = name(N + name offset), if (N + name offset) < name length

» name fragment(N) = O ,otherwise.

Here O£ N £ 13. Inthefirst sent LMP_name_reg, name offset=0. Sequence 26 is then
repeated until the initiator has collected all fragments of the name.

M/O PDU Contents

M LMP_name _req name offset

Table 4.17: PDUs used for name request.
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M LMP_name res name offset
name length
name fragment

Table 4.17: PDUs used for name request.

initiating LM
LM
. LMP_name_req
B — LMP_name_res
initiating LM
LM
L LMP_name_req
-t LMP_name_res

Sequence 26: Device's hame requested and it responses.

4.23 DETACHDETACH

The connection between two Bluetooth devices can be closed anytime by the master or
the dave. A reason parameter isincluded in the message to inform the other party of
why the connection is closed.

M/O PDU Contents

M LMP_detach reason

Table 4.18: PDU used for detach.

initiating LM
LM

—»I LMP_detach

initiating LM
LM

—»I LMP_detach

Sequence 27: Connection closed by sending LMP_detach.

216 10 Januarv 2000 The Procedure Rules and PDUs



BLUETOOTH SPECIFICATION Version 1.0 B page 21/ of 1082

Link Manager Protocol W‘ Bluetﬂoth
424 HOLD MODE

425 HOLD MODE

The ACL link of a connection between two Bluetooth devices can be placed in hold
mode for a specified hold time. During thistime no ACL packets will be transmitted
from the master. The hold modeistypically entered when thereis no need to send data
for arelatively long time. The transceiver can then be turned off in order to save power.
But the hold mode can also be used if adevice wants to discover or be discovered by
other Bluetooth devices, or wantsto join other piconets. What a device actually does
during the hold time is not controlled by the hold message, but it is up to each device to
decide.

M/O PDU Contents
O LMP_hold hold time
(@) LMP_hold_req hold time

Table 4.19: PDUs used for hold mode.

4.25.1 Master forces hold mode

The master can force hold mode if there has previously been arequest for hold mode
that has been accepted. The hold time included in the PDU when the master forces hold
mode cannot be longer than any hold time the slave has previously accepted when
there was a request for hold mode.

Master Slave
LM LM

—»I LMP_hold

Master Slave
LM LM

—»I LMP_hold

Sequence 28: Master forces slave into hold mode.
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4.25.2 Slave forces hold mode

Master Slave
LM LM
— LMP_hold
———————————— LMP_hold

The slave can force hold mode if there has previously been arequest for hold mode that
has been accepted. The hold time included in the PDU when the slave forces hold
mode cannot be longer than any hold time the master has previously accepted when
there was a request for hold mode.

Master Slave
LM LM
— LMP_hold
———————————— LMP_hold

Sequence 29: Save forces master into hold mode.

4.25.3 Master or daverequests hold mode

The master or the slave can request to enter hold mode. Upon receipt of the request, the
same request with modified parameters can be returned or the negotiation can be termi-
nated. If an agreement is seen LMP_accepted terminates the negotiation and the ACL
link is placed in hold mode. If no agreement is seen, LMP_not_accepted with the rea-
son code unsupported parameter val ue terminates the negotiation and hold mode is not
entered.

initiating
LM LM
———————— LMP_hold_req
B —— LMP_hold_req
e LMP_hold_req
B — LMP_accepted or LMP_not_accepted

Sequence 30: Negotiation for hold mode.
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4,26 SNIFF MODE

initiating
LM LM
———————— LMP_hold_req
B —— LMP_hold_req
- LMP_hold_req
B — LMP_accepted or LMP_not_accepted

Sequence 31: Negotiation for hold mode.

427 SNIFF MODE

To enter sniff mode, master and slave negotiate a sniff interval T, and a sniff offset,
Dgnit, Which specifies the timing of the sniff slots. The offset determines the time of

the first sniff dot; after that the sniff slots follows periodically with the sniff interval
Tqnifs- TO avoid problems with aclock wrap wrap-around during the initialisation ini-

tialization, one of two optionsis chosen for the calculation of the first sniff slot. A tim-
ing control flag in the message from the master indicates this. Note: Only bitl of this
fieldisvalid.

When thelink isin sniff mode the master can only start atransmission in the sniff slot.
Two parameters control the listening activity in the slave. The sniff attempt parameter
determines for how many slots the slave must listen, with beginning at the sniff dlot,
even if it does not receive a packet with its own AM address. The sniff timeout param-
eter determine determines for how many additional slots the slave must listen aslong
asif it receives continues to recelve only packets with its own AM address.

M/O | PDU Contents

@) LMP_sniff timing control flags
Dniff

Tnif

sniff attempt

sniff timeout

(@) LMP_sniff_req timing control flags
Dgitf

Tnif

sniff attempt

sniff timeout

(@) LMP_unsniff_req -

Table 4.20: PDUs used for sniff mode.
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4.27.1 Master forcesa daveinto sniff mode

Master Slave
LM LM

—»I LMP_sniff

Master Slave
LM LM

—»I LMP_sniff

Sequence 32: Master forces slave into sniff mode.

4.27.2 Master or daverequests sniff mode

The master or the slave can request to enter sniff mode. Upon receipt of the request, the
same request with modified parameters can be returned or the negotiation can be termi-
nated. If an agreement is seen LMP_accepted terminates the negotiation and the ACL
link is placed in sniff mode. If no agreement is seen, LMP_not_accepted with the rea-
son code unsupported parameter val ue terminates the negotiation and sniff mode is not
entered.

initiating
LM LM
———————— LMP_sniff_req
B —— LMP_sniff_req
e LMP_sniff_req
B — LMP_accepted or LMP_not_accepted

Sequence 33: Negotiation for sniff mode. The double-arrowed line means that either theinitiating LM or
the other LM sends the message.

initiating
LM LM
————————— LMP_sniff_req
~t LMP_sniff_req
e LMP_sniff_req
B — LMP_accepted or LMP_not_accepted

Sequence 34: Negotiation for sniff mode.
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4.27.3 Moving a slave from sniff mode to active mode

Sniff modeis ended by sending the PDU LMP_unsniff_req. The requested device must
reply with LMP_accepted. If the slave requestsit will enter active mode after receiving
LMP_accepted. If the master requests, the slave will enter active mode after receiving
LMP_unsniff_reqg.

initiating LM
LM
—————— LMP_unsniff_req
D i— LMP_accepted
initiating LM
LM
———————— LMP_unsniff_req
-~ LMP_accepted

Sequence 35: Save moved from sniff mode to active mode.

4.28 PARK MODE

429 PARK MODE

If adlave does not need to participate in the channel, but still should be FH synchro-
nised FH-synchronized, it can be placed in park mode. In this mode the device gives up
itsAM_ADDR but still re-synchronises synchronizes to the channel by waking up at
the beacon instants separated by the beacon interval. The beacon interval, a beacon off-
set and aflag indicating how the first beacon instant is calcul ated determine the first
beacon instant. After this the beacon instants follow periodically with at the predeter-
mined beacon interval. At the beacon instant the parked slave can be activated again by
the master, the master can change the park mode parameters, transmit broadcast infor-
mation or let the parked slaves request access to the channel.

All messages PDUs sent from the master to the parked slaves are broadcast broadcast.
These PDUs (LMP_set_broadcast_scan_window, LMP_modify beacon,
LMP_unpark_BD_addr_reqand LMP_unpark_PM_addr_req) are the only PDUs that
can be sent to aslave in park mode and the only PDUs that can be broadcast. To
increase reliability for broadcast, the packets are made as short as possible. Therefore
the format for these LM P messages PDUs are somewhat different. The parameters are
not always byte-aligned and the length of the messages PDUs is variable.

The messages for controlling the park mode include many parameters, which are all
defined in Baseband Specification Section 10.8.4, on page 115Baseband Specification
Section 10.8.4, on page 115. When aslave is placed in park modeit isassigned a
unique PM_ADDR, which can be used by the master to unpark that slave. The all-zero
PM_ADDR has aspecial meaning; itisnot avalid PM_ADDR. If adeviceisassigned
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thisPM_ADDR, it must be identified with its BD_ADDR when it is unparked by the
master.

M/O PDU Contents

@) LMP_park_req -

timing control flags
Dg

Tg

Ng

Dg
PM_ADDR
AR_ADDR
o} LMP_park NBgeep
DBsIeep
Dacce%
Tacc%
Nacc-slots
NpoII

M access
access scheme

timing control flags
o] LMP_set_broadcast_scan_window Dg (optional)
broadcast scan window

timing control flags
Dg (optional)

T

Ng

Dg

(0] LMP_modify_beacon D access

Taccess
N acc-slots
N poll

M access
access scheme

timing control flags

Dg (optional)

AM_ADDR

PM_ADDR

AM_ADDR (optional)
PM_ADDR (optional)

(totally 1-7 pairs of AM_ADDR,
PM_ADDR)

(@) LMP_unpark_PM_ADDR _req

Table 4.21: PDUs used for park mode..
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M/O PDU Contents
timing control flags
Dg (optional)
AM_ADDR

LMP k_ BD_ADDR -
© —Hnpark_=b_ he BD_ADDR

AM_ADDR (optional)
BD_ADDR (optional)

Table 4.21: PDUs used for park mode..

4.29.1 Master forcesadaveinto park mode

Master Slave
LM LM

—»I LMP_park

The master can force park mode. The master finalizes the transmission of the current
L2CAP message and then sends LMP_park. When this PDU isreceived by the Slave, it
finalizes the transmission of the current L2CAP message and then sends
LMP_accepted.

Masier Slawe
LEA M
- LMP_acceptad

Sequence 36: Save forced into park mode.

4.29.2 Master requests slave to enter park mode

Master Slave
LM LM
——————— LMP_park_req
-~ LMP_accepted
> LMP_park

The master can request park mode. The master finalizes the transmission of the current
L2CAP message and then sends LMP_park_req. If the slave accepts to enter park
mode it finalizes the transmission of the current L2CAP message and then responds
with LMP_accepted. Finally the master sends LMP_park. If the Slave regjects park
mode it sends LMP_not_accepted.
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Master
LM LM

Slave

—————————————————— |
|—————————
——————— |

LMP_park_req
LMP_accepted
LMP_park

Sequence 37: Save acceptsto be placed in park mode.

Master
LM LM

Slave

F——————— P
|—————————

LMP_park_req
LMP_not_accepted

Sequence 38: Save accepts rejects to be placed in park mode.

Master
LM

Slave
LM

F——————————— P
| ———————————

LMP_park_req
LMP_not_accepted

4.29.3 Slave rgectsrequeststo be placed in park mode.

The dlave can request park mode. The slave finalizes the transmission of the current
L2CAP message and then sends LMP_park_req. If the master accepts park mode it
finalizes the transmission of the current L2CAP message and then sendsLMP_park. If
the master rejects park mode it sends LMP_not_accepted.

Master Slave
LM LM
|

LMP_park_req
LMP_park

Sequence 39: Master accepts and places slave in park mode.

Master Slave
LM LM
|

LMP_park_req
LMP_park

Sequence 40: Master accepts and places slave in park mode.
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Master Slave
LM LM
e — LMP_park_req
EE— LMP_not_accepted

Sequence 41: Master rejects to place slave in park mode.
Sequence 42: Master rejects to place slave in park mode.

4.29.4 Master setsup broadcast scan window

If more broadcast capacity is needed than the beacon train, the master can indicate to
the slaves that more broadcast information will follow the beacon train by sending
LMP_set_broadcast_scan_window. This message is always sent in a broadcast packet
at the beacon dlot(s). The scan window starts in the beacon instant and is only valid for
the current beacon.

Master All slaves
LM LM

—>| LMP_set_broadcast_scan_window

Master All slaves
LM LM

—>| LMP_set_broadcast_scan_window

Sequence 43: Master notifies all slaves of increase in broadcast capacity.

4.29.5 Master modifies beacon parameters

When the beacon parameters change the master notifies the parked slaves of this by
sending LMP_modify_beacon. This message isaways sent in abroadcast packet at the
beacon dlot(s).
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Master All slaves
LM LM

—>| LMP_modify_beacon

Master All slaves
LM LM

—>| LMP_modify_beacon

Sequence 44: Master modifies beacon parameters.

4.29.6 Unparking slaves

The master can unpark one or many slaves by sending a broadcast LM P message
including the PM_ADDR or the BD_ADDR of the device(s) it wishesto unpark at the
beacon dlot(s). This message also includesthe AM_ADDR that the master assigns to
the slave(s). After sending this message, the master must check the success of the
unpark by polling each unparked slave, i.e. sending POLL or NULL packets, so that
the slave is granted access to the channel. The unparked slave must then send a
response with LMP_accepted. If this message is not received from the slave within a
certain time after the master sent the unpark message, the unpark failed and the master
must consider the slave as still being in park mode.

One message is used where the parked device is identified with the PM_ADDR, and
another message is used where it isidentified with the BD_ADDR. Both messages
have variable length depending on the number of slaves the master unparks. For each
slave the master wishes to unpark an AM_ADDR followed by the PM/BD_ADDR of
the device that is assigned thisAM_ADDR isincluded in the payload. If the slaves are
identified with the PM_ADDR amaximum of 7 slaves can be unparked with the same
message. If they are identified with the BD_ADDR a maximum of 2 slaves can be
unparked with the same message.
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Master All slaves
LM LM
I— LMP_unpark_BD_ADDR_req
Dand—— LMP_accepted (from 1* unparked slave)
- LMP_accepted (from 2™ unparked slave)
Master All slaves
LM LM
I— LMP_unpark_BD_ADDR_req
I d— LMP_accepted (from 1* unparked slave)
- LMP_accepted (from 2™ unparked slave)

Sequence 45: Master unparks slaves addressed with their BD_ADDR.

Master All slaves
LM LM
= LMP_unpark_PM_ADDR_req
- LMP_accepted (from 1% unparked slave)
PEEE— LMP_accepted (from 2" unparked slave)
- LMP_accfepted (from 7" unparked slave)
Master All slaves
LM LM
= LMP_unpark_PM_ADDR_req
- LMP_accepted (from 1* unparked slave)
PEEE— LMP_accepted (from 2" unparked slave)
- LMP_accfepted (from 7" unparked slave)

Sequence 46: Master unparks slaves addressed with their PM_ADDR.
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4,30 POWER CONTROL

431 POWER CONTROL

If the RSSI value differs too much from the preferred value of a Bluetooth device, it
can request an increase or a decrease of the other device’s TX power. Upon receipt of
this message, the output power isincreased or decreased one step, see Radio Specifica
tion Section 3.1, on page 21. See Radio Specification Section 3.1, on page 21 for the
definition of the step size. At the master side the TX power is completely independent
for different slaves; arequest from one slave can only effect the master’s TX power for
that same slave.

M/O | PDU Contents

@) LMP_incr_power_req TBD for future use (1
Byte)

(@) LMP_decr_power_req TBD for future use (1
Byte)

@) LMP_max_power -

(@) LMP_min_power -

Table 4.22: PDUs used for power control.

Initiating LM
LM
LMP_incr_power_req
or
LMP_decr_power_req
Initiating LM
LM
LMP_incr_power_req
or
LMP_decr_power_req

Sequence 47: A device requests a change of the other device's TX power.

If the receiver of LMP_incr_power_req aready transmits at maximum power
LMP_max_power isreturned. The device may then only request for an increase again
after having requested for a decrease at least once. Similarly, if the receiver of
LMP_decr_power_req already transmits at minimum power then LMP_min_power is
returned and the device may only request for a decrease again after having requested
for an increase at least once.
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Initiating LM
LM
———————— LMP_incr_power_req
B — LMP_max_power
Initiating LM
LM
= LMP_incr_power_req
-t LMP_max_power

Sequence 48: The TX power cannot be increased.

Initiating LM
LM
= LMP_decr_power_req
—t LMP_min_power
Initiating LM
LM
———————— LMP_decr_power_req
B —— LMP_min_power

Sequence 49: The TX power cannot be decreased.

One byteisreserved in LMP_incr/decr_power_req for future use. It could could, for
example, be the mismatch between preferred and measured RSSI. The receiver of
LMP_incr/decr_power_req can perhaps could then use this value to adjust to the cor-
rect power at once, instead of only changing it one step for each request. The parameter
value must be 0x00 for all versions of LMP where this parameter is not yet defined.

432 CHANNEL QUALITY DRIVEN CHANGE BETWEEN DM
AND DH

433 CHANNEL QUALITY-DRIVEN CHANGE BETWEEN DM
AND DH

A deviceis configured to aways use DM packets or to always use DH packets or to
automatically adjust its packet type according to the quality of the channel. Neverthe-
less, all devices are capable of transmitting either DM or DH packets. The difference
between DM and DH is that the payload in aDM packet is protected with a 2/3 FEC
code, whereas the payload of a DH is not protected with any FEC. If adevice wantsto
automatically adjust between DM and DH it sends LMP_auto_rate to the other device.
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Based upon quality measuresin LC, the device determinesif throughput will be
increased by a change of packet type. If so, LMP_preferred rate is sent to the other
device. The PDUs used for this are:

M/O PDU Contents
O LMP_auto_rate -
(@) LMP_preferred_rate datarate

Table 4.23: PDUs used for quality driven change of the data rate.

L

<

J

LMP_auto_rate

L

<

J

LMP_auto_rate

Sequence 50: The left-hand unit is configured to automatically change between DM and DH.

L

<

LMP_preferred_rate

L

<

LMP_preferred_rate

Sequence 51: The right-hand device orders the left-hand device to change data rate.

230

10 Januarv 2000 The Procedure Rules and PDUs



BLUETOOTH SPECIFICATION Version 1.0 B page 231 of 1082

Link Manager Protocol W‘ Bluetooth
4.34 QUALITY OF SERVICE QUALITY OF SERVICE (Qo0S)

The Link Manager provides Quality of Service capabilities that support bandwidth
allocation and latency control. The Link Manager, of the device that is the master of
the piconet, uses a polling list to determine when slaves are queried and the time inter-
val between consecutive queries to each dave.

Two PDUs provide the means to modify the polling list of the master. The Link Man-
ager of the master of the piconet uses the maximum poll interval for a connection to
adjust the polling list. The master and the slave for a connection determine the maxi-
mum poll interval. By adjusting the polling list the master can control the bandwidth
allocated for each ACL connection and the latency between consecutive queriesto the
slave. The maximum poll interval is the maximum tolerable time interval between con-
secutive master pollsthat a slave accepts for the connection. When the maximum poll
interval is determined, the master guaranties that the slave will be polled every N base-
band dlots.

The Link Manager provides Quality of Service capabilities. A poll interval, which is
defined as the maximum time between subsequent transmissions from the master to a
particular slave, is used to support bandwidth allocation and latency control. The poll
interval is guaranteed except when there are collisions with page, page scan, inquiry
and inquiry scan.

In addition, the master notifies and slave negotiate the slave of the number of repeti-
tions for broadcast packets (NBC), see Baseband Specification Section 5.3, on page
68Baseband Specification Section 5.3, on page 68.

M/

O PDU Contents

M LMP_quality of_service poll interval
Ngc

M LMP_guality_of_service req poll interval
Ngc

Table 4.24: PDUs used for quality of service.

4.34.1 Master notifiessave of the quality of service

In this case the master notifies the slave of the new maximum poll intervalpoll interval
and Ngc. The slave cannot reject the notification.
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Master
LM

Slave
LM

——

LMP_quality_of_service

Master
LM

Slave
LM

——

LMP_quality_of_service

Sequence 52: Master notifies slave of new maximum poll intervalquality of service.
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4.34.2 Master Devicerequests slave for a new quality of service

In this case the master requests a new maximum poll interval for aparticular slave. The
slave can either accept or reject the requested maximum poll interval. Thiswill alow
the master and slave to dynamically renegotiate the maximum poll interval as needed.

Master Slave
LM LM
= LMP_quality_of service_req
-~ LMP_accepted

In this case the master or slave requests a new poll interval and Ngc.
The parameter Ng¢ is meaningful only when it is sent by a master to asave. For trans-

mission of LMP_quality of service req PDUsfrom aslave, this parameter isignored
by the master. The request can be accepted or rejected. Thiswill alow the master and
dlave to dynamically negotiate the quality of service as needed.

Initiating
LM LM
R LMP_quality_of_service_req
- LMP_accepted

Sequence 53: Save Device accepts new maximum poll interval.quality of service

Master Slave
LM LM
———————— LMP_quality_of_service_req
B —— LMP_not_accepted

Sequence 54: Save rejects new maximum poll interval.

4.34.3 Slaverequests master for a new maximum poll interval

In this case the slave requests the master for anew maximum poll interval. The master
can either accept or reject the request maximum poll interval. Thiswill allow the mas-
ter and slave to dynamically renegotiate the maximum poll interval as needed.

Master Slave
LM LM
e — LMP_quality_of_service_req
——————— LMP_accepted

Sequence 55: Master accepts new maximum poll interval.
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Initiating
LM LM
R LMP_quality_of_service_req
- LMP_not_accepted

Sequence 56: Master Device rejects new maximum poll interval quality of service.

Sequence 57: Master rejects new maximum poll interval.

4.35 SCO LINKSLINKS

When a connection has been established between two Bluetooth devices the connec-
tion consists of an ACL link. One or more SCO links can then be established. The SCO
link reserves slots separated by the SCO interval, T, Thefirst slot reserved for the

SCO link is defined by Ty, and the SCO delay, Dg.,. After that the SCO dlots follows

periodically with the SCO interval. To avoid problems with awrap wrap-around of the
clock during initialisation initialization of the SCO link, aflag indicating how the first
SCO dlot should be calculated is included in a message from the master. Note: Only
bit0 and bitl of thisfield isvalid. Each SCO link is distinguished from all other SCO
links by an SCO handle. The SCO handle zero is never used.

M/O PDU Contents

SCO handle
timing control flags

. DS:O
(@) LMP_SCO _link_req T
SCO
SCO packet
air mode

SCO handle
reason

(0] LMP_remove _SCO_link_req

Table 4.25: PDUs used for managing the SCO links.

4.35.1 Master initiatesan SCO link

When establishing an SCO link the master sends arequest with parameters that specify
the timing, packet type and coding that will be used on the SCO link. For each of the
SCO packets Bluetooth supports three different voice coding formats on the air-inter-
face: mlaw log PCM, A-law log PCM and CVSD.

The dots used for the SCO links are determined by three parameters controlled by the
master: Tgo, Dgo and aflag indicating how thefirst SCO slot should be calculated. After

the first dot, the SCO dots follows periodically with the T,

If the slave does not accept the SCO link, but iswilling to consider another possible set
of SCO parameters, it can indicate what it does not accept in the error reason field of
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LMP_not_accepted. The master then has the possibility to issue a new request with
modified parameters.

The SCO handle in the message must be different from any already existing SCO
link(s).

master slave
LM LM
= LMP_SCO_link_req
~t LMP_accepted or LMP_not_accepted
master slave
LM LM
———————— LMP_SCO_link_req
B —— LMP_accepted or LMP_not_accepted

Sequence 58: Master requests an SCO link.

4.35.2 Slaveinitiatesan SCO link

The slave can also initiate the establishment of an SCO link. The slave sends
LMP_SCO_link_req, but the parameters: parameters timing control flags and Dg., are

invalid aswell asthe SCO handle, which must be zero. If the master is not capable of
establishing an SCO link link, it replies with LMP_not_accepted. Otherwise it sends
back LMP_SCO_link_req. This message includes the assigned SCO handle, Dy, and

the timing control flags. For the other parameters parameters, the master should try to
use the same parameters as in the slave request, but ; if the master cannot meet that
request request, it is allowed to use other values. The slave must then reply with
LMP_accepted or LMP_not_accepted.

master slave
LM LM
- LMP_SCO_link_req
- LMP_not_accepted

Sequence 59: Master rejects slave’ s request for an SCO link.
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master slave
LM LM
- LMP_SCO_link_req
A —— LMP_SCO_link_req
I — LMP_accepted or LMP_not_accepted
master slave
LM LM
-t LMP_SCO _link_req
—— LMP_not_accepted

Sequence 60: Master rejects slave's request for an SCO link.

master slave
LM LM

st LMP_SCO _link_req
e LMP_SCO _link_req
g LMP_accepted or LMP_not_accepted

Sequence 61: Master accepts slave’s request for an SCO link.

4.35.3 Master requests change of SCO parameters

The master sends LMP_SCO _link_req, where the SCO handle is the handle of the
SCO link the master wishes to change parameters for. If the slave accepts the new
parameters parameters, it replies with LMP_accepted and the SCO link will change to
the new parameters. If the slave does not accept the new parameters parameters, it
replieswith LMP_not_accepted and the SCO link isleft unchanged. When the slave
replieswith LMP_not_accepted it shall indicate in the error reason parameter what it
does not accept. The master can then try to change the SCO link again with modified
parameters. The sequenceis the same asin Section 4.35.1 on page 234.

4.35.4 Slaverequestschange of SCO parameters

The slave sends LMP_SCO _link_req, where the SCO handle is the handle of the SCO
link the slave wishes to change parametersfor. The parameterstiming control flagsand
D4y are not valid in this message. If the master does not accept the new parameters it

replieswith LMP_not_accepted and the SCO link isleft unchanged. If the master
accepts the new parametersit replieswith LMP_SCO _link_req LMP_SCO link_req,
where it must use the same parameters as in the slave request. When receiving this
message the slave replies with LMP_not_accepted if it does not accept the new param-
eters. The SCO link is then left unchanged. If the slave accepts the new parameters it
replieswith LMP_accepted and the SCO link will change to the new parameters. The
sequence is the same as in Section 4.35.2 on page 235.
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4.35.5 Remove an SCO link

Master or slave can remove the SCO link by sending arequest including the SCO han-
dle of the SCO link to be removed and a reason indicating why the SCO link is
removed. The receiving party must respond with LMP_accepted.

initiating
LM LM
= LMP_remove_SCO_link_req
-~ LMP_accepted

Sequence 62: SCO link removed.

436 CONTROL OF MULTI-SLOT PACKETS

initiating
LM LM
= LMP_remove_SCO_link_req
-~ LMP_accepted

Sequence 63: SCO link removed.

437 CONTROL OF MULTI-SLOT PACKETS

The number of slots used by aslave in itsreturn packet can be limited. The master can
force each allows the slave to use amaximal number of slots by sending the PDU
LMP_max_dlots providing max slots as parameter. Each slave can request to use a
maximal number of sots by sending the PDU LMP_max_slot_req providing max slots
as parameter. The default valueis 1 dot, i.e. if the Slave has not been informed about
the number of dlots, it may only use 1-slot packets. Two PDUs are used for the control
of multi-slot packets.

M/O PDU Contents
M LMP_max_slot max slots
M LMP_max_slot_req max slots

Table 4.26: PDUs used to control the use of multi-slot packets.
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Master Slave
LM LM

—>| LMP_max_slot

Master Slave
LM LM

—>| LMP_max_slot

Sequence 64: Master allows slave to use a maximal number of slots.

Master Slave
LM LM
-t LMP_max_slot_req
= LMP_accepted
Master Slave
LM LM
e — LMP_max_slot_req
——————— LMP_accepted

Sequence 65: Save requests to use a maximal number of slots. Master accepts.

Master Slave
LM LM
e — LMP_max_slot_req
EE— LMP_not_accepted
Master Slave
LM LM
-t LMP_max_slot_req
EEE— LMP_not_accepted

Sequence 66: Save requests to use a maximal number of slots. Master rejects.
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4.38 PAGING SCHEMEPAGING SCHEME

In addition to the mandatory paging scheme scheme, Bluetooth defines optional paging
schemes, ; see Appendix VI, on page 983* Appendix VII” on page 999. LMP provides
ameans to negotiate the paging scheme scheme, which is to be used the next time a
unit is paged.

M/O PDU Contents

@) LMP_page mode req paging scheme
paging scheme settings
(@) LMP_page scan_mode req paging scheme
paging scheme settings

Table 4.27: PDUs used to request paging scheme.

4.38.1 Page mode

This procedureisinitiated from device A and negotiates the paging scheme used when
device A pagesdevice B. Device A proposes a paging schemeincluding the parameters
for this scheme and device B can accept or reject. On rejection the old setting is not
changed. A request to switch back to the mandatory scheme may be rejected.

A B
LM LM
———————————— LMP_page_mode_req
-t LMP_accepted or LMP_not_accepted
A B
LM LM
——————————— LMP_page_mode_req
B LMP_accepted or LMP_not_accepted

Sequence 67: Negotiation for page mode.

4.38.2 Page scan mode

This procedureisinitiated from device A and negotiates the paging scheme used when
device B pagesdevice A. Device A proposes a paging schemeincluding the parameters
for this scheme and device B can accept or reject. On rejection the old setting is not
changed. A request to switch to the mandatory scheme must be accepted.
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A B
LM LM
——————— LMP_page_scan_mode_req
- LMP_accepted or LMP_not_accepted
A B
LM LM
EE— LMP_page_scan_mode_req
-t LMP_accepted or LMP_not_accepted

Sequence 68: Negotiation for page scan mode
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439 LINK SUPERVISIONSUPERVISION

Each Bluetooth link has atimer that is used for link supervision. Thistimer is used to
detect link loss caused by devices moving out of range, power down of adevice a
device' s power-down, or other similar failure cases. The schemefor link supervisionis
described in Baseband Specification Section 10.11, on page 126Baseband Specifica-
tion Section 10.11, on page 126. An LMP procedure is used to set the value of the
supervision timeout.

M/O PDU Contents

M LMP_supervision_timeout supervision timeout

Table 4.28: PDU used to set the supervision timeout.

master slave
LM LM
—»I LMP_supervision_timout
master slave
LM LM
—»I LMP_supervision_timeout

Sequence 69: Setting the link supervision timeout.
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5 CONNECTION ESTABLISHMENT

After the paging procedure, the master must poll the slave by sending POLL or NULL
packets, with amax poll interval as defined in Table 7.8 on page 259. LMP procedures
that do not require any interactions between the LM and the host at the paged unit’'s
side can then be carried out.

Paging Paged
unit unit

- Baseband page procedure

- | LMP procedures that needs no
interaction between LM and host at
the paged device’s side.
LMP_host_connection_req
LMP_accepted or LMP_not_accepted

- ————
LMP procedures for pairing,

- = authentication and encryption.

™ LMP_setup_complete

- LMP_setup_complete
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6 CONNECTION ESTABLISHMENT

After the paging procedure, the master must poll the slave by sending POLL or NULL
packets, with amax poll interval as defined in Table 7.8 on page 259. LMP procedures
that do not require any interactions between the LM and the host at the paged unit’s
side can then be carried out.

Paging Paged
unit unit

- Baseband page procedure

- | LMP procedures that needs no
interaction between LM and host at
the paged device’s side.
LMP_host_connection_req
LMP_accepted or LMP_not_accepted

- ————
LMP procedures for pairing,

- = authentication and encryption.

— LMP_setup_complete

- LMP_setup_complete

Figure 6.1: Connection establishment.

When the paging device wishes to create a connection involving layers above LM, it
sends LMP_host_connection_reg. When the other side receives this message message,
the host isinformed about the incoming connection. The remote device can accept or
regject the connection request by sending LMP_accepted or LMP_not_accepted.

When a device does not require any further link set-up procedures procedures, it will
send LMP_setup_complete. The device will still respond to requests from the other
device. When the other device is also that oneis ready with link set-up up, it will send
LMP_setup_complete. After thisthis, the first packet on alogical channel different
from LMP can then be transmitted.

M/O PDU Contents
M LMP_host_connection_req -
M LMP_setup_complete -

Table 6.1: PDUs used for connection establishment.
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7 SUMMARY OF SUMMARY OF PDUs

. Position
LMP PDU '(‘ber;%g' gg o tpa":a Zbigen Contents in
y P payload
LMP_accepted 2 3 B\'\;I v m« s |opcode 2
LMP_au_rand 17 11 DM1 |m« s [random number 2-17
DMY/
LMP_auto_rate 1 35 DV m« s |-
LMP_clkoffset_req 1 5 LYY m® s |-
DV
LMP_clkoffset_res 3 6 B\l\;l v m- s |clock offset 2-3
LMP_comb_key 17 9 DM1 |m« s [random number 2-17
TBD
LMP_decr_power req 2 32 DM1/ m« s 2
DV for future use
LMP_detach 2 7 DU m« S (reason 2
DV
LMP_encryption key size r DMY/ .
- 2 16 DV m« s |keysize 2
WA e (s 2 15 Y m « s |encryption mode 2
req DV
DMY/
LMP_features req 9 39 DV m« s |features 2-9
LMP_features res 9 40 B\I\;I L m« s |features 2-9
LMP_host_connection req |1 51 B\'\;I v m« s |-
LMP_hold 3 20 B\'\;'ll m« s |holdtime 2.3
LMP_hold req 3 21 B\'\;'ll m« s |holdtime 2.3
: DM1/ TBD
LMP_incr_power_r 2 31 m« s 2
SRS DV for future use
LMP_in_rand 17 8 DM1 |m« s [random number 2-17
LMP_max_power 1 33 B\I\;I c m« s |-

Table 7.1: Coding of the different LM PDUs.
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Length |op  |Packet |Possble Position
LMP PDU g P O o ontents in
(bytes) |code |type |direction payload
LMP_max_slot 2 45 B\l\;l v m® s |maxslots 2
LMP_max_slot_req 2 46 B\I\;I c m- s |max slots 2
. DM1/
LMP_min_power 1 34 DV m« s |-
timing control flags 2
Dg 3-4
Tg 5-6
Ng 7
Dg 8
11
LMP_modify_beacon or 28 DM1 m® s |Dgccess 9
13
Taccess 10
Nacc-slots 11
NpoII 12
Maccess 13:0-3
access scheme 13:4-7
LMP_name _req 2 1 B\'\;I v m« s |name offset 2
name offset 2
LMP_name res 17 2 DM1 |m« s |namelength 3
name fragment 4-17
op code 2
LMP_not_accepted 3 4 B\'\;I v m« S
reason 3
DM 1/ paging scheme 2
LMP_page mode req 3 53 DV m« S
paging scheme settings |3
DM1/ paging scheme 2
LMP_page scan _mode req |3 54 DV m« s
paging scheme settings |3

Table 7.1: Coding of the different LM PDUs.
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Length |op  |Packet |Possible Position
Lo ® ti:) code |type  |direstion |CONteNts in
y P payload
timing control flags 2
Dg 3-4
Tg 5-6
Ng 7
Dg 8
PM_ADDR 9
AR_ADDR 10
LMP_park 17 26 DM |m® s |NBsieep 11
I:)leeep 12
Daccess 13
Taccess 14
Nacc-slots 15
NpoII 16
Maccess 17:0-3
access scheme 17:4-7
DM1/
LMP_park_req 1 25 DV m« s |-
DMY/
LMP_preferred_rate 2 36 DV m« s |datarate 2
poll interval 2-3
LMP_quality of service |4 41 LYY m® s
DV Ngc 4
LMP_quality of service re DM1/ poll interval 23
4 42 m« s
g bV Nec 4
LMP_remove _SCO _link_re DMY/ SCO handle 2
3 44 DV m« s
q reason 3

Table 7.1: Coding of the different LM PDUs.
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: Position
LMP PDU '(‘ber;%g' gg o tpa":a Zbigen Contents in
y P payload
SCO handle 2
timing control flags 3
DS.’;O 4
LMP_SCO _link_req 7 43 DM1/ m« s
DV
TS:O 5
SCO packet 6
air mode 7
timing control flags 2
Liol® 52 foreze essl 4006 |27 |DM1 |m® s |Dg 34
scan_window
broadcast scanwindow  |5-6
LMP_setup_complete 1 49 B\l\;l v m« s |-
slot offset 2-3
LMP_slot_offset 9 52 B\I\;I L m« s
BD_ADDR 4-9
timing control flags 2
Dniff 3-4
LMP_sniff 10 22 DM1 m® s |Tqys 5-6
sniff attempt 7-8
sniff timeout 9-10
timing control flags 2
Dt 3-4
LM P_Sniff_req 10 23 DM1 |m« s Tsniff 5-6
sniff attempt 7-8
sniff timeout 9-10
LMP_sres 5 12 B\'\;I v m « s |authenticationreponse 2-5
LMP_start_encryption_req |17 17 DM1 |m® s |random number 2-17
LMP_stop_encryption req |1 18 B\l\;l v m® s |-
LMP_supervision_timoutL DMLY/ supervision
MP_supervision_timeout e 2= DV M« S ltimouttimeout e
LMP_switch_req 1 19 B\'\;I v m« s |-
Table 7.1: Coding of the different LM PDUs.
SUMMARY OF Summarv of PDUs 10 Januarv 2000 247



BLUETOOTH SPECIFICATION Version 1.0 B page 248 of 1082

Link Manager Protocol W‘ BI
uetooth.
Length |op  |Packet |Possble Position
LMP PDU g P O o ontents in
(bytes) |code |type |direction payload
LMP_temp_rand 17 13 DM1 |m® s |random number 2-17
LMP_temp key 17 14 DM1 m® s |key 2-17
LMP_timing_accuracy req |1 47 B\'\;I v m« s |-
drift 2
LMP_timing_accuracy res |3 48 B\I\;I c m« S
jitter 3
LMP_unit_key 17 10 DM1 |m« s |key 2-17
timing control flags 2
Dg 3-4

AM_ADDR 1% unpark  |5:0-3
LMP_unpark_BD_ADDR_r variable |29 DM1 m® s
e AM_ADDR 2™ unpark |5:4-7
BD_ADDR 1% unpark |6-11

BD_ADDR 2Munpark |12-17

timing control flags 2
B 3-4

AM_ADDR 1% unpark  |5:0-3
LMP_unpark_PM_ADDR_r| .\ |49 DM1 m® s
& AM_ADDR 2™ unpark |5:4-7
PM_ADDR 1% unpark |6

PM_ADDR 2™ unpark |7

LMP_unsniff_req 1 24 B\I\;I c m« s |-
permanent 1o gyt mes |
VersNr 2
LMP_version_req 6 37 B\I\;I = m« s |Compld 3-4
SubVersNr 5-6
VersNr 2
LMP_version res 6 38 B\l\;l v m« s |Compld 34
SubVersNr 5-6

Table 7.1: Coding of the different LM PDUs.
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Notel: For LMP_set broadcast_scan_window, LMP_modify_beacon,
LMP_unpark_BD_ADDR_req and LMP_unpark_PM_ADDR_req the parameter Dg isS
optional. This parameter isonly present if bitO of timing control flags is 0. If the
parameter is not included, the position in payload for all parameters following Dg are
decreased by 2.

Note2: For LMP_unpark_ BD_ADDR the AM_ADDR and the BD_ADDR of the 2nd
unparked slave are optional. If only one slave is unparked AM_ADDR ond unpark
should be zero and BD_ADDR 2"% unpark is|eft out.

Note3: For LMP_unpark_PM_ADDR the AM_ADDR and the PM_ADDR of the 2nd
—7th unparked slaves are optional. If N slaves are unparked, the fields up to and includ-

ing the N unparked slave are present. If N is odd, the AM_ADDR (N+1)™ unpark
must be zero. The length of the messageisx + 3N/2if N iseven and x + 3(N+1)/2 -1 if
N is odd, where x = 2 or 4 depending on if the Dg isincluded or not incluDed Or Not

(see See Notel).

7.1 DESCRIPTION OF PARAMETERS

Length . .
Name (bytes) Type Unit Detailed
. 0: polling technique
access scheme 1 u_int4
1-15: Reserved
0: mlaw log
. . 1: A-law log
air mode 1 u_int8
- 2: CVSD
3-255: Reserved
AM_ADDR 1 u_int4
AR_ADDR 1 u_int8
authentication 4 multiple bytes
response
BD_ADDR 6 multiple bytes
br.oadcast scan 2 u_intl6 dots
window
(CLKN ¢, Slave -
15
clock offset 2 u_intl6 1.25ms CLKN 6.5 master) mod 2
M Shit of second byte not
used.
. see BT Assigned Numbers
Compld 2 uintl6 Section 2.1 on page 1002

Table 7.2: Parametersin LM PDUs.

SUMMARY OF Summarv of PDUs 10 Januarv 2000 249



BLUETOOTH SPECIFICATION Version 1.0 B

page 250 of 1082

Link Manager Protocol

Q" Bluetooth.

Name I(_be;r:%;? Type Unit Detailed
Daccess 1 u_int8 slots
Dg 2 u_intl6 dots
Dgseep 1 u_int8 slots
0: medium rate
datarate 1 u_int8 1: high rate
2-255: Reserved
drift 1 u_int8 ppm
Dgo 1 u_int8 slots
Dniff 2 u_int16 slots
0: no encryption
1: point to point encryption
encryption mode 1 u_int8 2: point to point and
broadcast encryption
3-255: Reserved
features 8 multiple bytes See Table 7.5 on page 256
hold time 2 u_intl6 slots
jitter 1 u_int8 ns
key 16 multiple bytes
key size 1 u_int8 byte
M access 1 u_int4 dots
max slots 1 u_int8 slots
Nace-slots 1 u_int8 slots
name fragment 14 multiple bytes UTF-8 characters.
name length 1 u_int8 bytes
name offset 1 u_int8 bytes
Ng 1 u_int8
Npc 1 u_int8
NBgeep 1 u_int8 slots
Npoll 1 u_int8 dots
op code 1 u_int8
Table 7.2: Parametersin LM PDUs.
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Length . .
Name (bytes) Type Unit Detailed
0: mandatory scheme
paging scheme 1 u_int8 1: optional scheme 1
2-255: Reserved
For mandatory scheme:
0: RO
1:R1
2:R2
paging scheme . 3-255: Reserved
. 1 u_int8 .
settings For optional scheme 1:
0: Reserved
1:R1
2:R2
3-255: Reserved
PM_ADDR 1 u_int8
poll interval 2 u_intl6 dots
random number 16 multiple bytes
. See Table 7.7 on page
reason 1 u_int8 258,
SCO handle 1 u_int8
0: HV1
1. HV2
SCO packet 1 u_int8 2: HV3
3: DV
4-255: Reserved
slot offset 2 u_intl6 ns 0 £ slot offset < 1250
sniff attempt 2 u_intl6 dots
sniff timeout 2 u_intl6 dlots
SubVersNr 2 u_intl6 Defined by each company
Supervision time- 2 u_int16 slots
out
T access 1 u_int8 dots
Tg 2 u_int16 slots

Table 7.2: Parametersin LM PDUs.
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Length : .
Name (bytes) Type Unit Detailed
bit0 = 0: no timing change
bit0 = 1: timing change
o bitl = 0: useinitialisation 1
]E'lg‘é:g control 1 u_ints bitl = 1: use initialisation 2
bit2 = 0: access window
bit2 = 1: no access window
bit3-7: Reserved
Teo 1 u_int8 slots
Tsniff 2 u_int16 slots
) 0: Bluetooth LMP 1.0
VersNr 1 u_int8
1-255: Reserved
Dg 1 u_int8 slots
Table 7.2: Parametersin LM PDUs.
7.2 DESCRIPTION OF PARAMETERS
Length : .
Name (bytes) Type Unit Detailed
) 0: polling technique
access scheme 1 u_int4
1-15: Reserved
0: mlaw log
. ) 1: A-law log
air mode 1 u_int8
- 2: CVsSD
3-255: Reserved
AM_ADDR 1 u_int4
AR_ADDR 1 u_int8
auithentication 4 multiple bytes
response
BD_ADDR 6 multiple bytes
br.oadcast scan 2 u_intl6 dots
window
(CLKN16_2 slave -
15
clock offset 2 u_intl6 1.25ms CLKN36.p master) mod 2
M Shit of second byte not
used.
Table 7.3: Parametersin LM PDUs.
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Table 7.3: Parametersin LM PDUs.

Name I(_beyqite;] Type Unit Detailed
Compld 2 u_intl6 zt?;gfggzdagleug?gs
Daccess 1 u_int8 slots
Dg 2 u_int16 dots
DBsesp 1 u_ints slots
0: medium rate
datarate 1 u_int8 1: high rate
2-255: Reserved
drift 1 u_int8 ppm
Dgo 1 u_int8 dots
Dgniff 2 u_int16 slots
0: no encryption
1: point-to-point encryption
encryption mode 1 u_int8 2: point-to-point and
broadcast encryption
3-255: Reserved
features 8 multiple bytes See Table 7.5 on page 256
hold time 2 u_intl6 dots
jitter 1 u_int8 ns
key 16 multiple bytes
key size 1 u_int8 byte
Maccess 1 u_int4 slots
max slots 1 u_int8 dlots
N cc-slots 1 u_int8 slots
name fragment 14 multiple bytes UTF-8 characters.
name length 1 u_int8 bytes
name offset 1 u_int8 bytes
Ng 1 u_int8
Npc 1 u_int8
NBseep 1 u_int8 slots
N poll 1 u_int8 dots
op code 1 u_int8

SUMMARY OF Summarv of PDUs
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Length : .
Name (bytes) Type Unit Detailed
0: mandatory scheme
paging scheme 1 u_int8 1: optional scheme 1
2-255: Reserved
For mandatory scheme:
0: RO
1:R1
2:R2
pag| ng scheme i 3-255: Reserved
. 1 u_int8 .
settings For optional scheme 1:
0: Reserved
1:R1
2:R2
3-255: Reserved
PM_ADDR 1 u_int8
poll interval 2 u_int16 dots
random number 16 multiple bytes
reason 1 U ints See Table 7.7 on page
- 258.
SCO handle 1 u_int8
0: HV1
) 1: Hv2
SCO packet 1 u_int8
2: HV3
3-255: Reserved
slot offset 2 u_intl6 ns 0 £ slot offset < 1250
sniff attempt 2 u_int16 dots
sniff timeout 2 u_intl6 slots
SubVersNr 2 u_int16 Defined by each company
Supervision time- 2 u_int16 slots
out -
T access 1 u_int8 slots
Tg 2 u_intl6 slots
Table 7.3: Parametersin LM PDUs.
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Length
(bytes)

Name Type Unit Detailed

bit0 = 0: no timing change
bit0 = 1: timing change
bitl = 0: useinitialization 1

timing control 1 u_int8 bitl = 1: useinitialization 2

flags
bit2 = 0: access window
bit2 = 1: no access window
bit3-7: Reserved
Tseo 1 u_int8 dlots
T it 2 u_int1l6 dots
. 0: Bluetooth LMP 1.0
VersNr 1 u_int8
1-255: Reserved
Dg 1 u_int8 dots

Table 7.3: Parametersin LM PDUs.

7.2.1 Coding of features

This parameter is a bitmap with information about which the Bluetooth radio-, base-
band baseband- and LMP features which adevice supports. The bit isset shall be oneif
the featureis supported. The feature parameter bits of the feature parameter that are not
defined in Table 7.5 must shall be zero.

@

Byte Supported feature

3-slot packets
5-slot packets
encryption

slof offset
timing accuracy
switch

hold mode

~N~ o o~ W N P O

sniff mode

Table 7.4: Coding of the parameter features.

SUMMARY OF Summarv of PDUs 10 Januarv 2000 255



BLUETOOTH SPECIFICATION Version 1.0 B

page 256 ot 1082

Link Manager Protocol

park mode

RSSI and power control
channel quality driven datarate
SCO link

HV 2 packets

HV 3 packets

u-law log

A-law log

CVvSD

P, O N O 0o A W N P+ O

paging scheme

Table 7.4: Coding of the parameter features.

@

Byte Supported feature

3-slot packets
5-slot packets
encryption

slot offset
timing accuracy
switch

hold mode

sniff mode

park mode

RSS|

channel quality driven datarate
SCO link

HV 2 packets

HV 3 packets

u-law log

A-law log

CVsD
paging scheme

N PO N O O B WO N P ON O O B O M, O

power control

Table 7.5: Coding of the parameter features.

Q" Bluetooth.
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7.2.2 List of error reasons

Thefollowing table contains the codes of the different error reasons used in LMP.

Reason Description
0x05 Authentication Failure
0x06 Key Missing

Max Number Of SCO Connections To A Device (The maximum number of SCO
Ox0A connections to a particle device has been reached. All allowed SCO connection
handles to that device are used.)

Host Rejected due to limited resources (The host at the remote side has rejected the
0x0D connection because the remote host did not have enough additional resources to
accept the connection.)

Host Rejected due to security reasons (The host at the remote side has rejected the
OxO0E connection because the remote host determined that the local host did not meet its
security criteria.)

Host Rejected due to remote device is only a personal device (The host at the
OxOF remote side has rejected the connection because the remote host is a personal device
and will only accept the connection from one particle remote host.)

Host Timeout (Used at connection accept timeout, the host did not respond to an

0x10 incoming connection attempt before the connection accept timer expired.)

0x13 Other End Terminated Connection: User Ended Connection

0x14 Other End Terminated Connection: Low Resources

0x15 Other End Terminated Connection: About to Power Off

0x16 Connection Terminated by Local Host

0x17 Repgated Att_empts (An a_luth.enticatiop or pairing attempt is made too soon after a
previously failed authentication or pairing attempt.)

0x18 Pairing Not Allowed

0x19 Unknown LMP PDU

Ox1A Unsupported LMP Feature

0x1B SCO Offset Rejected

0x1C SCO Interval Rejected

0x1D SCO Air Mode Rejected

Ox1E Invalid LMP Parameters

Ox1F Unspecified Error

0x20 Unsupported parameter value

Table 7.6: List of error reasons.
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Reason Description
0x05 Authentication Failure
0x06 Key Missing
Max Number Of SCO Connections To A Device (The maximum number of SCO
Ox0A connections to a particle device has been reached. All allowed SCO connection han-
dlesto that device are used.)
Host Rejected due to limited resources (The host at the remote side has rejected the
0x0D connection because the remote host did not have enough additional resources to
accept the connection.)
Host Rejected due to security reasons (The host at the remote side has rejected the
OxOE connection because the remote host determined that the local host did not meet its
security criteria.)
Host Rejected due to remote device is only a personal device (The host at the
OxOF remote side has rejected the connection because the remote host is a personal device
and will only accept the connection from one particle remote host.)
Host Timeout (Used at connection accept timeout, the host did not respond to an
0x10 . . . . . ;
incoming connection attempt before the connection accept timer expired.)
0x13 Other End Terminated Connection: User Ended Connection
0x14 Other End Terminated Connection: Low Resources
0x15 Other End Terminated Connection: About to Power Off
0x16 Connection Terminated by Local Host
Repeated Attempts (An authentication or pairing attempt is made too soon after a
Ox17 . : . L
previously failed authentication or pairing attempt.)
0x18 Pairing Not Allowed
0x19 Unknown LMP PDU
Ox1A Unsupported LMP Feature
0x1B SCO Offset Rejected
0x1C SCO Interval Rejected
0x1D SCO Air Mode Rejected
Ox1E Invalid LMP Parameters
Ox1F Unspecified Error
0x20 Unsupported parameter value
0x21 Switch not allowed
0x23 LMP Error Transaction Collision
0x24 PDU not allowed

Table 7.7: List of error reasons.

7.3 DEFAULT VALUES

7.4 DEFAULT VALUES

The Bluetooth device must use these values before anything el se has been negotiated:

258
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Parameter Value
drift 250
jitter 10
max slots 1
poll interval 40

Table 7.8: Default values.
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8 TEST MODESTEST MODES

LMP has PDUs to support different Bluetooth test modes, which are used for certifica-
tion and compliance testing of the Bluetooth radio and baseband. See BLUETOOTH
TEST MODE, on page 789" Bluetooth Test Mode” on page 803 for a detailed descrip-
tion of these test modes.

8.1 ACTIVATION AND DEACTIVATION OF TEST MODE

The test mode is activated by sending LMP_test_activate to the device under test
(DUT). The DUT is dwaysthe slave. The link manager must be able to receive this
message anytime. If entering test mode islocally enabled in the DUT it responds with
LMP_accepted and test mode is entered. Otherwise the DUT responds with
LMP_not_accepted and the DUT remainsin normal operation.

Master Slave
LM LM
————————— LMP_test_activate
-~ LMP_accepted

8.2 ACTIVATION AND DEACTIVATION OF TEST MODE

The test mode is activated by sending LMP_test_activate to the device under test
(DUT). The DUT isawaysthe slave. The link manager must be able to receive this
message anytime. If entering test modeis locally enabled in the DUT it responds with
LMP_accepted and test mode is entered. Otherwise the DUT responds with
LMP_not_accepted and the DUT remains in normal operation. The reason code in
LMP_not_accepted shall be PDU not allowed.

Master Slave
LM LM
————————— LMP_test_activate
-~ LMP_accepted

Sequence 70: Activation of test mode successful.
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Master Slave
LM LM
———————— LMP_test_activate
B —— LMP_not_accepted
Master Slave
LM LM
= LMP_test_activate
~t LMP_not_accepted

Sequence 71: Activation of test mode fails. Save is not allowed to enter test mode.

The test mode can be deactivated in two ways. Sending LMP_test_control with the test
scenarion scenario set to "exit test mode™" exits the test mode and the slave returns to
normal operation still connected to the master. Sending LMP_detach to the DUT ends
the test mode and the connection.

8.3 CONTROL OF TEST MODE

84 CONTROL OF TEST MODE

When the DUT has entered test mode, the PDU LMP _test_control can be sent to the
DUT to start a specific test. This PDU is acknowledged with LMP_accepted. If a
device that is not in test mode receives LMP_test_control it responds with
LMP_not_accepted, where the reason code shall be PDU not allowed.

Master Slave
LM LM
———————— LMP_test_control
D i— LMP_accepted
Master Slave
LM LM
= LMP_test_control
-~ LMP_accepted

Sequence 72: Control of test mode successful.
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Master Slave
LM LM
———————— LMP_test_control
B —— LMP_not_accepted
Master Slave
LM LM
————————— LMP_test_control
~t LMP_not_accepted

Sequence 73: Control of test mode rejected since slaveis not in test mode.

85 SUMMARY OF TEST MODE PDUS

8.6 SUMMARY OF TEST MODE PDUs

The PDUs used for test purposes are summarized in the following table. For a detailed
description of the parameters, see BLUETOOTH TEST MODEBI|uetooth Test Mode
Table 3.2 on page 803Table 3.2 on page 817.

Table 8.2: Test mode PDUs.

: Position
LMP PDU Length gsde facé‘a Zi?s:c:’ifn Contents in
yp payload
LMP test activate 1 56 DM/ m® s -
DV
test scenario 2
hopping mode 3
TX frequency 4
RX frequency 5
LMP_test_control 10 57 DM1 m® s
power control mode | 6
poll period 7
packet type 8
length of test data 9-10
Table8.1: Test mode PDUs.
£ 8 Packet Possible elile
O| LMPPDU 2 8| e direction | Contents in
S S &P payload
M | LMP_test activate 1 56 | DM1/DV | m® s -

262
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test scenario

hopping mode
TX frequency
RX frequency
M | LMP_test_control 10 | 57 | DM1 m® s
power control mode
poll period

packet type

© 00 N oo o B~ W DN

length of test data

Table 8.2: Test mode PDUs.
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10 ERROR HANDLING

If the Link Manager receives a PDU with unrecognised OpCodeunrecognized opcode,
it responds with LMP_not_accepted with the reason code unknown LMP PDU. The
op code opcode parameter that is echoed back is the unrecognised
OpCodeunrecognized opcode.

If the Link Manager receives aPDU with invalid parameters, it responds with
LMP_not_accepted with the reason code invalid LMP parameters.

If the maximum response time, see Section 1 on page 191, isexceeded or if alink loss
is detected, detected (see Baseband Specification Section 10.11, on page 126Baseband
Specification Section 10.11, on page 126), the party that waits for the response shall
conclude that the procedure has terminated unsuccessfully.

Erroneous LM P messages can be caused by errors on the channel or systematic errors
at the transmit side. To detect the latter case case, the LM should monitor the number
of erroneous messages and disconnect if it exceeds athreshold, which isimplementa-
tion-dependent.

Since LMP PDUs are not interpreted in real time, collision situations can occur where
both LMs initiate the same procedure and both cannot be completed. In this situation,
the master shall rgject the slave-initiated procedure by sending LMP_not_accepted
with the reason code 'LMP Error Transaction Collision'. The master-initiated procedure
shall then be completed.
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219218
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220219
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220219
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220
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Figure4.1: Connection establishment.............ccooeeiiiiniiiiinc e 226225
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Sequence 6563: Control of test mode rejected since slaveisnot in

test

MOTE. et e r e 239238

List of Fiaures

10 Januarv 2000 269



BLUETOOTH SPECIFICATION Version 1.0 B

page 270 ot 1082

Link Manager Protocol W‘ Bluetooth
12 LIST OF TABLESTABLES

Table 2.1: Logical channel L_CH field contents. .........ccoccevereeneenenceneeieceee, 192
Table 3.1: General reSPONSE MESSAGES. ....ccuveveeeerrersreeriesseeseesseesseesseseessesssesseees 193
Table 3.2: PDUs used for authentiCation. ...........c.ccooeeveneenenee e 194
Table 3.3: PDUS USed fOr PaITTNG. ..ooveiieieeienieeee e 196195
Table 3.4: PDUs used for change of [INK Key. ........ccceveieriiiiniieieneereene 198197
Table 3.5: PDUs used to change the current link Key..........coceveeiininenenne 199198
Table 3.6: PDUs used for handling encryption..........c.cccoceeveeeeseeieneenenens 200199
Table 3.7: PDUs used for clock offset reqUueSL. ........cooceveeieniiiieieneereee 203202
Table 3.8: PDU used for slot offset information. ..........c.ccoooeeveneeneninncnnee. 204203
Table 3.9: PDUs used for requesting timing accuracy information. ............. 205204
Table3.10: PDUsused for LMP Version reqUESL. .........ccoceererieereenieseesiennnns 206205
Table3.11: PDUsused for featureS reqUESL. ........cccerererreeneseesiee e 206
Table3.12: PDU used for master slave SWitCh.........cocevviveninienieieneereene 207206
Table3.13: PDUSsused for NamMe reqUESE. ........coovreerierreeneenieeieesieesie e seeeeens 208207
Table3.14: PDU used for detach..........ccooeeiiiienirenee e 208207
Table3.15: PDUsused for hold mode...........cccoveriieiieninieniee e 209208
Table3.16: PDUsused for sniff mode. .........ccccoeviieienienienieeceee e 211210
Table3.17: PDUsused for park Mmode...........ccccoverienieninienieie e 213212
Table3.18: PDUs used for pOWer CONLIol. .........cccevereerienieenieie e 217216
Table3.19:  PDUsused for quality driven change of the datarate. ................ 218217
Table3.20:  PDUsused for quality Of SErVICE. .......cceveeierienieie e 219218
Table3.21: PDUsused for managing the SCO links. .......cccceviienienienncnnnne 221219
Table3.22: PDUs used to control the use of multi-slot packets...................... 223222
Table3.23: PDUs used to request paging SCNEME. .........ccccceveevenieenenienseeens 224223
Table3.24: PDU used to set the supervision timeout. ...........cccceveerereerennnns 225224
Table4.1: PDUs used for connection establishment. ..........cccccooevenieienenne 226225
Table5.1: Coding of the different LM PDUS.........ccccoooiiininnnieneneeneene 227226
Table5.2: Parametersin LIM PDUS.........cooiiiiienieeeeseee e 232231
Table 5.3: Coding of the parameter features...........ocevvreererieneesenee e 235234
Table 5.4: LiSt Of ©ITON FEASONS. .......eeieieeeieeie ettt 236235
Table 5.5: Defallt VAIUES. ......ooveeieeieeeee et 237236
Table 6.1: Test MOAE PDUS. ..ot 239238
270 10 Januarv 2000 List of tablesTables



BLUETOOTH SPECIFICATION Version 1.0 B page 2/1 of 1082

Link Manager Protocol “‘ BluetOOth

List of tablesTables 10 Januarv 2000 271



