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Security at a high level - where we are at today:

Assumptions:

PSM (piconet security manager) is coincident with PNC.

Procedure:

PNC notifies DEV whether security is “on” in the piconet.

DEV associates promiscuously with the PNC.

IF security is FALSE, THEN


Promiscuously admit all DEVs based on security being off.

ELSE

IF 802.1x security is TRUE, THEN

PSM through PNC notifies DEV to enable 802.1x security.

Pass control to 802.1x layer for DEV authentication and session key establishment.

IF 802.1x authentication FAILS, THEN


Deny access, cryptographic authentication FAILED



Disassociate DEV



EXIT


END IF


EXIT
ELSE 


PSM through PNC notifies DEV to enable a selected 802.15.3 security suite.

DEV broadcasts its public key to the PSM.


IF DEV is in PSM’s Access Control List (ACL), THEN
Authenticate DEV.  (Obviously, there is much more to this process.)



ELSE



Deny access, cryptographic authentication FAILED.



Disassociate DEV.



EXIT



END IF

IF Payload encryption is TRUE, THEN
IF 3 tier security, THEN
PNC through PSM function uses DEV’s public key and PSM’s private key to

deliver a key encrypting key to the DEV.

PSM sends RE-KEY message to all DEVs.

PSM broadcasts piconet symmetric session key, encrypted using key encrypting

key, to all DEVs.

ELSE IF 2 tier security, THEN
PSM sends RE-KEY message to all DEVs.

PNC through PSM function uses each DEV’s public key and PSM’s private key

to deliver a piconet symmetric session key to each DEV.




END IF

DEVs receive and decrypt new piconet symmetric session key.

PSM sends piconet symmetric session key activation message to all DEVs, establishing

new piconet symmetric session key as active.


END IF

END IF

END IF

The preceding process flow allows either 802.1x or 802.15.3 security to run on the piconet, but not both at the same time.  [Editor note (Rasor)] This can be modified based on application requirements to allow some of both 802.1x and 802.15.3 security, but I don’t think that makes sense, at least right now.

The basic flow does allow a piconet to operate with association control on and payload encryption off.  This facilitates the separation of the association and encryption/decryption functions, allowing a piconet to control association using cryptographic techniques and avoid double encrypting content that is already protected by some form of encryption.

Security outline with respect to 802.15.3 allowing 802.1x services and allowing interoperability with 802.11 “TGi” based extended security WLANs

Color key:
Blue - we probably don’t need this


Red - needs to be determined and modified



Violet - informational - for discussion
1. Overview

1.1 Scope 

1.2 Purpose

2. Normative References

To be added after baseline functionality is better defined.

3. Definitions

To be added after baseline functionality is better defined.  Informational excerpts from TGi and 802.11 follow.

access point (AP): Any entity that has station functionality and provides access to the distribution services, via the wireless medium (WM) for associated stations.

association: The service used to establish access point/station (AP/STA) mapping and enable STA invocation of the distribution system services (DSSs).

authentication: The service used to establish the identity of one station as a member of the set of stations authorized to associate with another station.

basic service set (BSS): A set of stations controlled by a single coordination function.

coordination function: The logical function that determines when a station operating within a basic service set (BSS) is permitted to transmit and may be able to receive protocol data units (PDUs) via the wireless medium (WM). The coordination function within a BSS may have one point coordination function (PCF) and will have one distributed coordination function (DCF).

deauthentication: The service that voids an existing authentication relationship.

disassociation: The service that removes an existing association.

distribution system (DS): A system used to interconnect a set of basic service sets (BSSs) and integrated local area networks (LANs) to create an extended service set (ESS).

distribution system medium (DSM): The medium or set of media used by a distribution system (DS) for communications between access points (APs) and portals of an extended service set (ESS).

distribution system service (DSS): The set of services provided by the distribution system (DS) that enable the medium access control (MAC) to transport MAC service data units (MSDUs) between stations that are not in direct communication with each other over a single instance of the wireless medium (WM).  These services include transport of MSDUs between the access points (APs) of basic service sets (BSSs) within an extended service set (ESS), transport of MSDUs between portals and BSSs within an ESS, and transport of MSDUs between stations in the same BSS in cases where the MSDU has a multicast or broadcast destination address or where the destination is an individual address, but the station sending the MSDU chooses to involve DSS. DSSs are provided between pairs of IEEE 802.11 MACs.

extended service set (ESS): A set of one or more interconnected basic service sets (BSSs) and integrated local area networks (LANs) that appears as a single BSS to the logical link control layer at any station associated with one of those BSSs.

reassociation: The service that enables an established association [between access point (AP) and station (STA)] to be transferred from one AP to another (or the same) AP.

station (STA): Any device that contains an IEEE 802.15 conformant medium access control (MAC) and physical layer (PHY) interface to the wireless medium (WM).

station service (SS): The set of services that support transport of medium access control (MAC) service data units (MSDUs) between stations within a basic service set (BSS).

wired equivalent privacy (WEP): The optional cryptographic confidentiality algorithm specified by IEEE 802.15 used to provide data confidentiality that is subjectively equivalent to the confidentiality of a wired local area network (LAN) medium that does not employ cryptographic techniques to enhance privacy.

wireless medium (WM): The medium used to implement the transfer of protocol data units (PDUs) between peer physical layer (PHY) entities of a wireless local area network (LAN).
4. Abbreviations and Acronyms

Add new abbreviations & acronyms as required

5. General Description

5.1 Architecture General Description

Import from master specification.  May be redundant.

5.1.1 How Wireless LAN Systems are Different

5.1.1.1 External Security Services

The Enhanced Security Network (ESN) depends upon IEEE 802.1x for its authentication services.  All stations and service access points in an ESN contain an 802.1x port entity that handles many authentication services.  This document defines how an ESN utilitizes 802.1x.

5.1.1.2 Interaction with Non 802 Protocols

The ESN utilitizes non 802 protocols for its authentication services.  These protocols are defined by other standards organizations, such as the IETF.  This document defines how an ESN utilizes these protocols.

5.2 Architecture Components

5.2.1.1 The Enhanced Security Network

An Enhanced Security Network (ESN) provides a number of additional security features not present in the basic 802.15 architecture.  These features include:

enhanced authentication mechanisms for both service access points (SAPs) and DEVICEs

per association encryption keys

Key management algorithms

An ESN makes extensive use of protocols above the 802.15 MAC layer in order to provide these additional services.  This allows 802.15 to both  take advantage of work already done in other standards groups as well as not duplicating functions at the MAC layer that are more properly perfumed at higher layers.  The description of the ESN will make frequent references to protocol standards outside of the scope of 802.15 and will define how such protocols are to be used in 802.15 networks.

In an ESN several new components in the 802.15 architecture are defined.  These components are not present in non ESN systems.  The first new component is an 802.1x Port.  These ports are present on all DEVICEs in an ESN.  They reside above the MAC layer and all data traffic that flows through the MAC passes through the 802.1x port.  The internal structure of the 802.1x port is described in the 802.1x specification.

The second new component is the Authorization Agent (AA).  This component resides on top of the 802.1x port on each DEVICE and is used for authorization and key management.  The Authorization Agent utilizes protocols above both the 802.1x and 802.15 layers.  An ESN may utilization a number of different protocols for the authorization agent, but this standard defines one such protocol as mandatory.

The third new component is the Authorization Server (AS).  The AS is a entity that resides in the DS that authenticates all DEVICE (both SAP and Mobile Units) in the ESS.  The AS communicates with the AA on each DEVICE so that the DEVICE might be authenticated to the ESS and the ESS to the DEVICE.  Mutual authentication of both the ESS and the DEVICE is an important goal of the ESN.

The relationship of these components are shown in figure 1
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Figure 1 basic picture with the three additional elements [from TGi]
5.2.2 Integration with Entities that Provide Network Security & Authentication Services

The ESN utilitizes protocols above the MAC layer in order to provide the desired services.  The means by which these protocols are used by an 802.15 network are described in the specification.  In most cases, the protocols are not fundamentally altered to operate in an 802.15 network although some rules as to how they operate together will be specified.

As noted above, there are three basic protocol layers in an ESN DEVICE: 802.15 MAC, 802.1X, and one or more Upper Layer Authentication Protocols (ULAP).  In an ESN, the 802.15 MAC does not perform any form of packet filtering or authorization but rather depends on the 802.1X and ULAP, respectively, to perform these functions.  All data traffic for the 802.15 MAC passes through either the controlled or uncontrolled port in the 802.1X entity.  On a service access point, there will be an 802.1x port for each associated DEVICE.  On a mobile unit, there will be one 802.1x port.  The 802.1x port on each DEVICE permits ULAP authentication exchanges between the AA and AS on the uncontrolled port..  The 802.1x port will enable the controlled port if the authentication process is successful.  The exact mechanism by which the 802.1X controlled port is enabled depends on the ULAP.  There is an interface between the ULAP and the 802.1X port that allows the ULAP to enable the controlled port.

5.3 Logical Service Interfaces

The IEEE 802.15 architecture allows for the possibility that the DS may not be identical to an existing wired LAN.  A DS may be created from many different technologies including current IEEE 802 wired LANs.  IEEE 802.15 does not constrain the DS to be either data link or network layer based.  Nor does IEEE 802.15 constrain a DS to be either centralized or distributed in nature.

IEEE 802.15 explicitly does not specify the details of DS implementations.  Instead, IEEE 802.15 specifies services.  The services are associated with different components of the architecture.  There are two categories of IEEE 802.15 service—the station service (SS) and the distribution system service (DSS).  Both categories of service are used by the IEEE 802.15 MAC sublayer.

The complete set of IEEE 802.15 architectural services are as follows:

a) Authentication

b) Association

c) Deauthentication

d) Disassociation

e) Distribution ??

f) Integration ??
g) Privacy (security)

h) Reassociation ??

i) MSDU delivery (of course)

j) Key Distribution (part of security)

k)Data Authentication (part of security)

l)Replay Prevention (part of security)

This set of services is divided into two groups: those that are part of every DEVICE, and those that are part of a DS.

5.3.1 Station Services (should be Device Services for consistency with 802.15.3)
The service provided by stations is known as the station service.

The SS is present in every IEEE 802.15 station (including SAPs, as SAPs include station functionality).  The SS is specified for use by MAC sublayer entities.  All conformant stations provide SS.

The SS is as follows:

a)  Authentication

b)  Deauthentication

c)  Privacy (security)

d)  MSDU delivery

e)  Key Distribution 

f)  Data Authentication 

g)  Replay Protection

5.3.2 Distribution System Services (??)

The service provided by the DS is known as the distribution system service.

These services are represented in the IEEE 802.15 architecture by arrows within the SAPs, indicating that the services are used to cross media and address space logical boundaries.  This is the convenient place to show the services in the picture.  The physical embodiment of various services may or may not be within a physical SAP.

The DSSs are provided by the DS.  They are accessed via a DEVICE that also provides DSSs.  A DEVICE that is providing access to DSS is an SAP.

The DSSs are as follows:

a) Association

b) Disassociation

c) Distribution

d) Integration

e) Reassociation

DSSs are specified for use by MAC sublayer entities.

Figure N combines the components from previous figures with both types of services to show the complete IEEE 802.15 architecture.

5.3.3 Multiple Logical Address Spaces

Just as the IEEE 802.15 architecture allows for the possibility that the WM, DSM, and an integrated wired LAN may all be different physical media, it also allows for the possibility that each of these components may be operating within different address spaces.  IEEE 802.15 only uses and specifies the use of the WM address space.

Each IEEE 802.15 PHY operates in a single medium—the WM.  The IEEE 802.15 MAC operates in a single address space.  MAC addresses are used on the WM in the IEEE 802.15 architecture.  Therefore, it is unnecessary for the standard to explicitly specify that its addresses are “WM addresses.”  This is assumed through-out this standard.

IEEE 802.15 has chosen to use the IEEE 802 48-bit address space.  Thus IEEE 802.15 addresses are compatible with the address space used by the IEEE 802 LAN family.

The IEEE 802.15 choice of address space implies that for many instantiations of the IEEE 802.15 architecture, the wired LAN MAC address space and the IEEE 802.15 MAC address space may be the same.  In those situations where a DS that uses MAC level IEEE 802 addressing is appropriate, all three of the logical address spaces used within a system could be identical.  While this is a common case, it is not the only combination allowed by the architecture.  The IEEE 802.15 architecture allows for all three logical address spaces to be distinct.

A multiple address space example is one in which the DS implementation uses network layer addressing.  In this case, the WM address space and the DS address space would be different.

The ability of the architecture to handle multiple logical media and address spaces is key to the ability of IEEE 802.15 to be independent of the DS implementation and to interface cleanly with network layer mobility approaches.  The implementation of the DS is unspecified and is beyond the scope of this standard.

Overview of the Services

802.15.3 lists the following:

5.4
MAC functionality:

5.4.1
coordination

5.4.2
authentication

5.4.3
data transport

5.4.4
QoS

5.4.5
power management

5.4.6
transfer of coordinator

5.4.7
child piconet

5.4.8
neighbor piconet

6
Layer Management

6.3
MLME SAP interface
6.3.1
Power management

6.3.2
Scan

6.3.3
Synchronization

6.3.4
Authenticate

6.3.5
De-authenticate

6.3.6
Associate

6.3.7
Disassociate

6.3.8
Reset

6.3.9
Start

6.3.10
Stream creation

6.3.11
Stream modification

6.3.12
Stream termination
6.7.1.1
MAC data services

6.7.1.1.1
Asynchronous data service

6.7.1.1.2
Stream based data service

6.7.1.1.3
QoS for MAC data services

6.7.1.1.4
Security Services

6.7.1.1.5
MSDU ordering

The question is how do we define an analogous set of “services” that will support the 802.15.3 security model and accommodate the 802.11 model with respect to external cryptographic services.

There are ??? services specified by IEEE 802.15.  ??? of the services are used to support MSDU delivery between DEVICEs.  Three of the services are used to control IEEE 802.15 LAN access and security.

This subclause presents the services, an overview of how each service is used, and a description of how each service relates to other services and the IEEE 802.15 architecture.  The services are presented in an order designed to help build an understanding of the operation of an IEEE 802.15 ESS network.

[excerpted from 802.11 TGi work]
Each of the services is supported by one or more MAC frame types.  Some of the services are supported by MAC management messages and some by MAC data messages.  All of the messages gain access to the WM via the IEEE 802.15 MAC sublayer medium access method specified in Clause 8.

The IEEE 802.15 MAC sublayer uses three types of messages—data, management, and control (see Clause 7).  The data messages are handled via the MAC data service path.

ACTUALLY, 4 different frame types, see Table 57, beacon, immediate ack, command, and data (section 7.2.1.3).

MAC management messages are used to support the IEEE 802.15 services and are handled via the MAC management service data path.

MAC control messages are used to support the delivery of IEEE 802.15 data and management messages.  The examples here assume an ESS network environment.

5.3.4 Distribution of Messages Within a DS

TBD.

5.3.4.1 Distribution

Refer to the ESS network in Figure N and consider a data message being sent from DEVICE 1 to DEVICE 4.  The message is sent from DEVICE 1 and received by DEVICE 2 (the “input” SAP).  The SAP gives the message to the distribution service of the DS.  It is the job of the distribution service to deliver the message within the DS in such a way that it arrives at the appropriate DS destination for the intended recipient.  In this example, the message is distributed to DEVICE 3 (the “output” SAP) and DEVICE 3 accesses the WM to send the message to DEVICE 4 (the intended destination).

How the message is distributed within the DS is not specified by IEEE 802.15.  All IEEE 802.15 is required to do is to provide the DS with enough information for the DS to be able to determine the “output” point that corresponds to the desired recipient.  The necessary information is provided to the DS by the three association related services (association, reassociation, and disassociation).

The previous example was a case in which the SAP that invoked the distribution service was different from the SAP that received the distributed message.  If the message had been intended for a station that was a member of the same BSS as the sending station, then the “input” and “output” SAPs for the message would have been the same.

In either example, the distribution service was logically invoked.  Whether the message actually had to traverse the physical DSM or not is a DS implementation matter and is not specified by this standard.

While IEEE 802.15 does not specify DS implementations, it does recognize and support the use of the WM as the DSM.  This is specifically supported by the IEEE 802.15 frame formats.  (Refer to Clause 7 for details.)

Integration

If the distribution service determines that the intended recipient of a message is a member of an integrated LAN, the “output” point of the DS would be a portal instead of an SAP.

Messages that are distributed to a portal cause the DS to invoke the Integration function (conceptually after the distribution service).  The Integration function is responsible for accomplishing whatever is needed to deliver a message from the DSM to the integrated LAN media (including any required media or address space translations).  Integration is a DSS.

Messages received from an integrated LAN (via a portal) by the DS for an IEEE 802.15 DEVICE will invoke the Integration function before the message is distributed by the distribution service.

The details of an Integration function are dependent on a specific DS implementation and are outside the scope of this standard.

5.3.5 Services Which Support the Distribution Service

The primary purpose of a MAC sublayer is to transfer MSDUs between MAC sublayer entities.  The information required for the distribution service to operate is provided by the association services.  Before a data message can be handled by the distribution service, a DEVICE shall be “associated.”

To understand the concept of association, it is necessary first to understand the concept of mobility.

5.3.5.1 Mobility Types

The three transition types of significance to this standard that describe the mobility of stations within a network are as follows:

a) No-transition: In this type, two subclasses that are usually indistinguishable are identified:

1) Static—no motion.

2) Local movement—movement within the PHY range of the communicating DEVICEs [i.e., movement within a basic service area (BSA)].

b) BSS-transition: This type is defined as a station movement from one BSS in one ESS to another BSS within the same ESS.

c) ESS-transition: This type is defined as station movement from a BSS in one ESS to a BSS in a different ESS.  This case is supported only in the sense that the DEVICE may move.  Maintenance of upper-layer connections cannot be guaranteed by IEEE 802.15; in fact, disruption of service is likely to occur.

The different association services support the different categories of mobility.

5.3.5.2 Association

To deliver a message within a DS, the distribution service needs to know which SAP to access for the given IEEE 802.15 DEVICE.  This information is provided to the DS by the concept of association.  Association is a DSS.

Before a DEVICE is allowed to send a data message via an SAP, it shall first become associated with the SAP.  The act of becoming associated invokes the association service, which provides the DEVICE to SAP mapping to the DS.  The DS uses this information to accomplish its message distribution service.  How the information provided by the association service is stored and managed within the DS is not specified by this standard.  At any given instant, a DEVICE may be associated with no more than one SAP.  This ensures that the DS may determine a unique answer to the question, “Which SAP is serving DEVICE X?” Once an association is completed, a DEVICE may make full use of a DS (via the SAP) to communicate.  Association is always initiated by the mobile DEVICE, not the SAP.

A SAP may be associated with many DEVICEs at one time.

A DEVICE learns what SAPs are present and then requests to establish an association by invoking the association service.  For details of how a station learns about what SAPs are present, see XX.

Reassociation (add to 802.15.3 because of PNC mobility, or rebuild piconet each time PNC moves)

Association is sufficient for no-transition message delivery between IEEE 802.15 stations.  Additional functionality is needed to support BSS-transition mobility.  The additional required functionality is provided by the reassociation service.  Reassociation is a DSS.

The reassociation service is invoked to “move” a current association from one SAP to another.  This keeps the DS informed of the current mapping between SAP and device as the station moves from BSS to BSS within an ESS.  Reassociation also enables changing association attributes of an established association while the device remains associated with the same SAP.  Reassociation is always initiated by the mobile device.

5.3.5.3 Disassociation

The disassociation service is invoked whenever an existing association is to be terminated.  Disassociation is a DSS.

In an ESS, this tells the DS to void existing association information.  Attempts to send messages via the DS to a disassociated device will be unsuccessful.

The disassociation service may be invoked by either party to an association (non-SAP device or SAP).  Disassociation is a notification, not a request.  Disassociation cannot be refused by either party to the association.

SAPs may need to disassociate devices to enable the SAP to be removed from a network for service or for other reasons.

devices shall attempt to disassociate whenever they leave a network.  However, the MAC protocol does not depend on devices invoking the disassociation service.  (MAC management is designed to accommodate loss of an associated device.)

5.3.6 Access and Confidentiality Control Services

Five services are required for IEEE 802.15 to provide functionality equivalent to that which is inherent to wired LANs.  The design of wired LANs assumes the physical attributes of wire.  In particular, wired LAN design assumes the physically closed and controlled nature of wired media.  The physically open medium nature of an IEEE 802.15 LAN violates those assumptions.

The services that are provided to bring the IEEE 802.15 functionality in line with wired LAN assumptions are:  Authentication, privacy, key distribution,  data authentication, and replay protection .  Authentication is used instead of the wired media physical connection.  Privacy is used to provide the confidential aspects of closed wired media.  Data authentication is used to ensure that data actually originates from the DEVICE it is indicated to have.  Key Distribution is used to generate, distribute, and age out  encryption keys used in the Privacy services.  Replay protection is used prevent unauthorized retransmission of legitimate packets.

5.3.6.1 Authentication

In wired LANs, physical security can be used to prevent unauthorized access.  This is impractical in wireless LANs since they have a medium without precise bounds.

IEEE 802.15 provides the ability to control LAN access via the authentication service.  This service is used by all stations to establish their identity to stations with which they will communicate.  This is true for both ESS and IBSS networks.  If a mutually acceptable level of authentication has not been established between two stations, an association shall not be established.  Authentication is an SS.

IEEE 802.15 supports several authentication processes.  The IEEE 802.15 authentication mechanism also allows expansion of the supported authentication schemes.  IEEE 802.15 does not mandate the use of any particular authentication scheme.

IEEE 802.15 supports link-level authentication between IEEE 802.15 DEVICEs.  IEEE 802.15 does not provide either end-to-end (message origin to message destination) or user-to-user authentication.  IEEE 802.15 authentication is used simply to bring the wireless link up to the assumed physical standards of a wired link.  (This use of authentication is independent of any authentication process that may be used in higher levels of a network protocol stack.) If authentication other than that described here is desired, it is recommended that IEEE Std 802.10-1992 [B3]4 be implemented.

If desired, an IEEE 802.15 network may be operated using Open System authentication (see 8.1.1).  This may violate implicit assumptions made by higher network layers.  In an Open System, any station may become authenticated.

IEEE 802.15 also supports Shared Key authentication.  Use of this authentication mechanism requires implementation of the wired equivalent privacy (WEP) option (see 8.2).  In a Shared Key authentication system, identity is demonstrated by knowledge of a shared, secret, WEP encryption key.

In an ESN, IEEE 802.15 also supports Upper Layer authentication.  This authentication mechanism utilizes protocols at layers above the MAC layer to authenticate DEVICEs to one another.  (see 8.x In an ESN, no authentication services exist  at the MAC layer.  Instead  the IEEE 802.1x framework is used as a means to both control packet flows as well as to carry packets of higher layer authentication protocols.  Upper Layer authentication provides for mutual authentication of DEVICEs.  In an ESS, service access points and mobile stations both must be authenticated to one another before data packets are permitted to flow.  The Upper layer authentication framework  permits a number of authentication protocols to be utilize although in a given ESS only one particular authentication protocol will be likely be used.

One such protocol, based on Kerberos, is mandated to provide for interoperability among systems utilizing Upper Layer authentication.  This protocol provides for mutual authentication as well as key distribution. .

Since a DEVICE may encounter multiple ESSes, it is necessary to provide a means by which a DEVICE can determine which authentication mechanisms are required to access the ESS.  If the ESS is an ESN supporting Upper Layer authentication, the DEVICE will also need to determine which authentication protocol(s) is/are in use.  Furthermore means must be provided by which the DEVICE can indicate to the ESS which protocol it is going to use.  It should be noted that the choice of an acceptable authentication protocol is a issue both for service access points as well as mobile stations since the goal of Upper Layer authentication is mutual authentication, not just authentication of a mobile unit to an service access point.  Upon encountering an ESS, a DEVICE must determine if the authentication mechanism (open, shared, key, upper layer, specific upper layer) supported by the service access point is sufficient for its own authentication requirements.  A mobile unit may choose not to attempt authentication with an particular ESS/service access point because the supported authentication mechanisms are insufficiently powerful to achieve mutual authentication.

Management information base (MIB) functions are provided to support the standardized authentication schemes.

IEEE 802.15 requires mutually acceptable, successful, authentication.

A DEVICE may be authenticated with many other DEVICEs at any given instant.

5.3.6.2 Pre-authentication

Because the authentication process could be time-consuming (depending on the authentication protocol in use), the authentication service can be invoked independently of the association service.

Preauthentication is typically done by a DEVICE while it is already associated with an SAP (with which it previously authenticated).  IEEE 802.15 does not require that DEVICEs preauthenticate with SAPs.  However, authentication is required before a useful association can be established.

If the authentication is left until reassociation time, this may impact the speed with which a DEVICE can reassociate between SAPs.  The use of preauthentication takes the authentication service overhead out of the time-critical reassociation process.

In an ESN, pre-authentication may be provided by a particular authentication protocol.  The mandatory authentication protocol [from TGi], Kerberos, supports pre-authentication via use of tickets.

5.3.6.3  Deauthentication

The deauthentication service is invoked whenever an existing Open or Shared Key authentication is to be terminated.  Deauthentication is an SS.  In an ESN in which Upper Layer authentication is used, then deauthentication is also an upper layer function and no support is provided at the MAC layer.

In an ESS using open or shared key authentication authentication is a prerequisite for association.  Hence the act of deauthentication shall cause the station to be disassociated.  The deauthentication service may be invoked by either authenticated party (non-AP DEVICE or SAP).  Deauthentication is not a request; it is a notification.  Deauthentication shall not be refused by either party.  When an SAP sends a deauthentication notice to an associated DEVICE, the association shall also be terminated.

In an ESN using Upper Layer authentication, deauthentication has no affect on an association although it may result in the 802;.1x controlled port for the station being disabled.

5.3.6.4 Privacy

In a wired LAN, only those stations physically connected to the wire may hear LAN traffic.  With a wireless shared medium, this is not the case.  Any IEEE 802.15-compliant DEVICE may hear all like-PHY IEEE 802.15 traffic that is within range.  Thus the connection of a single wireless link (without privacy) to an existing wired LAN may seriously degrade the security level of the wired LAN.

To bring the functionality of the wireless LAN up to the level implicit in wired LAN design, IEEE 802.15 provides the ability to encrypt the contents of messages.  This functionality is provided by the privacy service.  Privacy is an SS.

IEEE 802.15 specifies an optional privacy algorithm or security suite that is designed to satisfy the goal of wired LAN privacy.

IEEE 802.15 uses the WEP mechanism (see Clause 8) to perform the actual encryption of messages.  MIB functions are provided to support WEP.

Note that privacy may only be invoked for data frames and some Authentication Management frames.  All stations initially start “in the clear” in order to set up the authentication and privacy services.

The default privacy state for all IEEE 802.15 DEVICEs is “in the clear.” If the privacy service is not invoked, all messages shall be sent unencrypted.

5.3.6.5 Key Distribution

The privacy mechanisms require keys for the defined encryption algorithms in the selected security suite.  These keys need to be created, distributed, and managed, e.g., “aged out.”  IEEE 802.15 supports mechanisms based on security policies by which this can be done.  As with authentication, an ESN allows a number of algorithms to be utilized.  One such protocol, based on Kerberos, is mandated to provide for  interoperability among systems utilizing Upper Layer authentication.  Kerberos provides for per authentication key create and distribution.  It also provides mechanisms for aging out keys.

5.3.6.6 Data Authentication

The data authentication mechanism defines a means by which a station that receives a data packet from another station can ensure that the packet actually originated from the station whose MAC address is specified in the source address field of the packet.  This feature is necessary since an unauthorized station may transmit packets with a source address that belongs to another station.

5.3.6.7 Replay Protection

The replay protection mechanism defines a means by which a station that receives a data packet from another station can ensure that the packet is not an unauthorized retransmission of a previously sent packet.

5.4 Relationships Among Services

A DEVICE keeps two state variables for each DEVICE with which direct communication via the WM is needed:

— Authentication state: The values are unauthenticated and authenticated.

— Association state: The values are unassociated and associated.

In an ESN, the authentication state variable does not reside in the MAC layer but rather in the 802.1X entity.  It corresponds to the state of the controlled port.

These two variables create four local states for each remote DEVICE:

— State 1: Initial start state, unauthenticated, unassociated.

— State 2: Associated, not authenticated.

— State 3: Associated and Authenticated.

— State 4: Associated, but 802.1x Controlled port disabled

[Rolling Meadows]

Associate precedes authenticate

Disassociate DEV after a predetermined timeout if it cannot authenticate

Disallow association over a predetermined period after a number (say 3) of failures 
The relationships among these station state variables and the services are given in Figure N.


The current state existing between the source and destination station determines the IEEE 802.15 frame types that may be exchanged between that pair of DEVICEs.  The allowed frame types are grouped into classes and the classes correspond to the station state.  In State 1, only Class 1 frames are allowed.  If Upper Layer authentication is used class 2 frames may also be used in State 1 .  In State 2, either Class 1 or Class 2 frames are allowed.  In State 3, all frames are allowed (Classes 1, 2, and 3).  In state 4, most frames are allowed (All frames in Classes 1,2, and 3 except  for those in Class 4) but data frames may be discarded by the 802.1x entity residing above 802.15 MAC.

The frame classes are defined as follows:

a) Class 1 frames (permitted from within States 1, 2, and 3):

1) Control frames [excerpted from TGi]
i) Request to send (RTS)

ii) Clear to send (CTS)

iii) Acknowledgment (ACK)

iv) Contention-Free (CF)-End+ACK

v) CF-End

2) Management frames [excerpted from TGi]
i) Probe request/response

ii) Beacon

iii) Authentication: Successful authentication enables a station to exchange Class 2 frames.  Unsuccessful authentication leaves the DEVICE in State 1.

iv) Deauthentication: Deauthentication notification when in State 2 or State 3 changes the DEVICE’s state to State 1.  The DEVICE shall become authenticated again prior to sending Class 2 frames.

v) Announcement traffic indication message (ATIM)

3) Data frames [excerpted from TGi]
i) Data: Data frames with frame control (FC) bits “To DS” and “From DS” both false.

b) Class 2 frames (if and only if authenticated; allowed from within States 2 and 3 only):

1) Management frames:

i) Association request/response

— Successful association enables Class 3 frames.

— Unsuccessful association leaves DEVICE in State 2.

ii) Reassociation request/response

— Successful reassociation enables Class 3 frames.

— Unsuccessful reassociation leaves the DEVICE in State 2 (with respect to the DEVICE that was sent the reassociation message).  Reassociation frames shall only be sent if the sending DEVICE is already associated in the same ESS.

iii) Disassociation

— Disassociation notification when in State 3 changes a Station’s state to State 2.  This station shall become associated again if it wishes to utilize the DS.

If DEVICE A receives a Class 2 frame with a unicast address in the Address 1 field from DEVICE B that is not authenticated with DEVICE A, DEVICE A shall send a deauthentication frame to DEVICE B.

c) Class 3 frames (if and only if associated; allowed only from within State 3):

1) Data frames

— Data subtypes: Data frames allowed.  That is, either the “To DS” or “From DS” FC bits may be set to true to utilize DSSs.

2) Management frames

— Deauthentication: Deauthentication notification when in State 3 implies disassociation as well, changing the DEVICE’s state from 3 to 1.  The station shall become authenticated again prior to another association.

3) Control frames

— PS-Poll

d) Class 4 frames (Not permitted in State 4)

1) Management frames

i) Authentication: 

ii) Deauthentication: 

If DEVICE A receives a Class 3 frame with a unicast address in the Address 1 field from DEVICE B that is authenticated but not associated with DEVICE A, DEVICE A shall send a disassociation frame to DEVICE B.

If DEVICE A receives a Class 3 frame with a unicast address in the Address 1 field from DEVICE B that is not authenticated with DEVICE A, DEVICE A shall send a deauthentication frame to DEVICE B.

(The use of the word “receive” in this subclause refers to a frame that meets all of the filtering criteria specified in Clauses 8 and 9.)

5.5 Differences Between ESS and Independent BSS LANs [excerpted from TGi]
In 5.2.1 the concept of the IBSS LAN was introduced.  It was noted that an IBSS is often used to support an ad hoc network.  In an IBSS network, a DEVICE communicates directly with one or more other DEVICEs.

Consider the full IEEE 802.15 architecture as shown in Figure N.

An IBSS consists of DEVICEs that are directly connected.  Thus there is (by definition) only one BSS. Further, since there is no physical DS, there cannot be a portal, an integrated wired LAN, or the DSSs. The logical picture reduces to Figure 10.

Only the minimum two stations are shown in Figure 10.  An IBSS may have an arbitrary number of members.  In an IBSS, only Class 1 and Class 2 frames are allowed since there is no DS in an IBSS.

The services that apply to an IBSS are the SSs.

In an IBSS each DEVICE must define and implement its own security model, and each DEVICE must trust on the other DEVICEs to implement and enforce a security model compatible with its own.  In a ESS the SAP can be used to enforce a uniform security model.

In an ESS the DEVICE initiates all associations.  In an IBSS a DEVICE must be prepared for other parties to initiate association attempts.  Thus, a DEVICE in an IBSS can select the security algorithms it desires to use when it accepts an association initiated by another station, while in an ESS the SAP always chooses the security suite being used.

5.6 Message Information Contents That Support the Services

Each service is supported by one or more IEEE 802.15 messages.  Information items are given by name; for corresponding values, see Clause 7.

5.6.1 Data 

For a DEVICE to send data to another DEVICE, it sends a data message, as shown below:

Data messages

— Message type: Data

— Message subtype: Data

— Information items:

• IEEE source address of message

• IEEE destination address of message

• BSS ID

— Direction of message: From DEVICE to DEVICE

5.6.2 Association

For a DEVICE to associate, the association service causes the following messages to occur:

Association request

— Message type: Management

— Message subtype: Association request

— Information items:

• IEEE address of the DEVICE initiating the association

• IEEE address of the SAP with which the initiating station will associate

• ESS ID

— Direction of message: From DEVICE to SAP

Association response

— Message type: Management

— Message subtype: Association response

— Information items:

• Result of the requested association.  This is an item with values “successful” and “unsuccessful.”

• If the association is successful, the response shall include the association identifier (AID).

— Direction of message: From SAP to DEVICE

5.6.3 Reassociation

For a DEVICE to reassociate, the reassociation service causes the following message to occur:

Reassociation request

— Message type: Management

— Message subtype: Reassociation request

— Information items:

• IEEE address of the DEVICE initiating the reassociation

• IEEE address of the SAP with which the initiating station will reassociate

• IEEE address of the SAP with which the initiating station is currently associated

• ESS ID

— Direction of message:

• From DEVICE to SAP (The SAP with which the DEVICE is requesting reassociation)

The address of the current SAP is included for efficiency.  The inclusion of the current SAP address facilitates MAC reassociation to be independent of the DS implementation.

Reassociation response

— Message type: Management

— Message subtype: Reassociation response

— Information items:

• Result of the requested reassociation.  This is an item with values “successful”

 and “unsuccessful.”

• If the reassociation is successful, the response shall include the AID.

— Direction of message: From SAP to DEVICE

5.6.4 Disassociation

For a DEVICE to terminate an active association, the disassociation service causes the following message to occur:

Disassociation

— Message type: Management

— Message subtype: Disassociation

— Information items:

• IEEE address of the station that is being disassociated.  This shall be the broadcast address in the case of an SAP disassociating with all associated stations.

• IEEE address of the SAP with which the station is currently associated.

— Direction of message: From DEVICE to DEVICE (e.g., DEVICE to SAP or SAP to DEVICE)

5.6.5 Privacy

For a DEVICE to invoke the WEP privacy algorithm (as controlled by the related MIB attributes, see Clause 11), the privacy service causes MPDU encryption and sets the WEP frame header bit appropriately (see Clause 7).

5.6.6 Authentication

For a DEVICE to authenticate with another DEVICE using either open or shared key authentication, the authentication service causes one or more authentication management frames to be exchanged.  The exact sequence of frames and their content is dependent on the authentication scheme invoked.  For all authentication schemes, the authentication algorithm is identified within the management frame body.

In an ESN using Upper Layer authentication, authentication frames are not permitted at the MAC layer.

In an IBSS environment, either station may be the initiating DEVICE (DEVICE 1).  In an ESS environment, DEVICE 1 is the mobile DEVICE, and DEVICE 2 is the SAP.

Authentication (first frame of sequence)

— Message type: Management

— Message subtype: Authentication

— Information items:

• Authentication algorithm identification

• Station identity assertion

• Authentication transaction sequence number

• Authentication algorithm dependent information

— Direction of message: First frame in the transaction sequence is always from DEVICE 1 to DEVICE 2.

The first frame in an authentication sequence shall always be unencrypted.

Authentication (intermediate sequence frames)

— Message type: Management

— Message subtype: Authentication

— Information items:

• Authentication algorithm identification

• Authentication transaction sequence number

• Authentication algorithm dependent information

— Direction of message:

• Even transaction sequence numbers: From DEVICE 2 to DEVICE 1

• Odd transaction sequence numbers: From DEVICE 1 to DEVICE 2

Authentication (final frame of sequence)

— Message type: Management

— Message subtype: Authentication

— Information items:

• Authentication algorithm identification

• Authentication transaction sequence number

• Authentication algorithm dependent information

• The result of the requested authentication.  This is an item with values “successful” and

   “unsuccessful.”

— Direction of message: From DEVICE 2 to DEVICE 1

Note this sequence is not used with Upper Layer authentication.  Upper Layer authentication does not use 802.15 authentication, and it is an error for a DEVICE to initiate or accept these messages when using Upper Layer authentication.

5.6.7 Deauthentication

For a DEVICE to invalidate an active authentication that was established using open or shared key authentication, the following message is sent:

Deauthentication

— Message type: Management

— Message subtype: Deauthentication

— Information items:

• IEEE address of the DEVICE that is being deauthenticated

• IEEE address of the DEVICE with which the DEVICE is currently authenticated

• This shall be the broadcast address in the case of a DEVICE deauthenticating all DEVICEs currently

   authenticated.

— Direction of message: From DEVICE to DEVICE

In an ESN using Upper Layer authentication, Deauthentication frames are not permitted at the MAC level.

5.7 Reference Model

This standard presents the architectural view, emphasizing the separation of the system into four major parts: the MAC of the data link layer, the PHY,  IEEE 802.1x, and Upper Layer authentication protocols.  These layers are intended to correspond closely to the lowest layers of the ISO/IEC basic reference model of Open Systems Interconnection (OSI) (ISO/IEC 7498-1: 1994 5 ).  The layers and sublayers described in this standard are shown in Figure 11.

Figure 11 + 802.1x  + EAP + Upper layer authentication protocols

5.8 IEEE 802.15 and IEEE 802.1x

In an ESN, the Upper Layer Authentication mechanism relies on an 802.1x entity above the 802.15 MAC layer.  Since authentication takes place above the MAC layer, any DEVICE must associate with another without first using MAC authentication.  With this model, decisions as to which packets are permitted onto the DS are made by the 802.1x entity rather than the 802.15 MAC entity.

Given the key role of 802.1x in the Upper Layer Authentication, a brief summary of 802.1x and its use with 802.15 is presented here

5.8.1 802.1x (Informative)

Devices that attach to a LAN, referred to as Systems, have one or more points of attach-men

to the LAN, referred to as Ports .

The Ports of a System provide the means whereby it can access services offered by other Systems reachable via the LAN, and also provide the means whereby it can offer services to other Systems reachable via the LAN.  Port based network access control allows the operation of a System’s Port(s) to be controlled in order to ensure that access to its services is only permitted by Systems that are authorized to do so.

For the purposes of describing the operation of Port based access control, a Port of a System is able to adopt one of two distinct roles within an access control interaction:

a) Authenticator The Port that wishes to enforce authentication and authorization before allowing

access to services that are accessible via that Port adopts the Authenticator role;

b) Supplicant .  The Port that wishes to access the services offered by the Authenticator’s system

adopts the Supplicant role.

A further System role is described:

c) Authentication Server.  The Authentication Server performs the authentication function necessary to check the credentials of the Supplicant on behalf of the Authenticator, and indicates

whether or not the Supplicant is authorized to access the Authenticator’s services.

As can be seen from these descriptions, all three roles are necessary in order to complete an authentication exchange.  A given System can be capable of adopting one or more of these roles; for example, an Authenticator and an Authentication Server can be co-located within the same System, allowing that System to per-form the authentication function without the need for communication with an external server.  Similarly, a Port can adopt the Supplicant role in some authentication exchanges, and the Authenticator role in others.  An example of the latter might be found in a Bridged LAN, where a new Bridge added to the LAN might need to be successfully authenticated by the Port of the Bridge via which it connects to the LAN before it

can itself authenticate other systems that attach to its own Ports.

A Port Access Entity (PAE) operates the Algorithms and Protocols associated with the authentication mechanisms for a given Port of the System.

In the Supplicant role, the PAE is responsible for responding to requests from an Authenticator for information that will establish its credentials.  The PAE that performs the Supplicant role in an authentication exchange is known as the Supplicant PAE.

In the Authenticator role, the PAE is responsible for communication with the Supplicant, and for submitting the information received from the Supplicant to a suitable Authentication Server in order for the credentials to be checked and for the consequent authorization state to be determined.  The PAE that performs the Authenticator role in an authentication exchange is known as the Authenticator PAE.

The Authenticator PAE controls the authorized/unauthorized state of its controlled Port depending

upon the outcome of the authentication process.

Figure 12  illustrates that the operation of Port based access control has the effect of creating two distinct points of access to the Authenticator System’s point of attachment to the LAN.  One point of access allows the uncontrolled exchange of PDUs between the System and other Systems on the LAN, regardless of the authorization state (the uncontrolled Port); the other point of access allows the exchange of PDUs only if the current state of the Port is Authorized (the controlled Port).  The uncontrolled and controlled Ports are considered to be part of the same point of attachment to the LAN; any frame received on the physical Port is made available at both the controlled and uncontrolled port, subject to the authorization state associated with the controlled Port.

The point of attachment to the LAN can be provided by any physical or logical Port that can provide a one-to-one connection to a Supplicant System.  For example, the point of attachment could be provided by a single LAN MAC in a switched LAN infrastructure.  In LAN environments where the MAC method allows the possibility of a one-to-many relationship between an Authenticator and a Supplicant (for example, in shared media environments), the creation of a distinct association between a single Supplicant and a single Authenticator is a necessary pre-condition in order for the access control mechanisms described in this standard to 2 function.  An example of such an association would be an IEEE 802.15 association between a station and an

service access point.

Figure N—Uncontrolled and Controlled Ports

     (figure 6-2 from 802.1x spec)

5.8.2 IEEE 802.15 Usage of IEEE 802.1x

In the Upper Layer authentication model, 802.15 depends upon the 802.1x  to control the flow of packets between the DS and unauthorized stations by use of the controlled/uncontrolled port model outlined above.  Per the model, stations are allowed to associate without any authentication so as to allow authentication process to take place.  Authentication packets (contained in 802.15 MAC data frames) are passed via the uncontrolled port.  Nonauthentication packets are passed (or blocked) via the controlled port.  Each association between a pair of stations creates unique 802.1x “port” and authentication takes place relative to that port alone.  The association exists only for a period of time sufficient for authorization to take place.  Should authorization not be completed within that time, the station will be disassociated.  802.1X signals 802.15 that authentication has completed by setting the 802.15 session key.

5.9 IEEE 802.1x and Upper Layer Authentication Protocols

IEEE 802.1X does not provide an authentication mechanism suitable for use by 802.15; rather 802.1X is a framework for integrating authentication algorithms into 802 LANs.  Hence there exists a requirement for additional protocols to supply authentication and the security services described in section 5.3.  The upper layer authentication mechanism, by use of EAP packets defined by 802.1x, supports a variety of protocols.  In order to provide interoperability among different implementations of Upper Layer authentication based 802.15 systems, one specific set of protocols is specified as mandatory.

The mandatory to implement authentication and key distribution algorithm is Kerberos over 802.1X, used in conjunction with IAKerb.

Kerberos is an authentication and key distribution mechanism.  It uses three roles.  First, Kerberos clients initiate authentication and key distribution exchanges.  The point of these exchanges is to mutually authenticate the clients with Kerberos servers.  The client does this by first authenticating itself with a Key Distribution Center, or KDC, and thereby obtaining a ticket to gain access to the server.  The ticket can be interpreted only by the client and server, and contains a session key that is unique to this session.  The client and server extract the session key, and use this to mutually authenticate.  The ticket also contains a derived subkey that the client and server can use to secure communication between them; Kerberos does not describe how to use this key.

In 802.15’s use of Kerberos, the DEVICE plays the role of the Kerberos client, and the SAP the role of the Kerberos server.  The role of the KDC is unspecified in the architecture.  In some implementations, it may be a separate server, while in others it might be embedded in the SAP.

Vanilla Kerberos itself assumes it is feasible for the client to communicate directly with both the KDC and the server.  This is not feasible in the 802.15 architecture.  To avoid this problem, the architecture requires the SAP to implement IAKerb.  This is a standard way for the Kerberos server to act as a proxy between the client and the KDC.

The GSS-API is a standard protocol that transports Kerberos as well several other authentication and key distribution algorithms.  GSS-API encapsulated Kerberos is not interoperable with vanilla Kerberos.  Upper Layer authentication uses the GSS-API version of Kerberos.
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