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Overview of the Power save proposal

In this paper there are two power save states that are proposed, Snooze state and Sleep state. The Snooze
state is completely controlled by the DEV and Sleep state needs coordination from the PNC as the DEV
needs to be in sync with the ongoings within the piconet. The Sleep states is requested by the DEV and per-
mitted/rejeted by the PNC. When Sleep state for a DEV is permitted, the PNC must indicate the “traffic
pending” state for the DEV in the Power-Save-Information-element in its Beacons. Using this information,
the DEVs enter a sleep-cycle at the end of which if the traffic is pending at the PNC, the DEVs send
“Active-state-indication” command to the PNC so that the PNC can start sending the buffered frames to the
DEV. Since the PNC is involved, the mechanism apply equally well to buffering multicast and broadcast
frames for the DEV.

MAC Frame Formats

7.1.x Power save information element

Octets: 1 1 2 2 | - 2

ElementID| Length =(n*2) TIB-1 TIB-2 | ........ TIB-n

Figure 1—Power save information element

The Power save information element shall be present only in Beacons . This element consists of multiple, 2-
octet wide traffic-indication blocks (TIB), and the TIBs shall be arranged in an increasing order of the start-
DEV address contained in them. The contetns of a TIB is illustrated in Figure 2.

Octets: 1 1

Start DEV “traffic pending” indication.
address LS bit of the octet is the indi
ation corresponding to “starty
DEV-address”

Figure 2—Traffic Indication Block (T1B)

The TIB consist of Start-DEV-address and an octet of “traffic-indication”. A ‘1" in any of the bit positions in
trafic-indication octet means that some traffic is pending for the DEV whose allocated address is the sum of
the start-DEV-address contained in the first octet of the TIB and the position of the current bit. Hence the
least significant bit (b0) in traffic-indication octet indicates whether there is any traffic is pending at PNC for
the DEV whose address is mentioned as the start-DEV-address in the current TIB. Absence of a TIB con-
taining “traffic pending” indication for a DEV shall mean that there is no traffic pending for that DEV at the
PNC.

Command types

NOTE: Alternatively, it is possible to make the response by the PNC (permit/reject) as the immediate response to the
sleep-state-req by the DEV.
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1.2.x1Sleep time request

A DEV that is associated with a PNC indicating its intention to use sleep state during the association state
shall use this command to obtain permission to enter sleep state.The command structure is illustrated in Fig-
ure 3.

octets: 2 2 2

Command Type] Length | Requested
(=2 sleep state
duration
(in TU)

Figure 3—Sleep time request command format

The requested sleep state duration is the length of time that the PNC is being requested to buffer the frames
for the requesting DEV.

1.2.x2Sleep time permit

PNC shall use this command to permit a requesting DEV to enter sleep state. The requesting DEV shall
enter the sleep state only after it has succesfully acknowledged this command from the PNC. The command
structure is illustrated in Figure 4.

octets: 2 2 2

Command Type| Length | Max sleep

(=2) state dura-

tion (in
TU)

Figure 4—Sleep time permit command format

The max sleep state duration is the length of time that the PNC is agreeing to buffer the frames for the
requesting DEV.

1.2.x3Sleep time reject

PNC shall use this command to reject a requesting DEV to enter sleep state. The requesting DEV shall not
enter the sleep state if it receives this command from the PNC. The command structure is illustrated in Fig-
ure 5.

octets: 2 2 1 1
Command Type] Length reserved Reason
=2 code

Figure 5—Sleep time reject command format

The max sleep state duration is the length of time that the PNC is agreeing to buffer the frames for the
requesting DEV.
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— 0 ->No resources available

— 1 ->Channel change is in progress

— 2-> hand over is in progress

— 3 ->Pending buffered frames from previous sleep state
— 4-> Unknown reason

— 5-255-> Reserved

1.2.x4Active state indication

A DEV that was permitted to enter sleep state by the PNC uses this command to indicate its intention to be
back in active state. After succesfully acknowledging this frame, the PNC shall stop buffering frames for the
requesting DEV and start delivering the currently buffered frames to this DEV. The command structure is
illustrated in Figure 6.

octets: 2 2

Command Type| Length
=0

Figure 6—Active state indication command format

NOTE: This command in reality can be any command (even just a NULL command frame) from the DEV to
the PNC

8.x Desription of Power save modes and operation

There are three states in power management (PM) at MAC, (a) Active state (b) Snooze state and (c) Sleep
state. The PS bit in capability field shall be set to 1 if the DEV is planning to use sleep state during an asso-
ciation state.

NOTE: Snooze state is same as the RPS in doc#262r0 and Sleep state is same as the EPS in doc #262r0 as the basic
descriptions of these states were drawn from doc#292r1 and 293r1.

The DEV shall remain awake as long it is in active state.

In Snooze state, the DEV shall be awake at the beacon tx time and for the entire CAP. During CFP the DEV
uses the channel time allocation received in Beacon or channel time grant command to decide when to be
awake. Each DEV shall be awake at all GTSs in which its address is listed as either the source or the source
DEV-address. All DEVs, except those in sleep state, shall be awake at all GTSs for which the destination
DEV-address is Broadcast DEV-address. The rest of the time during the superframe the DEV is free to
snooze and not transmit or receive any frame on the channel. Each DEV is free to use snooze state and save
power in any superframe only if it has correctly received beacon frame for that superframe.

In Sleep state, the DEV may not receive or be able to transmit for several superframes at a time. The PNC is
required to buffer all the frames to the sleeping DEV and all the broadcast frames received during the sleep
state of the DEV and make them available to the DEV when it is awake. PNC is also responsible for indicat-
ing the “traffic pending” information in the beacon using Power-save-information element described above.
The PNC needs to check its local buffers meant for the repeat service to decide if the “traffic-indication” for
a DEV needs to be set in the outgoing Beacon. Before going to Sleep state, the DEV shall inform the same to
PNC its intention to go to sleep state using “Sleep State Request” command and wait for PNC to respond.
Only after the reception of “Sleep state permit” command from PNC, shall the DEV is allowed to shut itself
off for a maximum sleep time duration as indicated by the PNC in “Sleep state permit” command. Note that
the DEV must awake sufficient time before the expiration of that maximum sleep time in order to inform the
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PNC that the DEV is awake. If the DEV did not successfully indicate its awake state to PNC within the expi-
ration of that maximum sleep time, the PNC shall disassociate the DEV from its piconet. If the DEV
receives “Sleep state reject” command from the PNC instead of “Sleep state permit” command, the DEV
shall not go to sleep state and wait for atleast one more beacon interal before attempting to send another
“Sleep state request” command to PNC. But the device is free to use snooze state following the rules to enter
snooze state described above. In addition to simply using the sleep state request and permit commands for
the power save operation, the DEVs can adopt a sleep cycle that is described in Figure 8 below. The DEVs
can wakeup at periodic intervals, receive a beacon and check the power-save-information element in the
received beacon to decide one of the following

(a) Go back to sleep immediately if there is no traffic pending indication for the DEV and if the max-
imum sleep time has not expired. However the DEV must wakeup before the maximum sleep time
permitted by the PNC expire.

(b) Send another sleep state request, if there is no traffic pending indication for the DEV but the
maximum sleep time is close to being expired.

(c) Send “active-state-indication” to PNC and expect the frames from PNC if there is traffic pending
indication for the DEV

When the DEV wakes up from sleep, it shall remain awake until atleast one beacon is correctly received so
as to detect the CAP correctly.

The PNC shall set the repeater bit to 1 in all the frames it is relaying to a DEV that is awake from sleep state.
Since the PNC is buffering broadcast frames and transmitting them when the DEV is awake, it is possible
for any DEV in the piconet to receive the same broadcast frames multiple times with or without repeater bit
set. Hence each DEV shall use duplication detection mechanism described in 8.6.6 to reject all the multiply
received broadcast frames.

The sequence chart in Figure 7 show the sequence of frames/commands exchanged between DEV and PNC
for sleep-state management.
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7. MAC Frame Formats 1

2
This clause specifies the format of the MAC frames. All DEVs shall be able to validate every received3
frame, either error free or in error, using the frame check sequence (FCS). In addition, every DEV shall bé
able to construct a subset of the command frames for transmission, and to decode another (potentially diffe?-
ent) subset of the command frames upon validation following reception. The particular subsets of thesg
commands that a DEV shall construct and decode are determined by the functional capabilities supported igy

that particular DEV.
9
. 10
7.1 Overview 11

12
Each MAC frame consists of the following basic components: 13

14

a) A MAC header, which comprises frame control, address and sequence number information, ancyg
optionally, traffic category information. 16

b) A fixed length header check sequence (HCS), which contains the CRC parity bits for frame headeyj 7
that includes the PHY header and the MAC header. 18

c) A variable length frame body, which contains information specific to the frame type and subtype. 19
d) A frame check sequence (FCS) which contains an IEEE 32-bit cyclic redundancy code (CRC). 20

. 21
7.1.1 Conventions 22

23
The MAC frames in the MAC sub-layer are described as a sequence of fields in specific order. Each figurg,
in Clause 7 depicts the fields/sub-fields as they appear in the MAC frame and in the order in which they argg
passed to the PHY, from left to right where the left-most bit is transmitted first in time. 26

In the figures, all bits within fields are numbered, from 0 to k, where the length of the field is k+1 bits. The g;
octet boundaries within a field are obtained by taking the bit-numbers of the field modulo 8. Octets withinog
numeric fields that are longer than a single octet are depicted in increasing order of significance, from lowesjg
numbered bit to highest numbered bit. The octets in fields longer than a single octet are sent to the PHY iy
order from the octet containing the lowest numbered bits to the octet containing the highest numbered bits 35

33
Any field containing a CRC is an exception to this convention and is transmitted commencing with the coefgy4

ficient of the highest-order term. 35
36
Values specified in decimal are coded in natural binary unless otherwise stated. 37

Without further qualification, “reception” by the MAC sub-layer implies that the frame contents are valid gg
and that the protocol version is supported. However, “reception” implies nothing about frame addressingg
nor whether the frame type or other fields in the MAC header are meaningful to the MAC entity that hasyq
received the frame. 42

43
Unless otherwise stated, any reserved field or sub-field shall be set to 0 upon transmission and shall bg
ignored on reception. 45

Reserved values in non-reserved fields and sub-fields shall not be transmitted by conformant DEVs. How,7
ever, a DEV conformant to an older revision of this standard may receive frames with what it considers to bgg
reserved values in non-reserved fields and sub-fields. These fields, along with other fields in the same framg)

whose interpretation is directly dependent thereon, shall be ignored on reception. 50
51
52
53
54
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7.2 General frame format

The MAC frame format comprises a set of fields that occur in a fixed order in all frames. The general MAC
frame format shall be formatted as illustrated in Figure 11. Each field is defined in 7.2.1. The maximum size
of a MAC frame, aMaxFrameSize, is a PHY dependent parameter that includes the frame body and FCS, but
not the PHY preamble, header, MAC header or HCS. For the 2.4 GHz PHY, this parameter is defined in
11.2.7.

octets: 2 2 1 1 2 2 2 variable 0-4
Frame PNID Destination Source Stream | Sequence| HCS | Frame body| FCS
control address (DA)| address (SA)| control number

MAC Header

Figure 11—MAC Frame format

The number of octets in the frame body shall range from 0 to aMaxFrameSize-4, inclusive.
7.2.1 Frame control field
The frame control field consists of the following sub-fields: protocol version, ACK policy, frame type, pad

octet, frag-start, frag-end, retry, Del-ACK request, SECurity and repeater. The format of the frame control
field shall be formatted as illustrated in Figure 12.

bits: 0-1 2-3 4-6 7 8 9 11 12 13 14 15

protocol | ACK frame | pad | frag- | frag- | retry | Del-ACK | reserved| SEC | repeater
version | policy type | octet | start | end request

Figure 12—Frame control field

7.2.1.1 Protocol version field

The protocol version field is two bits in length and is invariant in size and placement across all revisions of
the 802.15.3 standard. For this revision of the standard the value of the protocol version is 0. All other values
are reserved. The revision level will be incremented only when a fundamental incompatibility exists
between a new revision and the prior revision of the standard. A DEV that receives a frame with a higher
revision level than it supports will discard the frame without indication to the sending DEV.

7.2.1.2 ACK policy field

The ACK policy field is 2 bits in length and is used to indicate the kind of acknowledgement procedure that
the addressed recipient is required to perform. The use of the ACK policies is described in 8.8. The allowed
values for the ACK policy field are:

— 0: No acknowledgement: The recipient(s) shall not acknowledge the transmission, and the sender
treats the transmission as successful without regard for the actual result. The use of this policy is
defined in 8.8.1.

94 Copyright © 2001 IEEE. All rights reserved.
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— 1: Immediate acknowledgement (Imm-ACK) required: The addressed recipient returns an ACK1
frame after successful reception, according to the procedures defined in 8.8.2. 2
— 2: Delayed acknowledgement (Del-ACK): The addressed recipient uses the delayed-ACK command3
defined in 7.5.9.1, to convey the acknowledgement according to the procedures defined in 8.8.3. 4
— 3: Implied acknowledgement: The intended recipient is allowed to send either an Imm-ACK or any 5
other frame to the source-DEV of this frame as described in 8.8.4. 6
7
7.2.1.3 Frame type field 8
9
The frame type field is three bits in length. Table 59 lists the valid frame type values and their description10
The format and the usage of each of the individual frame types is defined in 7.3. 11
12

13
Table 59—Valid frame type values 14

(numeric values in this Table are shown in binary) 15
16
17
Frame type description 18

19
000 Beacon 20
21

22
010 Command 23

Type value
b2 b1 b0

001 Immediate acknowledgement (ACK)

111 Data 24
25
011-110 Reserved 26
27

28

7.2.1.4 Pad octet field 29
30

The pad octet field is one bit in length and shall be set to 1 in all data frames where the number of data octe24
is an odd number and the data payload has been padded by an extra octet to maintain word aligned frame<S24t

shall be set to zero otherwise. 33
34
7.2.1.5 Frag-start field 35
36
The frag-start field is one bit in length and is set to 1 in all data or command frames, that is the start of thd7
current MSDU/MCDU. It is setto 0 in all other frames. 38
39
7.2.1.6 Frag-end field 40
41
The frag-end field is one bit in length and is set to 1 in all data or command frames, that is the end of the cu#2
rent MSDU/MCDU. ltis set to 0 in all other frames. 43
44
7.2.1.7 Retry field 45
46

The retry field is one bit in length and is set to 1 in any data or command frame that is a retransmission of a7
earlier frame. It is set to O in all other frames. A receiving DEV uses this indication to aid in the process of8
eliminating duplicate frames. 49
50
51
52
53
54
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7.2.1.8 Del-ACK request field

The Del-ACK request field is one bit in length and is valid only in the data frames of a stream that is cur-
rently employing the delayed ACK mechanism. When this bit is set, the source DEV of the stream is
requesting the destination DEV to expedite the delivery of the delayed-ACK command.

7.2.1.9 SEC field

The SEC field is one bit in length. When the SEC bit is set to 1, the frame body is encrypted using the cur-
rently assigned data encryption key for the piconet.

7.2.1.10 Repeater field

The repeater field is one bit in length and is set to 1 if the frame is being repeated by the PNC as part of the
repeater service between two DEVs in the same piconet. It is set to 0 in all other frames.

7.2.2 Piconet ID (PNID)

The PNID is a unique identification for the piconet. The PNID remains constant during the current instantia-
tion of the piconet and may be persistent for multiple sequential instantiations of the piconet by the same
PNC.

7.2.3 Address fields

There are two address fields in the MAC frame format and each of these fields is 8 bits in length. These
fields are used to indicate the destination address (DA) and the source address (SA). An address for a DEV
is assigned by the PNC during the association of the DEV. The address of a DEV is unique to an associated
DEV within a piconet. The following addresses are reserved.

— The address value 0 is reserved for the PNC, for coordinator related transmissions and receptions

— The address value of all-ones (OxFF) is reserved for broadcast frames

— The address value of OxFE is reserved for use by all new clients during their association until a
unique address is allocated to each one of those new clients by the PNC.

— The address value of OXFD is reserved for multicast frames

— The address values of OxFA, OxFB or OxFC are reserved for neighbor piconets

7.2.4 Stream control

The stream control field is 16 bits in length and is used to uniquely identify a data stream. This field is valid
only for data frames. This field is set to zero, and ignored upon reception, in all other frame types.

bits 0:7 8 9:11 12:15

Stream index | Stream type| Priority | Reserved

Figure 13—Stream control field

This field contains three sub-fields, stream index, stream type and priority.

The stream index field is an 8-bit field with the value of zero reserved for non-stream data. The DEVs use
the rest of the values of the stream index as dynamically assigned by the PNC during the setup of the data
stream. The PNC allocates a unique value of stream index for each stream in the piconet.

96 Copyright © 2001 IEEE. All rights reserved.
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The stream type shall be set to ‘1’ for streams requiring isochronous services and shall be set to ‘0’ othet-

wise. 2
3
The priority field indicates the priority of the stream and is defined in A.3. 4
5

Any frame that does not belong to an established stream and does not need a stream connection is a nén-
stream data frame. Any non-stream data frame is transmitted with the stream index value of zero. The use of

a stream connection for asynchronous or isochronous data is up to the DEV. 8
9

7.2.5 Sequence number field 10
11

The sequence number field is a 16-bit value indicating the sequence number of the current MPDU. 12
13

For data frames, the DEVs maintain one modulo-65536 counter associated with the stream index of each bfl
the data stream that they source. The sequence number for a stream with a given stream index is assigiéd

from the counter associated with that stream index. 16
The sequence numbers for all command frames shall be assigned from a single modulo-65536 counter. i;
The sequence number for Imm-ACK frames and the beacon frame shall be set to 0. ;8
Each sequence number counter is started at 0 and incremented by 1 at the end of frame for which téé
sequence number is assigned. 23
7.2.6 Header check sequence gg
The header check sequence (HCS) is PHY dependent and is generated by the PHY before transmission zggd
checked by the PHY during reception. The HCS for the 2.4 GHz PHY is defined in 11.2.8. 28
7.2.7 Frame body field ég

31

The frame body is a variable length field and contains information specific to individual frame types. The32
minimum frame body is zero octets. The maximum length frame body is aMaxFrameSize-4 octets, includin@3

the security information, if any. 34

35

7.2.8 FCS field 36

37

The FCS field is a 32 bit field that contains a 32-bit CRC. The FCS is calculated over all of the frame body38

field, including, if present, the stuffed octet, 7.3, which is referred to here as the calculation field. 39

40

If the frame body has zero length (as in an immediate ACK frame) the FCS shall not be sent. 41

42

The FCS is calculated using the following standard generator polynomial of degree 32: 43

44

G(X) =332+ X280+ %23+ 522 4 x84+ 512 4 1 4 5104 5B 1y 43P 4 + P+ x + 1 45

46

The FCS is the one's complement of the sum (modulo 2) of the following: 47

48

1) The remainder of%x (31 + x30+ x2% +... + » + x + 1) divided (modulo 2) by G(x), where k is 49

the number of bits in the calculation field, and 50

2) The remainder after multiplication of the contents (treated as a polynomial) of the calculation 51

field by x*2 and then division by G(x). 52

53

The FCS field is transmitted commencing with the coefficient of the highest order term. 54
Copyright © 2001 IEEE. All rights reserved. 97
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As a typical implementation, at the transmitter, the initial remainder of the division is preset to all ones and
is then modified by division of the calculation fields by the generator polynomial G(x). The ones comple-
ment of this remainder is transmitted, with the high order bit first, as the FCS field.

At the receiver, the initial remainder is preset to all ones and the serial incoming bits of the calculation fields
and FCS, when divided by G(x) results in the absence of transmission errors, in a unique non-zero remainder
value. The unique remainder value is the polynomial:

X314 530 4 526 4 5254 5244 18 L 315 4 14 4 312 L 1 L0 B xS+ X+ x+ 1

7.3 Format of individual frame types

There are four defined frame types. The commands within command frame are defined so that a DEV may
perform multiple transactions in one shot with a low overhead of just one frame transaction.

All frames shall have a length that is an even number of octets. While encoding, if the frame is not an even
number of octets, an extra octet with an all-zero value shall be placed after the last valid octet of the frame,
before the FCS, to achieve an even number of octets. The length field of the frame shall the number of
octets, including the stuffed octet in its count. While decoding, the pad octet field is used to know the num-
ber of octets that belong to the command. If the pad octet field is set, then the last octet prior to the FCS shall
be ignored.

Note that the FCS calculation includes the stuffed octet.
7.3.1 Beacon frame format
The contents of the beacon frame body are shown in Table 60. The individual information elements in the

beacon frame are described in 7.4. The information elements in the beacon frame may appear in any order in
the beacon and DEVs may ignore any elements in the beacon which are not listed in Table 60.

Table 60—Beacon frame body

Information element Sub-clause Note Present in beacon
Device identifier 7.4.1 IEEE 802 address of the PNC In every beacon
Piconet synchronization paramete 7.4.2 Beacon number and other time dur] In every beacon

tion elements
Piconet maximum transmit power 7.4.9 Sets the max TX power level in the| As needed
piconet
Channel change 7.4.5 During change to new channel As needed
Channel time allocation 7.4.10 All the channel time allocation in th As needed

current supen‘rame

Traffic indication map <TBD> Traffic indication map for currently | As needed
sleeping DEVs

Device identifier of parent PNC (if 7.4.1 IEEE 802 address of the parent PN As needed
child or neighbor piconet)

The frame control fields and the stream control field of the beacon frame shall be set according to the values
in Table 61.
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Table 61—Frame control field settings for beacon frame 1

2

Header field Setting on transmission Interpretation on reception i

ACK Policy 0 Ignored 2

Frame type Beacon value in Table 59 Decoded 7

8

Frag-start 0 Ignored 9
10
Frag-end 0 Ignored 11
12
Retry 0 Ignored 13
14
Del-ACK Request | 0 Ignored 15
SEC 0 Ignored 16
17
Repeater 0 Ignored 18
19
Stream control 0x00 Ignored 20
21
22
The DA in the beacon frame header is broadcast address. The SA is the PNC address, defined in 7.2.3. 23
24
7.3.2 Immediate acknowledgement (ACK) frame format 25
26
The frame control fields and the stream control field of the immediate-ACK frame are given in Table 62 27
28
29
Table 62—Frame control field settings of the immediate ACK frame 30
31
Header field Setting on transmission Interpretation on reception gg
ACK Policy 0 Ignored 34
35
Frame type Immediate-ACK value in Table 59 Decoded 36
37
Frag-start 0 Ignored 38
39
Frag-end 0 Ignored 40
41
Retry 0 Ignored 42
43
Del-ACK Request | 0O Ignored 44
SEC 0 Ignored 45
46
Repeater 0 Ignored 47
48
Stream control 0x00 Ignored 49
50
51
52
53
54
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The SA of the ACK frame is copied from the DA field of the immediately previous directed frame that
requires immediate acknowledgement. Similarly the DA of the ACK frame is copied from the SA field of
the immediately previous directed frame that requires immediate acknowledgement.

7.3.3 Command frame format

The command frame shall only be sent in either a slot that is allocated for communication between the PNC
and the DEV or during the CAP.,.

The command frame body consists of one or more command blocks as shown in Figure 14. Each command
block consists of a 2-octet command type field, a 2-octet length field and a variable length command pay-
load as shown in Figure 15. The command types are described in sub-clause 7.5.

octets: 12 (2+2+Ly) (2+2+Ly) (2+2+L,) 4
MAC frame | Command | Command Command FCs
header block-1 block-2 block-n

Figure 14—Command frame format

octets: 2 2 Ly

Command type| Length (=L) | Command payload

Figure 15—Command block format

The stream control field in the command frame header shall be set to 0x00 and shall be ignored upon recep-
tion.

The command blocks shall always start on a 2-octet boundary within the frame body. While encoding, if the
command payload is not aligned to 2-octet boundary, an extra octet with an all-zero value shall be placed
after the last valid octet of the command payload to achieve the 2-octet alignment. However, the length field
shall contain only the number of valid octets and hence shall exclude the stuffed octet from its count. While
decoding, the length field is used to determine the number of octets that belong to the payload of the com-
mand. If the value of the length field is an odd number, then the octet following the last valid octet of the
payload shall be ignored before considering the next command block.

A command data unit (MCDU) may also be transmitted in fragments, as described in 8.7.
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7.3.4 Data frame format 1
2
The frame format of data frame is as shown in Figure 16. 3
4
5
octets: 12 variable | Oor4 ?
MAC frame header Data FCS 8
9
. 10
Figure 16—Data frame format 11
12
The length of the data field is O to aMaxFrameSize-4, inclusive. ii
Note that the FCS is not sent for O length frames, as defined in 7.2.8 ig
17
7.4 Information elements 18
19
The information elements are listed in Table 63. Individual elements are described in the following sub-20
clauses. 21
22
23
Table 63—Information elements 24
25
26
Element ID
hex value Element Sub-clause 27
28
0x00 Device identifier 7.4.1 29
0x01 Piconet synchronization parameter: 7.4.2 22
0x02 Capability information 7.4.3 32
0x03 Maximum supported time slots 7.4.4 gi
0x04 Channel change 7.4.5 35
0x05 Supported rates 7.4.6 gg
0x06 Security parameters 7.4.7 38
0x07 Transmit power parameters 7.4.8 ig
0x08 Transmit power change 7.55.1 a1
0x09 Piconet maximum transmit power 7.4.9 jé
O0x0A Channel time allocation 7.4.10 44
0x0B Max CTAs 7.4.11 32
0x0C DEV GTS status 7.4.12 47
0x0D Pewermanagementparameters 7.4.13 48
Traffic indication map 49
50
Ox0E Application specific information 7.4.14 51
OXOF-OxFF | Reserved 52
53
54
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The format of an individual information element is shown in Figure 17. The first octet is the information ele-
ment ID and the second octet is the length) @f the payload of the information element in octets. The fol-
lowing L,, octets are the payload for the information element. These elements may appear in any order in the
frames that are allowed include more than one of these elements.

The information elements shall always start on a 2-octet boundary within frame body. While encoding, if the

information element is not aligned to a 2-octet boundary, an extra octet with an all-zero value shall be placed
after the last valid octet of that information element to achieve the 2-octet alignment. However, the length
field in the information element shall contain only the number of valid octets and hence shall exclude the

stuffed octet from its count. While decoding, the length field is used to know the number of octets that

belong to the information element. If the value of the length field is an odd number, then the octet following

the last valid octet of the information element shall be ignored before considering the next information ele-

ment.

octets: 1 1 Ln

Element ID | Length (=L, | data

Figure 17—Information element format

7.4.1 Device identifier

The format of the device identifier element shall be formatted as illustrated in Figure 18.

octets: 1 1 6

Element ID | Length (=6) | Device ID

Figure 18—Device identifier element
The device ID is the 48-bit (6 octets) IEEE 802 address of the DEV that is sending the frame. The Isb of the
address is sent first, i.e. the Isb of the address follows the msb of the length field.
7.4.2 Piconet synchronization parameters

The format of the piconet synchronization parameter element shall be formatted as illustrated in Figure 19

octets: 1 1 4 2 2 2 1 1
Element ID | Length| Beacon| Superframe CFP CAP Key Piconet
(=12) | number duration duration | MaxBurstDuration| number mode

Figure 19—Piconet synchronization parameters element.

The beacon number is a 32 bit counter which is incremented in each beacon.
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The superframe duration is the duration of the current superframe. The resolution of this fiptddad
therefore has a range of [0-524288] However the valid range of this field is [aMinSuperframeDuration,
aMaxSuperframeDuration].

A WN B

The CFP duration is the time allocated to the CFP within the superframe. The resolution of this fisld is 8 5
which gives a the range of [0-52428@. The duration of the CAP is computed as the difference between 6
the superframe duration and the CFP duration. The same value is used as the time offset for the start of the

CFP from the start of beacon transmission. 8
9

The MaxBurstDuationin the CAP is the duration of the longest allowed burst during the CAP of the current 10

superframe. The resolution of this field ip8and so the range is [0-524288] 11
12

The key number is used to identify the current data encyrption key (DEK) for the piconet. The PNC incre-13
ments this number as a rollover counter every time it changes the DEK. If the piconet does not use datt
encryption, this field shall be set zero. 15

16
The piconet mode indicates 2 types of information: 1) what type of information is allowed to be sent in thel7
CAP of the current superframe and 2) the current security requirements. The encoding of this octet shall He8
formatted as illustrated in Figure 20. 19
20
21
22
23
Data | Commands (except associatio] Association commandy EPS | SEC mode| Reserved gg
26
27
28

29
If a bit is set for data, commands, association or EPS, i.e. its value is 1, then that type of data or command4g

allowed to be sent in the CAP of the current superframe. Otherwise, that type of frame is not allowed to b§1

bits: b0 bl b2 b3 b4-b5 b6-b7

Figure 20—Piconet mode field

sent in the CAP. The use of this command is described in 8.4.2. 32
33

The SEC mode indicates the current security settings in the piconet. The field is encoded as follows (b5, thg,
msb, is listed first, b4, the Isb, last): 35
36

— 0b0O0: neither authentication nor data encryption are required. 37
— 0bO01: authentication is required. 38
— 0bl1: both authentication and data encryption are required 39
40

Note that Ob10, i.e. having the data encryption but not authentication, is a disallowed state. 41
o i 42

7.4.3 Capability information 43

44
The capability information element shall be formatted as illustrated in Figure 21 and the capability field 45
shall be formatted as illustrated in Figure 22. The bits in the capability field shall not change while the DEV 4¢
is associated in a piconet. For the PNC, the bits in the capability field shall not change while it is the PNC of,,

48
49
50
51
52
53
54
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the current piconet. Bits b11-b15 are arranged in order of preference for PNC selection, with the highest
preference (AC) corresponding to the MSb.

octets: 1 1 2

ElementID | Length (=2) | Capability field

Figure 21—Capability information element format

bits: b0-b5 b6-b9 b10 b1l b12 b13 b14 b15

Supported data rate] Reserved| Neighbor PNC| PSAVE | PSRC | SEC | PNC-Des-Mode| AC

Figure 22—Capability field format

The supported data rates element is a PHY dependent mapping of the optional data rates to a 5 bit field that
indicates which of the optional data rates are supported by a DEV. For the 2.4 GHz PHY, this mapping is
defined in Table 94.

The neighbor piconet bit shall be set to 1 if the DEV is intends to be a neighbor PNC, 8.2.6, in the current
piconet and shall be set to 0 otherwise.

The PSAVE bit shall be set to 1 if the DEV is planning to use EPS state as a part of power management.
Otherwise the PS bit shall be set to 0. The PNC shall always set this bit to 0 in its capability field.

The PSRC field shall be set to 1 if the DEV is receiving power from the alternating current mains and shall
be set to 0 otherwise.

The SEC bit shall be set to 1 if the DEV is capable of supporting encryption for its data streams. Otherwise
SEC bit shall be set to 0.

The PNC-Des-Mode is the designated mode of the DEV as currently set. This bit shall be set to 1 if the DEV
is in the PNC mode. Otherwise this bit shall be set to 0.

The AC bit shall be set to 1 if the DEV is capable of being a PNC in the piconet. Otherwise AC bit shall be
set to 0.

7.4.4 Maximum supported time slots

The maximum supported time slots element shall be formatted as illustrated in Figure 23.

octets: 1 1 1 1

Element ID | Length (=2) | Reserved| Max number of time slots supported

Figure 23—Maximum supported time slot elements
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The Max number of time slots supported indicates the maximum number of time slots that may be allocatedi

to the DEV that is sending this element in any superframe. 2
3
7.4.5 Channel change 4
5
The channel change element shall be formatted as illustrated in Figure 24. 6
7
8
9
tets: 1 1 1 1
octets 10
Element ID | Length (=2) | New channel index | Channel change time-out (inuK) 1
12
. 13
Figure 24—Channel change element 14
15
The new channel index indicates the channel to which the PNC is intending to move the piconet. The valuekt
of this field are PHY dependent. For the 2.4 GHz PHY, the valid channels are defined in 11.2.3. 17
18
The channel change time-out is the time within which the DEVs shall expect beacon from PNC in the newl9
channel. This time duration is indicated ipK 20
21
7.4.6 Supported rates 22
23

The supported rates element specifies the rates in the operational rate set and are conveyed to MAC throush
MLME-ASSOCIATE and MLME-START primitives. The supported rates element shall be formatted as 25
illustrated in Figure 25. 26
27
28
29
30
Element ID | Length (=1 — 8) | Supported Rates| g;
33
34
35
The information field is encoded as 1 to 8 octets where each octet describes a single supported rate. T8&
encoding is PHY dependent. For the 2.4 GHz PHY, the encoding is defined in 11.7 37
38
7.4.7 Security parameters 39
40
The security parameters element is used to communicate the security parameters used in a piconet.The setl-
rity parameters element shall be formatted as illustrated in Figure 26. 42
43
44
45
46
Element ID | Length (=2+variable)] OID length OoID 3;
49
50
51
The OID length is the length in octets of the OID field. 52
53
54

octets: 1 1 @-28)

Figure 25—Supported rates element

octets: 1 1 2 variable

Figure 26—Security parameters element
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The OID field specifies a cipher suite according to IEEE P1363: Standard Specifications for Public-Key
Cryptography.

7.4.8 Transmit power parameters

The transmit power parameters element shall be formatted as illustrated in Figure 27. The element is used to
communicate the TPC capabilities of a DEV.

octets: 1 1 1 1 1

Element ID | Length (=2)| TX power levell TX power step sije  Current TX powgr

Figure 27—Transmit power parameters element

The TX power level is a one octet field that is the number of levels supported by a DEV.

The TX step size is a one octet field that is the TX power level step size in 1 dB resolution, e.g. a number 4
in this field means that the DEV has nominally 4 dB steps.

If a DEV does not support TPC, it shall set the TX power level and TX power step size fields to 0.

The current TX power is DEVs estimate of its transmitter power measured at the antenna interface. The
value is in dBm encoded in 2s complement format. For example, a +2 dBm TX power level is encoded as
0x02 while a -2 dBm TX power level is encoded as OXFE.

7.4.9 Piconet maximum transmit power

The piconet maximum transmit power elements shall be formatted as illustrated in Figure 28. This element
is used to communicate the transmit power control (TPC) capabilities of a DEV.

octets: 1 1 1 1

Element ID | Length (=2)| Max TX power level Reservgd

Figure 28—Piconet maximum transmit power element

The max TX power level element is a one octet field that indicates maximum TX power level allowed by the
PNC in the piconet. The value is in dBm encoded in 2s complement format. For example, a +2 dBm TX
power level is encoded as 0x02 while a -2 dBm TX power level is encoded as OxFE.

7.4.10 Channel time allocation
The channel time allocation (CTA) element shall be formatted as illustrated in Figure 29. Since the length

parameter supports only 255 octets of payload allowed in any one information element, the PNC may split
the CTA information into more than one information element entry in the beacon. The receiving DEV shall
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assemble all the CTA elements in a received beacon frame before its analysis. The PNC shall place the

CTA-blocks in the increasing order of their allocated channel time to ease their reassembly. 2
3
4
. 5
octets: 1 1 6 6 6 6
ElementID | Length=(n*6)| CTA block-1 | CTAblock-2 | ... | CTA block-n 7
8
Figure 29—Channel time allocation element 20
11
Each CTA element consists of multiple, 6-octet wide CTA blocks, which shall be formatted as illustrated in12
Figure 30. 13
14
15
octets: 1 1 1 1 2 16
17
Source DEV | Destination DEV | Stream index CTA- Slot Start time-or 18
address address control SENext 19
20
Figure 30—Channel time allocation block 21
22
The source DEV address indicates the DEV to whom the channel time is being allocated. gi

The destination DEV address indicates the DEV to whom the source DEV may send the frames. If this is gg

broadcast address, then the source DEV shall send broadcast frames only during that time slot. 27

For a child PNC, the source DEV and destination DEV addresses shall both be the AD-AD of the DEV tha g

is the child piconet’s PNC.

30
For a neighbor piconet, the source and destination addresses shall both be the AD-AD assigned by the pargét
PNC for the neighbor piconet and shall be one of the reserved neighbor piconet addresses, 7.2.3. 33

The stream index is the number assigned by the PNC that indicates the stream associated with the chanéél
time.
36

37
38
39
40
bits: b0 bl b2 b3-b7 a1

42
Time-beacon CTA Key change| Reserved 43

type a4
45

Figure 31—CTA control block 46
47

ets of the48
as the slog9
50

51

CTA, 52
rirame B3
54

Fhe CFA-controHield-shall beformatted-as-lustrated-inFigure 31.
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Table 64—Summary-efslotlocationfield-usage—

bitvalue
ACTNE CTA-GTSpresentin-this-super- Slotstart time 0 0
frame
ACTNVE CTA no-GTS-in-this-superframe SENext 1 0
EPS CTA-AWAKE superframe Slot start time 0 1
ERS-CTARe-GTSHusH\WAKE Slot start time =10 0 1
EPS GTA Momentary ERS CTA GTS | Slotstarttime 0 1
EPS CTA nota- WAKE superframe SENext 1 1

Slot Start time field contains the start time of the allocated slot. The value of this field is always an offset
from the start of superframe and hence the start of transmission of beacon frame from the PNC. The resolu-
tion of this field is 8us and so the range is [0-524288]

The end of each GTS slot is the start time of the next GTS slot minus the guard time indicated in the beacon.

7.4.11 Max CTAs

The max CTAs element shall be formatted as illustrated in Figure 32.

octets: 1 1 2 2

Element ID | Length (=4) | MaxAssignedCTAs | MaxProcessedCTAS

Figure 32—Max CTAs information element

The MaxAssignedCTAs field describes the maximum number of GTS slots that may be assigned to a DEV
when the DEV is either the source or destination. The destination address may include group or multicast
destinations.

The MaxProcessedCTAs field specifies the maximum number of CTAs that the DEV is able to process.
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7.4.12 DEV GTS status 1
2
The DEV GTS status element shall be formatted as illustrated in Figure 33. This element is a 256 bit bitmaf
where each bit corresponds to an AD-AD. The DEV GTS status element may only be sent by the PNC in thé
beacon. The purpose of this information element is to enable a DEV to know if any GTSs where it is eitheb
the SA or DA have changed since the last beacon. If any of the GTSs for a given DEV has changed sin&
the last beacon, the bit corresponding to the AD-AD for that DEV shall be set to a one. If none of the GTSS
for that DEV have changed since the last beacon, the bit corresponding to the AD-AD for that DEV shall be8
set to zero. If a broadcast GTS has changed since the last beacon, only the broadcast GTS bit shall be Set,
and not all bits in the bitmap 10
11
12
13
14
15
16
17
18

19
If a DEV correctly received beacan it does not need to process the CTAs in beaednif it's DEV GTS 20

status bit and the broadcast GTS status bit in beaebrare set to zero. If either it's DEV GTS status bitor 94
the broadcast GTS status bit is set to one, then the DEV needs to process the CTAs in that beacon. 22
23

413 Pewermanagement-parameters— 24
. . . 25

SISHD —Fhepurpose 5§

H 27
28
29
octets: 1 1 1 1 1 1 30
31
Element ID | Length (=2+n)| EPSinfo | EPS set1] EPSset2| ... EPS setn 32
33

Figure 34—Power management parameters element 34

octets: 1 1 8

Element ID | Length (=8)| (Isb) DEV GTS status bitmap (msh

~

Figure 33—DEV GTS status information element

bits: b0-b1 b2 b3-b7 43

44

PowerManagementMode] EPS status Reserved 45
46

Figure 35—EPS info field 47
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7.4.13 Traffic indication map (TIM) Information element

octets: 1 1 1 variable (1-32)
Element ID Length Start AD- Traffic indication map
AD (TIM)

The TIM field is a bit map of 1 to 32 octets, with each bit when set to 1 indicating that there is traffic indicat-
ing for a DEV whose AD-AD is equal to start AD-AD plus the bit position in the map.

The bit corresponding to BC address (OxFF) indicates that there is braodcast frame(s) or GTS-request(s) is
pending.

The bit corresponding to MC address (OxFD) indicates that there is braodcast frame(s) or GTS-request(s) is
pending.

The bit corresponding the AD-AD of zero is reserved. Bits corresponding to ther reserved values of AD-AD
are reserved. All the reserved bit positions shall be set to zero upon transmission by PNC and shall be
ignored upon reception.

7.4.14 Application specific information
The application specific information element (ASIE) shall be formatted as illustrated in Figure 37. The pur-

pose of this information element is to allow custom information for enhanced operation that is outside of the
scope of this standard.

octets: 1 1 1 variable

Element ID Length AD-AD Application specific datd

Figure 37—Application specific information element

The AD-AD is set by the PNC as the index of the application specific capable device that will make use of
this information element.

The application specific data is specified by the PNC. Its use by the application specific capable device is
beyond the scope of this standard.

More than one application specific information element (ASIE) may be placed in any beacon by the PNC.
All ASIEs shall be the last information elements in the beacon. The ASIE shall only be used by the PNC
after negotiating the application specific capability with a DEV using a standard a GTS or CFP message
exchange. The negotiation of the application specific capability between the DEV and the PNC is beyond
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the scope of this specification. The use of the application specific data field of the information element isl
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beyond the scope of this specification. 2
3
7.5 Command types g
The command types are listed in Table 65. The individual commands are described in the following subg
clauses. No command frame shall be transmitted to or by an unassociated DEV within a piconet. 8
9

Table 65—Command types ig

12

Cohmemxa\\/r;cliuté/pe Command name Sub-clause ii

0x0000 Delayed-ACK command 7591 12

0x0001 Transmission sequence sync command 7.5.9.2 17

0x0002 Channel time request command 7.5.10.1 ig

0x0003 Channel time grant command 7.5.10.2 20

0x0004 Probe request command 7541 ;;

0x0005 Probe response command 75.4.2 23

0x0006 Repeater services request command 756.1 ;g

0x0007 Repeater service grant command 7.5.6.2 26

0x0008 Repeater service reject command 7.5.6.3 g;

0x0009 Channel status request command 7543 29

0x000A Channel status response command 754.4 22

0x000B Alternate PNC announcement command 7511 32

0x000C Alternate PNC pullout command 7512 gi

0x000D New PNC announcement command 7.5.1.3 35

0x000E PNC handover command 75.1.4 gg

0x000F Device information request command 7581 38

0x0010 Device information response command 7.5.8.2 ig

0x0011 Stream management command 7.5.10.3 41

0x0012 Association request command 7521 fé

0x0013 Association response command 7.5.2.2 44

0x0014 Disassociation request command 7523 32

0x0015 EPS action request command 75.7.1 47

0x0016 EPS action response command 75.7.2 jg

0x0017 DEV to PNC PS information command 7.5.7.3 50

0x0018 Switch to ACTIVE CTA mode command 75.7.4 g;

0x0019 Switch to EPS CTA mode command 7.5.7.5 53

54
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Table 65—Command types

Cohmemxa\\/r;cliuté/pe Command name Sub-clause
0x001A Momentary EPS CTA command 7.5.7.6
0x001B Child or neighbor information response comman 7583
0x001C Authentication request command 7531
0x001D Authentication response command 7.5.3.2
0x001E Challenge request command 7533
0x001F Challenge response command 7534
0x0020 Request key request command 7535
0x0021 Request key response command 7.5.3.6
0x0022 Distribute key request command 75.3.7
0x0023 Deauthenticate request command 7.5.3.8

0x0024-0xFFFF | Reserved

The commands shall always start on a 2-octet boundary within frame body. While encoding, if a command
is not aligned to a 2-octet boundary, an extra octet with an all-zero value shall be placed after the last valid
octet of that command to achieve the 2-octet alignment. However, the length field in the command shall con-
tain only the number of valid octets and hence shall exclude the stuffed octet from its count. While decoding,
the length field is used to know the number of octets that belong to the command. If the value of the length
field is an odd number, then the octet following the last valid octet of the command shall be ignored before
considering the next command.

7.5.1 PNC selection and handover commands

The PNC selection commands are used at the formation of a piconet to choose the PNC. There are three
types of PNC selection commands, the alternate PNC announcement, alternate PNC pullout and new PNC
announcement.

The ACK policy shall be set to request immediate acknowledgement when sent as a directed frame. Other-
wise the ACK-policy bits shall be set to zero.

The frag-start, frag-end, retry, Del-ACK request, SEC and Repeater sub-fields in the frame control field of
the MAC header of this frame shall be set to zeros and shall be ignored upon reception.

The DA is set to broadcast or a directed address. When sent as a directed frame, the intended recipient shall
send an immediate acknowledgement frame if the frame is received correctly. The stream control and
sequence number fields shall be set to zero and shall be ignored upon reception.
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The PNC selection commands use the same configuration of the frame body and shall be formatted as illus-

trated in Figure 38. 2
3
4
octets: 2 2 2 1 1 1 1 6 2 g
Command | Length | Capability | Reserved Max | Repeater X Device | CSTimeout 7
Type (=14) number | memory power ID 8
GTS level 9

10

Figure 38—PNC selection frame body 11

12

The capability field shall be formatted as illustrated in Figure 22 and is described in 7.4.3. This frame shaIiLS
not be transmitted with the AC bit in the capability field set to 0. 15

16
17
18
19
20
21

The max number of GTS indicates how many GTSs the DEV is capable of allocating as a PNC.

The repeater memory field indicates the total memory (in Mbytes) that is available to the DEV to perform
repeater service.

The TX power level indicates the maximum transmit power that is possible for the DEV. The power level is
in dBm, encoded in 2s complement notation. For example, if a DEV was capable of 14 dBm TX power, th

field would take on the value OXOE while if the DEV was capable of -4 dBm TX power, the field would take 23
on the value OxFC. 4

25
The device ID is the 48-bit IEEE 802 address of the sender of this frame. gg

The CSTimeout is the time within which the other DEVs are expected to participate in the PNC selectioh28
process. This time duration is indicated ipsK A late joining, new DEV may extend this time via its frame

which shall be adopted by all the currently participating DEVs. 22
7.5.1.1 Alternate PNC announcement command gg

This action type is used by all ACs to announce their capabilities that make them suitable for the responS|b|?4
ities of PNC in the piconet. 36

37
38

An AC uses this action type to pullout of the multi-AC announcement session if it has received an announce:’29
ment from another AC that is better suited to be the PNC in the piconet. The fields in the PNC selection
frame body are compared for elimination of an AC from contest or pulling out of the multi-AC announce-

7.5.1.2 Alternate PNC pullout command

ment. This process is described in 8.2.3. jé
7.5.1.3 New PNC announcement command jg

An AC uses this action type to announce itself as the winning PNC in a multi-AC announcement session if |f16
is better suited as PNC in the piconet. 48
At the end of a PNC hand over, the new PNC of the piconet uses the PNC selection frame with this act|of]i9
type to signal the end of PNC hand over.

51
The CSTimeout in this frame indicates the time offset before which the first beacon from the winning AC?%
shall be expected by the rest of the DEVs in the channel. "
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7.5.1.4 PNC handover command

The PNC shall use this command to hand over its responsibility to an associated DEV that is capable of

DRAFT STANDARD FOR

being a PNC. The command structure shall be formatted as illustrated in Figure 39.

octets: 2 2 2 2 6 6 2
Command| Length | Number of | Superframe duration] PNC device ID | AC device ID | Hand over
Type (=18) DEVs time-out

The number of DEVs field indicates the total number of DEVs that are currently associated with the PNC.
The superframe duration is defined in sub-clause 7.4.2.

The PNC device ID is the device ID of the current PNC of the piconet.

Figure 39—PNC handover command format

The AC device ID is the device ID of the AC that is chosen to be the new PNC of the piconet.

The hand over time-out is the time by which the new PNC is expected to obtain the DEV information from
the current PNC and start the beaconing process. The resolution of this figklas® therefore has a range
of [0-524280]us. The indicated time-out shall be with reference to the start of transmission of immediately

previous beacon from the current PNC.

7.5.2 Association and disassociation

7.5.2.1 Association request command

Only a DEV that wishes to associate with the PNC of an already existing piconet shall send this command.

The ACK policy shall always be set to request immediate acknowledgement.

The frag-start, frag-end, retry, Del-ACK request, SEC and Repeater sub-fields in frame control field of the

MAC header in this command shall be set to zeros and shall be ignored upon reception.

The DA shall always be set to all-zero address, meant to indicate the PNCs address. The SA shall always be

set OXFE to indicate the association-address.

The PNID values is set to the PNID of the piconet to which the DEV is attempting to associate.

The structure of the frame body for an association request command shall be formatted as illustrated in

Figure 40.
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octets: 2

2

6

2

Command type

Length

Device ID

Capability

ATP

Figure 40—Association request command format
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The device ID field is the 48-bit IEEE 802 address of the DisMlived in the association.

The capability field is same as illustrated in Figure 22. This field describes the capabilities of the DEV.

A WN B

The ATP (association time-out period) is the time-out, in ms, during which if the frames from PNC meant5
for the current DEV are not received at the DEV, the DEV disassociates and tries to associate again. Simf-
larly, if PNC did not receive any frame originating from the current DEV within this time-out duration, the 7

PNC may disassociate the DEV and expect the DEV to associate again. 8
9

7.5.2.2 Association response command 10
11

Only the PNC of an already existing piconet shall send this command and shall send the command only tol®
DEV that is currently trying to associate. The structure of the frame body for an association response coni3

mand shall be formatted as illustrated in Figure 41. 14
15

16

octets: 2 2 6 1 1 2 17

18

Command type | Length | Device ID | Reason Code| AD-AD | ATP 19

20

Figure 41—Association response command format g;

23

24

The ACK policy shall always be set to zero and shall be ignored upon reception. 25
26

The frag-start, frag-end, retry, Del-ACK request, SEC and Repeater sub-fields in frame control field of the27
MAC header of this command shall be set to zeros and shall be ignored upon reception. 28
29

The SA shall always be set to an all-zero address which is the PNCs address. The DA shall always be set30
OXFE to indicate the association-address. Hence this command shall not be ACKed. 31
32

The device ID field is the 48-bit IEEE 802 address of the Diedlved in the association. When the PNC 33
sends this command to the DEV, the PNC uses the field from the previously received association reques#
from that DEV. Two or more DEVs trying for association at the same time distinguish the response com-35
mand from the PNC by comparing their device ID to the device ID in the response command. If there is 86
match, the DEV uses the AD-AD as its address for all its future communications. 37

38
The AD-AD field is filled with the address allocated to the DEV if the association is successful. The address39
shall be in the valid range of addresses. The DEV shall start using that address as its address in the picoABt
during all its future communications until it is disassociated and hence required to associate again. If thi4l
field contains the association-address (OxFE), the DEV is not allowed to associate for the reason mentiond@
in the reason code. For the association of a neighbor PNC, the AD-AD shall be one of the reserved neighbé8

piconet IDs, 7.2.3. 44
45

The valid reason codes are: 46
47

— 0 -> Success 48
— 1-> Already serving maximum number of DEVs 49
— 2 ->Lack of available bandwidth to serve the DEV 50
— 3 ->Channel is too severe to serve the DEV 51
— 4 ->PNC is turning off with no AC in the piconet 52
— 5->DEV wishes to disassociate 53
— 6 -> Channel change is in progress 54
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— 7 ->PNC hand over is in progress
— 9-255 -> reserved

The ATP is the finalized value for the time-out period. This value may be different from that requested by
the DEV in its association request command if the PNC is not able to support the value requested.

7.5.2.3 Disassociation request command

Either the PNC or an associated DEV may send the disassociation request command. The structure of the
command shall be formatted as illustrated in Figure 42

octets: 2 2 6 1 1

Command type| Length (=8)| Device I Reason cofle  Reselved

Figure 42—Disassociation request command format

The device ID is the 48 bit IEEE 802 address of the DEV that is being disassociated.
The valid reason codes are:

— 0 ->DEV state has expired (Need to re-associate)
— 1 ->Channel is severe to serve the DEV

— 2 ->DEV is overshooting its allocated channel time
— 3 ->PNC is turning off with no AC in the piconet
— 4 ->DEV wishes to disassociate

— 5-> DEV authentication failed

— 6-255 -> reserved

7.5.3 Authentication and security commands

This set of commands is used to establish security and privacy functions between DEVs and a PNC in the
piconet. In all cases involving the establishment and maintenance of security and privacy in the piconet, the
PNC is defined as hosting the Piconet Security Manager (PSM) function in the piconet. Identically, the
PNC, which is defined as hosting the PSM, shall always operate as the active security manager in a piconet.
7.5.3.1 Authentication request command

An associated DEV uses this command to request authentication within a piconet from the PNC.

The ACK policy shall be set to request immediate acknowledgement. The Del-ACK request, SEC and

Repeater sub-fields in frame control field of the MAC header in this command shall be set to zeros and shall
be ignored upon reception.
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The authentication request command frame structure shall be formatted as illustrated in Figure 43 1
2
3
. . 4
octets: 2 2 2 Variable 5
Command type| Length | PublicKeyObjectLength| DEVPublicKeyObject 6
7
Figure 43—Authentication request command format g
10
The DEVPublicKeyObject may be simply a public key, a public-key certificate or some other construct that11
communicates public-key related information. 12
13
The PublicKeyObjectLength is the length in octets of the variable length DEVPublicKkeyObject. 14
15
7.5.3.2 Authentication response command 16
17
The authentication response command is used by the PNC to respond to an authentication request commaifd
from the DEV. 19
20

The ACK policy shall be set to request immediate acknowledgement. The Del-ACK request, SEC and?1
repeater sub-fields in frame control field of the MAC header in this command shall be set to 0 and shall b&2
ignored upon reception. 23

24
The authentication response command frame structure shall be formatted as illustrated in Figure 51 25
26
27
i 28
octets: 2 2 2 Variable 1 29
30
31
: o 32
Figure 44—Authentication response command format 33

34
The AuthenticationinfoLength is the length in octets of the Authenticationinfo parameter. 35

Command typel Length | AuthenticationinfoLength | Authenticationinfo ResultCode

36
The Authenticationinfo parameter is variable in length, as specified by the active cipher suite. The format og-
the information contained in the Authenticationinfo parameter is also defined by the active cipher suite. 34

39
The ResultCode shall be set to 1 if the PNC accepts the DEV for authentication, and shall be set to 0 othejp

wise. a1
42
7.5.3.3 Challenge request command 43
44

The challenge request command is used to initiate a public key challenge from the PNC to an associat
DEV. It includes a public key challenge that is dependent on the cipher suite that is being used and the pufig
lic key of the PNC. 47

48
The ACK policy shall always be set to request immediate acknowledgement. The Del-ACK request, SEG,q
and repeater sub-fields in frame control field of the MAC header in this command shall be set to 0 and shaj,
be ignored upon reception. 51

52
53
54
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The challenge request command frame structure shall be formatted as illustrated in Figure 51

octets: 2 2 2 Variable 2
Command type| Length | PublicKkeyChallengeLengtt] PublicKeyChal- AuthenticateFailureTimeou
lenge

The PublickeyChallengeLength is the length in octets of the PublicKeyChallenge parameter.

The PublicKeyChallenge parameter is variable in length, as specified by the active cipher suite. The format
of the information contained in the PublicKkeyChallenge parameter is also defined by the active cipher suite

The AuthenticationFailureTimeout parameter is the maximum wait time in ms until the challenge request
command issued by the DEV to the PNC is no longer valid.

7.5.3.4 Challenge response command

The challenge response command is used by an associated DEV to respond to a public key challenge from
the PNC. It includes a public key proof that is dependent on the cipher suite that is being used.

The ACK policy shall always be set to request immediate acknowledgement. The Del-ACK request, SEC
and repeater sub-fields in frame control field of the MAC header in this command shall be set to 0 and shall
be ignored upon reception.

The challenge response command frame structure shall be formatted as illustrated in Figure 51

octets: 2 2 2 Variable

Command type| Length | PublicKeyProofLength| PublicKeyProof

Figure 46—Challenge response command format
The PublickeyProofLength specifies the length in octets of the PublicKeyProof parameter.

The PublicKeyProof parameter is variable in length, as specified by the active cipher suite. The format of the
information contained in the PublicKeyProof parameter is also defined by the active cipher suite.

7.5.3.5 Request key request command

The request key request command is used by an associated DEV to request the transmission of a key from
the PNC.

The ACK policy shall always be set to request immediate acknowledgement. The Del-ACK request, SEC
and repeater sub-fields in frame control field of the MAC header in this command shall be set to 0 and shall
be ignored upon reception.
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The request key request command frame structure shall be formatted as illustrated in Figure 51

octets: 2 2 1 1

Command type| Length (=2) | KeyPurpose| KeyRequestTime-
out

OOO\IO“)U'I-wa\)I—‘

The KeyPurpose specifies the purpose for which the key is intended to be used, as enumerated in the C|plﬁr
suite list.
12

The KeyRequestTimeout parameter is the maximum wait time in ms until the request key request comman

issued by the DEV to the PNC is no longer valid. 4

15
16

7.5.3.6 Request key response command 17

The request key response command is used by the PNC to respond to an associated and authenticated D%\/
with either an encrypted version of the requested key or an indication that the key request was denied. 20

21
22
23
24
octets: 2 2 1 1 2 Variable 25

26
Command type| Length | KeyPurpose| ReasonCodgl EncryptedKeyOb- EncryptedKeyObject 27

jectLength 28

29
30

The KeyPurpose specifies the purpose for which the key is intended to be used, as enumerated in the mpl%’r
suite list.

The request key response command frame structure shall be formatted as illustrated in Figure 51

33
34
35

The EncryptedKeyObiject is a variable length object specified by the active cipher suite. The EncryptedKey-36
Object contains payload data key that may be encrypted using a public key or a symmetric private key, in
format defined by the active cipher suite. 38

The EncryptedKeyObjectLength is the length in octets of the EncryptedKeyObject.

39

The ReasonCode shall be set to 1 if the PNC accepts the request key request command from the DEV a‘ﬁ%

shall be set to 0 otherwise. 42

43
44
45
46
47
48
49
50
51
52
53
54

7.5.3.7 Distribute key request command

The distribute key request command is used by the PNC to send a key to a specific DEV.
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The distribute key request command frame structure shall be formatted as illustrated in Figure 51

octets: 2 2 1 2 Variable 2

Command| Length | KeyPurpose| EncryptedKey| EncryptedKeyObject| DistributeKey
type ObjectLength FailureTimeout

Figure 49—Distribute key request command format

The KeyPurpose specifies the purpose for which the key is intended to be used, as enumerated in the cipher
suite list.

The EncryptedKeyObjectLength is the length in octets of the EncryptedKeyObiject.
The EncryptedKeyObiject is a variable length object specified by the active cipher suite. The EncryptedKey-
Object contains payload data key that may be encrypted using a public key or a symmetric private key, in a

format defined by the active cipher suite.

The DistributeKeyFailureTimeout parameter is the maximum wait time in ms until the distribute key request
command issued by the PNC to the DEV is no longer valid.

7.5.3.8 Deauthenticate request command

The deauthenticate request command is used by the PNC to revoke the authentication of an authenticated
and associated DEV.

The deauthenticate request command frame structure shall be formatted as illustrated in Figure 51

octets: 2 2

Command type] Length (=1)

Figure 50—Deauthenticate request command format
7.5.4 Information request commands
This set of commands is used to retrieve information from another DEV in the piconet. The probe com-
mands deal with the information elements while the channel status commands return the remote DEVs view
of the channel.
7.5.4.1 Probe request command
The probe request command is used either to request information about a DEV or to see if a DEV is still

present in the piconet. This command may be exchanged between any two DEVs in the piconet. The individ-
ual information elements used in this frame are described in 7.4. The stream control field in the probe
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request frame header shall be set to 0x00 and shall be ignored upon reception. The probe request command

frame structure shall be formatted as illustrated in Figure 51 2
3
4
octets: 2 2 2 Variable g
Command type | Length | Information request | Information elements 7
8
Figure 51—Probe request command format S1)O
11

The least significant 15 bits of the information request field is a bitmap to indicate the information requested.2
of the destination of DEV. The sender sets a value of ‘1’ in a bit to request the information element that cori3
responds to the bit position. Otherwise the sender sets the bit to ‘0’. The bit position for an information ele14
ment is same as the value of the element-ID for that information element. That is, the bit position of ‘n’ in15
information request field corresponds the information element whose element ID, Table 63, is ‘n’. An all-16
zero value in this field means that the source DEV is not expecting any probe information from the destinal7
tion DEV, but is providing the information about itself to the destination DEV in the elements following this 18
field. In this case, the destination DEV only ACKs the frame if it is received correctly and does not respondl9
with a probe response command. 20

21
The most significant bit of information request field indicates that the rest of the bits in the field are not bit22
maps, instead they are binary coded to indicate the element ID of the information element that is being3

requested by the sender of this command from its intended recipient. 24
25
The information elements field is a list of the information elements described in 7.4. The elements them26
selves may be placed in any order and all the elements need not be present. 27
28
7.5.4.2 Probe response command 29
30

The probe response command is used to respond to an information request. This command may 34
exchanged between any two DEVs in the piconet. The individual elements used in this frame are describe&dp
in 7.4. The stream control field in the probe request frame header shall be set to 0x00 and shall be ignor&3
upon reception. The probe response command frame structure shall be formatted as illustrated in Figure 534
35
36
37
38
Command type | Length | Information Request| Information elements ig
41
42
43
The information request field is defined in 7.5.4.1 44
45
The information elements field is defined in 7.5.4.1. 46
47
48
49
50
51
52
53
54

octets: 2 2 2 Variable

Figure 52—Probe response command format
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7.5.4.3 Channel status request command

The structure of the command shall be formatted as illustrated in Figure 53. This command may be sent by
any DEV in the piconet to an other DEV in the piconet, including the PNC, to request the current channel
condition as experienced at the requested DEV.

octets: 2 2

Command type | Length (=0)

Figure 53—Channel status request command format

7.5.4.4 Channel status response command

The structure of the command shall be formatted as illustrated in Figure 54. This command is sent by a DEV
in response to the DEV that is requesting the channel status to let the requesting DEV know the current
channel condition at the responding DEV.

octets: 2 2 2 2 2 2 2
Command Length Measurement| TX frames | RX frames RX error RX frames
type (=10) window size count count frames count| loss count

Figure 54—Channel status response command format

The measurement window size is the time duration, jis, Kluring which the measurements were carried
out.

The TX frames count is the total number of frames, not including Imm-ACK frames, that were transmitted
by the sender of this command to the destination of this command.

The RX frames count is the total number of frames, not including Imm-ACK frames, that were correctly
received by the sender of this command. Only the directed frames intended for this DEV are included.

The RX error frames count is the total number of frames, not including Imm-ACK frames, that were
received in error by the sender of this command. A frame is considered to have been received in error if the
header passes the HCS calculation but the frame body fails the FCS calculation.

The RX frame loss count is the total number of frames, not including Imm-ACK frames, that were detected

as not having been received at the first attempt of their transmission. Only the expected, but not received,
directed frames intended for this DEV are included. Loss of frame(s) for a given stream index is detected
when the stream sequence number in a received frame corresponding to that stream is not one more than the
sequence number indicated in the last received frame corresponding to the same stream. The difference
between the new stream sequence number and the last stream sequence number received reduced by one
gives the number of frames lost. These numbers are accumulated for all streams at a DEV and sent as
receive frame loss count. The frames received with retry bit set are excluded from this calculation as it is not
possible to determine the number of attempts made by the sending DEV before the frame is successfully
received by the destination DEV.
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7.5.5 Transmitter power 1
2
This group of commands is used to control the transmit power of DEVSs. 3
4
7.5.5.1 Transmit power change 5
6
The transmit power control element shall be formatted as illustrated in Figure 55. This element is used t@
request a change in the transmit power of a DEV. 8
9

10

octets: 1 1 1 1

12

Element ID | Length (=1)| TX power changle 13

14

Figure 55—Transmit power control (TPC) element 12

17

The TX power change field contains the requested TX power level change in dB at the destination DEV in8
2s complement format. For example, a +2 db change in the TX power level is 0x02 while a -2 dB TX power19
level change is encoded as OxFE. g‘i

7.5.6 Repeater service gg

This group of commands is used to request, grant or reject repeater service from the PNC. 24
25

7.5.6.1 Repeater services request command 26
27

The repeater services request shall only be sent by an associated DEV on the piconet and shall not be sentB
the PNC. The structure of the command shall be formatted as illustrated in Figure 56.

©
<

30
31

32
octets: 2 2 6 12 12 12 33

Command type Length Destination CTRB for CTRB for CTRB for 34

6+ (n*12)) | device ID stream-1 stream-2 stream-n 22
. . 37
Figure 56—Repeater services request/response command format 38

39

The destination device ID is the 48-bit IEEE 802 address of the DEV associated with the link for which the#0
sender of this command is requesting repeater service by the PNC. If the destination device ID is a broadcast
address, the request is for all links from/to the sender of the command. The format of channel time for 42
given stream shall be formatted as illustrated in Figure 76. The list of channel times includes all the Imk(s)43
originating from the sender of this command to the DEV(s) indicated by destination device ID. 44

45

7.5.6.2 Repeater service grant command 46
47
The repeater service grant command shall be sent only by the PNC. The command structure is the same®&s
the repeater service request command, illustrated in Figure 56.
50
The destination device ID is that of the second DEV that is associated with the link for which the repeate?1
service is granted. The format of channel time for a given stream shall be formatted as illustrated P2

Figure 76. The channel time fields indicate the total channel time for an indicated stream that has been alle3
54
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cated by the PNC for repeater service. If the DEV sends more frames than those that are able to be accom-
modated in this allocated channel time, the extra frames are buffered and repeated whenever the channel
time next becomes available.

7.5.6.3 Repeater service reject command

Either the PNC or the DEV that originally requested repeater-service may send the repeater service reject
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command. The structure of the command shall be formatted as illustrated in Figure 57.

When PNC sends this command, the repeater service is being terminated between the DA of the frame con-

octets: 2

2

6

1

Command type

Length (=7)

Destination device ID

Reason code

Figure 57—Repeater service reject command format

taining this command and the DEV indicated in the destination device ID field.

When a member DEV sends this command, the repeater service is being rejected for the link between the SA
and DA of the frame containing this frame. The destination device ID field contains the IEEE 48-bit address

of the DA.

The reason codes indicate the result of the repeater service request. Valid reason codes are:

0 -> reserved

1 -> already serving maximum number of DEVs

2 -> lack of available bandwidth to serve the DEV
3 -> channel is too severe to serve the DEV

4 -> PNC is turning off with no AC in the piconet
5 -> channel change is in progress

6-> PNC hand over is in progress
7-255 -> reserved

7.5.7 Power management commands

124

octets: 2

Command type

Length (=2 to 8)

Action type

EPS set valug

EPSTime

EPSNext

Figure 58—EPS action request/response command format
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ext fields

EPS sé&t,

3

4

5

Table 66—ERS-actionrequest-command-entries— 6

7

. . S ST S t g
Release reguest 0 Valde Not-present 10
reguired 11
New-request 1 Setto0 Reguired ig
Place-in-set 2 Value Net-present 14
reguired 15
tntermation—request 3 Value Notpresent 16

PNC-shall-begin-keeping-the time base specified for that EPS set. 41

42
ame as for theg
44

.45

ext fielgg
3y 3in-acti /pes: validaecti , 3 3t and-the corrg
sponding-valuesfor EPS-set, ERPSTime-and-EPSNextare-givenin-Table 67. 48
. . 49
573 DEV-toPNCPS-information-command— 50
. .51
onet using
e priority
ime requesj,
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Table 67—EPS action response command entries

Action type Action type value EPS set value EPSTime and EPSNejt
Release confirm 0 Value released Not present
New confirm 1 New value provided Not present
Place in set confirm 2 Value of set place Not present
Return information on the| 3 Value required Part of reply
EPS set response
Incorrect command length 4 Setto 0 Not present
Already a member 5 Setto 0 Not present
EPS set does not exist 6 Setto 0 Not present
Cannot create new set 7 Setto 0 Not present
lllegal command 8 Setto 0 Not present
Reserved 9-255

he DEV in the

octets: 2 2 1 1

Command type | Length (=2) | PowerMangementMode| PowerManagementPriority

Figure 59—DEV to PNC PS information command format

ending the

4 . priority.
ed-by , 3 CTA loca-

E CTA
mode. The
a C ; equest for
dditiona inati /—add i ) 2y appended to
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2

3

4

octets: 2 2 0-n 5

6

Command type | Length (=n) | Destination DEV addresseg 7
8

Figure 60—Switch to ACTIVE CTA mode command format 20

octets: 2 2 0-n 24
Command type | Length (=n) | Destination DEV addresseg gg

. . 27
Figure 61—Switch to EPS CTA mode command format 28

octets: 2 2 42

Command type | Length (=0)

Figure 62—Momentary EPS CTA command format 46
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7.5.7.1Sleep time request

A DEV that is associated with a PNC indicating its intention to use EPS state during the association state
shall use this command to obtain permission to enter EPS state. The command structure is illustrated in
Figure 63.

octets: 2 2 2

Command Type] Length | Requested
(=2 EPS state
duration
(in TU)

Figure 63—Sleep time request command format
The requested EPS state duration is the length of time that the DEV is wishing to sleep.
7.5.7.2Sleep time permit

PNC shall use this command to permit a requesting DEV to enter EPS state. The requesting DEV shall enter
the EPS state only after it has succesfully acknowledged this command from the PNC. The command struc-
ture is illustrated in Figure 64.

octets: 2 2 2

Command Type| Length Max EPS

=2 state dura-

tion (in
TU)

Figure 64—Sleep time permit command format
The max EPS state duration is the length of time that the PNC is agreeing to allow the DEV to sleep.
7.5.7.3Sleep time reject

PNC shall use this command to reject a requesting DEV to enter EPS state. The requesting DEV shall not
enter the EPS state if it receives this command from the PNC. The command structure is illustrated in
Figure 65.

octets: 2 2 1 1
Command Type] Length reserved Reason
=2) code

Figure 65—Sleep time reject command format
Allowed reason codes to reject the EPS state for a DEV are listed below.
— 0 ->No resources available

— 1 ->Channel change is in progress
— 2-> hand over is in progress
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— 3 ->Pending buffered frames or a GTS-request from previous EPS state 1
— 4 ->BC/MC traffic or GTS-request for BC/MC traffic pending 2
— 5->Unknown reason 3
— 6-255-> Reserved 4
5
7.5.8 Device information 6
7
This group of commands is used to request and provide information about any or all of the currently assocB
ated DEVs. 9
10
7.5.8.1 Device information request command 11
12
Only a DEV shall send the device information request command. The structure of the command shall be fort3
matted as illustrated in Figure 66. 14
15
16
17
tets: 2 2
octets 6 18
Command type | Length (=6) | Queried device ID 19
20
Figure 66—Device information request command format g;
23
The queried device ID is the device ID of the DEV whose information is being requested from the PNC. 1f24
this field has a broadcast address, then the DEV is requesting the entire list at the PNC. 25
26
7.5.8.2 Device information response command 27
28

Only a PNC sends the device information response command. This command may be sent either as28
response to the device information request by a DEV or it may be sent unsolicited. This command may ba0
sent in a directed command frame to a DEV or it may be sent in a broadcast command frame meant for &

DEVs in the piconet. 32
33

34

35
octets: 2 2 2 Variable Variable Variable 36

Command type | Length Number of | Record for | Record for| ... | Record for 37
records (=m)| DEV-1 DEV-2 DEV-m 38
39

40
41
42
The record field shall be formatted as illustrated in Figure 68. 43
44

45

octets: 1 1 6 2 2 12 12 12 46
47
AD-AD | ERS-info | Device | Capability | Number of TX| CTRBfor | CTRBfor | ... | CTRB for 48
ID field slots (= n) stream-1 | stream-2 stream-n 49
50
Figure 68—Format of a record in device information response command o1
52

53

54

Figure 67—Device information response command format
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The AD-AD is the address assigned to the DEV. This field is an all-zero value for the record corresponding
to the PNC.

The ERSinfofield-shallbetormatted-asHustratedin-Figure 35-andisdefinedin 7.4.13.

The device ID is for the DEV whose allocations are given in the record.

The capability field shall be formatted as illustrated in Figure 22 and is defined in 7.4.3.

The number of TX slots is the number of allocated transmission slots for the DEV within each superframe.

The CTRB is the channel time request block for a given stream which shall be formatted as illustrated in
Figure 76.

7.5.8.3 Child or neighbor information response command

This command, following the same response rules a the device information response command, defined in
7.5.8.2, uses the structure illustrated in Figure 69.

octets: 2 2 12 12 12
Command type | Length (=n*12) | Record for child | Record for child Record for child
or neighbor PNC| or neighbor PNC or neighbor PNC

Figure 69—Child or neighbor information response command format

The record field shall be formatted as illustrated in Figure 70.

octets: 1 1 6 1 1 2
Type ID | Stream| Neighbor PNC| Duration between Minimum requested Requested channe
index Device ID time slots channel time in a time slo] time per time slot

Figure 70—Child or neighbor PNC information response record

The type ID shall be 0x01 for a child piconet and 0x02 for a neighbor piconet.

The duration between transmissions indicates the requested frequency of time slots that needs to be allocated
for the DEV. The resolution of this field isuis.

The minimum requested channel time is the minimum duration of the time that is acceptable at the request-
ing DEV in any time slot. The resolution of this field is 32 ms and so the range of this field is [048160]

The requested channel time is the time required at the DEV in every time slot for transmission of the indi-
cated stream. Hence this field represents the time required for the given stream and not necessarily for the
entire superframe. The resolution of the channel time field is 8 ps and so the range of requested time is range
[0-524280]ps.

7.5.9 Retransmission

This group of commands is used in the retransmission process for frames in connected streams.
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7.5.9.1 Delayed-ACK command 1
2
Only the DEV that is receiving a unicast stream addressed to it shall send a delayed-ACK command. Thg
command structure shall be formatted as illustrated in Figure 71. 4
5
6
: 7
octets: 2 2 9 9 9 8
Command type | Length (=9*n) | Record for | Record for Record for 9
stream-1 stream-2 stream-n 10
11
Figure 71—Delayed-ACK command format ig
14
The record for a stream shall be formatted as illustrated in Figure 72. 15
16
17
octets: 1 2 2 4 18
19
stream index| Start Sequence Numbg End Sequence Numbe| RX status bitmap 20
21
Figure 72—Format of a record in delayed-ACK command gg
24

The stream index field is a 1-octet field that identifies stream of the MPDUs being acknowledged by this25
record. There may be more than one record with the same stream index in a given delayed-ACK commarié
frame, if more than 32 frames from that stream require acknowledgement and/or negative acknowledge2?

ment. 28
29
The start sequence number is a 2-octet field that contains the sequence number of the first frame reported3@
the RX status bitmap. 31
32
The end sequence number is a 2-octet field that contains the sequence number of the last frame reportedth
the RX status bitmap. 34
35

The RX status bitmap is a 4-octet field in which each bit indicates the reception status of an frame within th&6
specified stream. The RX status bitmap bit number 0 indicates the reception status of the frame with thd7
sequence number contained in the start sequence number field and subsequent bits indicate the reception 8ta-
tus of frames with the next 31 sequentially ascending sequence numbers. RX status bitmap bits set to 1 in&@
cate frames that have been received successfully, whereas bits set to 0 indicate frames that have not yet béen
successfully received (and which may not have been sent). 41
42
43
44
45
46
47
48
49
50
51
52
53
54
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7.5.9.2 Transmission sequence sync command

Only the DEV that is transmitting a unicast stream addressed to some other DEV in the piconet shall send a
transmission sequence sync command. The command structure shall be formatted as illustrated in Figure 73.

octets: 2 2 3 3 3
Command type | Length=4*m | Record for | Record for Record for
stream-1 stream-2 stream-m

Figure 73—Transmission sequence sync command format

The record for a stream shall be formatted as illustrated in Figure 74.

octets: 1 2

Stream index | Start sequence number

Figure 74—Format of a record in transmission sequence sync command

The stream index is a 2-octet field that identifies stream that is being re-synchronized between the sending
and receiving DEVs.

The start sequence number is a 2-octet field that contains the sequence number of the first frame that shall be
expected after this command frame.

7.5.10 Request and modify GTS allocations
This group of commands is used for the request and grant of time slots within the CFP.
7.5.10.1 Channel time request command

The channel time request command structure shall be formatted as illustrated in Figure 75. Each block of 9
octets corresponds to channel time requested for a particular stream. The DEV that sends this command is
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the originator and is seeking to allocate channel time to communicate with the target DEV. The format of &
channel time request block for a given stream shall be formatted as illustrated in Figure 76.

octets: 2 2 12 12 12

Command type

Length (n * 10)
+pad

Channel time
request block

Channel time
request block for

Channel time
request block for

for stream-1 stream-2 stream-n

P OoO0O~NOORMWN

0

=
=

Figure 75—Channel time request command format
12

13
14
15
16

Maximum 17
allocation delay 18
19
20
21
22

The target AD-AD is the AD-AD of the DEV for which the originator DEV is requesting a channel time for 23
communication. 24
25

mode channe?6
, , de-ty ~Values of 0, 027

ing , ' , of 2 aking EP88
q , is-discussed 29
30
31
ime request3?
i , . equest anda

value-of 2 shall be used foran EPS mode channeltimerequest. 34
35

0 and 1 &@
and-s receivedl/
TR 5 , d-channel timé3
wd-a Lindi IC shalireta wickif possi - he DEV whe#P
the PNC it the-devicereturns to- ACTIVE moede from-ERPS-mode. 40
41

te and retdid

this ERPS CTR based-on-thisrequest. 43

44
i spe-indica at-this is for afd
S itsends tH#$

requestforan-EPS-mode CTAThe useof thisfieldfor EPS CTRs-is-described-in-8.13.3.4 a7
48

ified-This field9
50
51
52
53
54

octets: 1 1 1 1 2 2 2 2

Desired
GTS time

Minimum
GTS time

Stream
index

Target
AD-AD

Figure 76—Channel time request block for a particular stream
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The minimum GTS time is the minimum duration of the time that is acceptable at the requesting DEV in any
time slot. The resolution of this field isp8 and so the range of this field is [0-524288)]

The desired GTS time is the amount of time that the DEV would prefer to have allocated. The resolution of
this field is 8ps and so the range of this field is [0-524286)]

The maximum allocation delay defines the allowable time jitter in the allocation of the GTSs with respect to
the allocation period. The value OxFFFF indicates that the DEV has no jitter requirements for the GTS. The
resolution of the channel time field igu8 and so the range of requested time is [0-524{25.2]

The relationship of the allocation period, minimum GTS time, desired GTS time and maximum allocation
delay is discussed in B.2.

7.5.10.2 Channel time grant command
This command lists the channel time allocations granted or rejected to the addressed DEV in response to a

channel time request command. The format of a channel time grant command shall be formatted as illus-
trated in Figure 77.

octets: 2 2 6 1 6 1 6 1
Command type| Length CTA Grant CTA Grant | .. CTA Grant
(=n*7) | element1]| status-1| element 2| status-2 element n| statusn

Figure 77—Channel time grant command format

The CTA element is defined in 7.4.10.

Fhegrant status-fieldformat shall-beformatied-aslustratedHin-Figure 78.

SENext Reasoncode | Reserved

Figure 78—Grant status field format

at-of the slot
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The channel time allocations that have been announced in the immediately preceding beacon at the begih-

ning of the CFP shall not be changed using this command. 2
3
7.5.10.3 Stream management command 4
5

The stream management command is used for setting up, tearing down and negotiating parameters of6a
stream in the piconet. This command may be used by the DEVs that are involved in transmitting or receivin@

a unicast stream and by the PNC of the piconet. 8
9
10
11
octets: 2 2 1 1 1 1 2 20
12
Command| Length | Stream reques| Originator | Target | Max Frames Control Stream QoS 13
type (=26) identifier AD-AD AD-AD (Del-ACK Information | parameters 14
15
Figure 79—Stream management command format ig

The stream request index is a 1-octet field containing the unique identifier that is generated by the DEV th ]t8
originates the stream connection request (see the action type below). This chosen identifier is always used

conjunction with the allocated address of the requester. This identifier shall remain constant in the entira1
frame exchange sequence regarding the connection of the intended stream. 22

The originator AD-AD is the allocated address of the DEV that is the originator of the stream managemengf’1
command.

25
The target AD-AD is the allocated address of the DEV that is the target of the stream management coni-g
mand. o8

The max frames field specifies the maximum number of frames that are able to be outstanding when thég
ACK policy for the stream is Del-ACK. 31

32
33
34
35
bits b0:b1 b2:b3 b4:b6 b7 b8:b11 b12 b13-b15 36
Action Type | ACK Policy | Security | Direction | Reason codgl GTS type | Reserved 2;

39
Figure 80—Control information field in the stream management command 40
41
42
3
4
5

The control information field shall be formatted as illustrated in Figure 80.

The action type is a 2-bit field with the following values.

4
— Avalue of '0' indicates that this is a request for stream connection. This request is sent from the DE\Z"1
that originates the stream management request to the PNC. 46
— A value of '1' indicates that this is a forwarded request frame sent from the PNC to the target of the47
stream. This command contains the QoS-parameters set by the PNC, except for the retransmissi%%
window. 9
— A value of 2" indicates that this is a response to the stream connection. This is sent from the targéO
DEV to the PNC. The target DEV may modify the QoS-parameters to smaller values in the 51
response. 50
— A value of '3' indicates that this is a confirmation of the acceptance of the stream connection. Thi%3

request is sent by the PNC to the originator DEV to complete the stream connection. 54
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A value of “4” indicates that the frame is sent by one of the DEVs to the PNC to reject or disconnect
the stream
A value of “5” indicates that the frame is sent by the PNC to one of the DEVs to reject or disconnect
the stream

The ACK policy is a 2 bit field as defined in 7.2.1.2.

The security field is a 3-bit field that <TBD>

The direction field value of ‘1’ means that the stream is being transmitted from the DEV that sent the com-
mand. The value of ‘0’ means that the stream is being received.

The reason code is a 4 bit field that is valid when a stream connection is being completed, rejected or discon-
nected. It is also valid in the response from the target to the PNC. Otherwise this field shall be ignored. Valid
reason codes are:

0 -> success

1 ->invalid stream parameters

2 -> non-negotiable stream parameters

3 -> system resources unavailable

4 -> insufficient channel time available

5 -> currently disassociating from the piconet
6 -> too many streams

7 -> lack of required security

8 -> unauthorized stream

9-> stream rejected or disconnected by other DEV
10 -> target unreachable

11 -> nota-memberofrequested EPS set

11-16-> reserved

The GTS type bit is set by the requesting DEV and shall be set to 0 for dynamic GTSs and shall be set to 1
for pseudo-static GTSs.

136
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The stream QoS parameters for the stream that is being established shall be formatted as illustrated in

Figure 81. 2
3
4
5
octets Parameter 6
2 Stream control field 7
8
2 Inter-time slot duration 9
2 Minimum requested channel 10
time in a time slot 1
12
2 Requested channel time per 13
time slot 14
1 Max TX delay variation 15
16
1 Reserved 17
2 Minimum rate 18
19
2 Peak rate 20
2 Aver rat 21
erage rate 29
2 Max burst size 23
24
2 Average frame size 25
1 Max ReTX duration 26
27
2 Receive window size 28
29
Figure 81—Stream QoS parameters in stream management command 30
31
32

The stream control field is defined in 7.2.4. The stream index is set to zero in all of the stream managemer8
commands meant for a stream whose index is not yet issued by the PNC. The priority field in stream contrél4
field is set by the original requestor and shall remain the same in all the stream management commang$

related to the same stream. 36
37
The inter-time slot duration indicates the requested frequency of time slots that needs to be allocated for t#83
DEV. The resolution of this field is 8 us and so the range of this field is [0-524280] ps. 39
40

The minimum requested channel time is the minimum duration of the time that is acceptable at the requestl
ing DEV in any time slot. The resolution of this field is 8 ps and so the range of this field is [0-524280] ps. 42
43

The requested channel time is the time required at the DEV in every time slot for transmission of the indi44
cated stream. Hence this field represents the time required for the given stream and not necessarily for tA&
entire superframe. The resolution of the channel time field is 8 ps and so the range of requested time is [@6

524280] ps. a7
48
The max TX delay variation indicates the maximum transmit delay that is toleratgas.in K 49
50
The minimum rate indicates the minimum data rate, in Koctets/s. 51
52
The peak rate indicates the maximum data rate, in Koctets/s. 53
54
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The average rate indicates the average data rate, in Koctets/s.
The max burst size indicates the maximum burst size, in octets.
The average frame size indicates the average size of the frame, in octets.

The max ReTX duration indicates the time, ipsK over which the retransmission of the frame is not
needed. The value ‘0’ in this field means no retransmission is required and a OxFF value indicates that
retransmission shall continue indefinitely to attempt to provide completely reliable transmission of the
stream.

The receive window size indicates the size of the receive buffer, in kilo-octets. The receive-window in the
command from a source DEV is always a request to the destination DEV. The destination DEV makes the
final decision on the receive window.
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8. MAC Functional Description 1
2
_ 3
8.1 Introduction 4
5

This clause provides a description of the MAC functionality. The process of starting or associating with ag
piconet is described in sub-clause 8.2. As a part of starting the piconet, sub-clause 8.2.3 describes the PNC
selection process. If there is more than one DEV that is capable of performing PNC activities in a piconetg
those DEVs compare capabilities to determine which one will be the PNC during the start of a piconetg
When the current PNC is going away, it will attempt to choose a DEV in the piconet that is capable to be thgg
new PNC. This coordination handover mechanism is described in sub-clause 8.2.7. If there are no alternajg
PNCs are available, then the piconet ceases operation. 12

1
The channel access mechanisms are described in sub-clause 8.4. There are two different mechanisms u§zd
for channel access, contention based and contention free. In the contention access period (CAP), DE\{g
access the channel in a distributed style as described in sub-clause 8.4.2. On the other hand, the PNC cgg-
trols all the accesses to the channel during the contention free period (CFP), as described in sub-clause 8.4.3.
The PNC allocates channel time within the CFP for each DEV in the piconet, based on the currently pendingg
requests by all the DEVs in the piconet and the available channel time within the CFP. The channel timgg
request and allocation procedures are described in sub-clause 8.6. The required synchronization for the opggy
ation of the piconet and the channel access is described in sub-clause 8.5. 21

22
The process of stream connection, disconnection and the rest of the stream management are described i
sub-clause 8.6. The fragmentation and defragmentation of the MSDUs at a DEV is described in sub-clausg,
8.7. The acknowledgement and retransmission mechanisms are described in sub-clause 8.8. 25

If the link between two DEVs is not satisfactory, then either of the DEVs are able to request that the PNC§$
provides the repeater service for that entire link. The repeater service is described in sub-clause 8.11. Bg
overcome the problems due to overlapping piconets and interference in a given channel, the PNC mayq
choose to move the operations of the piconet to a new channel. The process of dynamic channel selectigp
(DCS) is described in sub-clause 8.12. The DEVs in the piconet may employ power saving techniques tgq
reduce their power consumption. The operation and the negotiations required for power management ag
described in sub-clause 8.13. Each DEV in the piconet may choose transmission power based on the currejt
channel conditions. The operation and the negotiations required for such transmit power control (TPC) argy

described in sub-clause 8.14. 35
36
The frame exchange sequences at the MAC layer are described in sub-clause 8.15. 37

38
In this clause, unless otherwise indicated, receiving a frame means that the PHY has successfully receivedg
data stream over the medium and both the FCS and HCS calculations match their respective data as definggl

in7.2.6 and 11.2.8. 41
42
8.2 Starting piconets and maintaining piconets 32

A DEV that is instructed to start a piconet through MLME-START.request, 6.3.12.1, shall try only to start 32

its own piconet and shall not attempt to associate with an existing piconet. 47

48
49

All DEVs shall use passive scanning to detect an active piconet. That is, DEVs shall be in the listen mode for0
a period of time in a channel, as specified in the MLME-SCAN.request, 6.3.2.1, or MLME-START.request51
command, 6.3.12.1, and look for beacon frames from a PNC. If open scan is specified in the MLME-22
SCAN.request, the DEV shall perform open scan. In open scan, the DEV searches for any PNID. If opegf1

8.2.1 Scanning through channels
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scan is not specified, the DEV shall ignore all the received frames with a different PNID than the one for
which the DEV is searching.

DEVs search for the piconet by traversing through all the indexed channels available in the PHY. For the 2.4
GHz PHY the available channels are specified in 11.2.3. A DEV may search the channels in any order as
long as all valid channels are contained in the search pattern. While searching, if any frame is received with
the desired PNID, the searching DEV shall stay in the channel for a minimum of a aMinChannelScan from

the time of reception of last frame and look for a beacon from the PNC. If the beacon frame from the PNC is
received, the scan is considered complete and the DEV shall return the piconet information via the MLME-

SCAN.confirm, 6.3.2.2. If the scan is an open scan, then DEV shall scan all indicated channels to find pico-
nets before returning the scan information via the MLME-SCAN.confirm.

While searching, if the DEV receives a PNC selection frame from another DEV, the searching DEV shall
stay in the same channel until the PNC selection is complete. If the searching DEV is allowed to start its own
piconet, then the DEV shall participate in the PNC selection process.

If all the channels are traversed and no frames with the desired PNID is received in any channel, then the
DEV takes one of two actions depending on the MLME-SAP command that initiated the scan. If the instruc-
tion through MLME-SAP allowed the start of its own piconet, then the DEV shall choose a channel and start
the PNC selection process in that channel. If, however, the MLME-SAP command was only to associate
with a piconet, then the MAC shall return a fail indication through MLME-ASSOCIATE.indicate primitive.

Channel change after the piconet is started is described in sub-clause 8.12.
8.2.2 Randomization of PNID

The seed for generating a randomized PNID shall be the 48 bit PNC device ID. The randomization process
required to choose a unique PNID is beyond the scope of this standard.

8.2.3 PNC selection process

The PNC selection process begins with one AC sending an alternate PNC selection command, defined in
7.5.1.1, in a channel where there is currently no other active 802.15.3 piconet. The AC initiating this process
shall send the alternate PNC selection command for at least aCSFrameRepeat inviting other capable ACs to
participate. At the end of the indicated time-out in its PNC-selection frame, the AC shall start sending a bea-
con to start its own piconet if there are no other participants. During the indicated time-out the AC shall
broadcast the PNC-selection frame at least once in every aCSFrameBroadcast time period. The process of
PNC selection is illustrated in Figure 78.
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If more than one AC participates in the PNC selection process, then the AC receiving an alternate PN&6
selection command from another AC shall compare the received PNC selection parameters with its owA/’
using the evaluation criteria defined in Table 68. If the AC finds that its parameters score higher than th&8
received ones, the AC shall continue to broadcast the PNC-selection frame. If the AC finds that its parame29
ters score lower than the ones received, the AC shall no longer send the alternate PNC selection comma®@
and wait for the piconet to start within the last received indicated time-out. Thus the DEV with the highest31
capabilities will be chosen as the PNC. The Device ID acts as a tie breaker for DEVs with identical capabil32
ities since it is unique for each DEV. In this case the highest Device ID will be chosen as the PNC.

Table 68—Comparison order of fields in AC-announcement command

Order Information Note
1 Designated mode bit in capability field | PNC designation is preferred
2 SEC bit in capability field SEC=1is preferred
3 PSRC bit in capability field PSRC=1 is preferred
4 PSAVE bit in capability field PSAVE=1 is preferred
5 Max number GTS Higher value is preferred
6 Repeater memory Higher value is preferred
7 Transmitter power level (PHY depender] Higher value is preferred
8 MAX PHY rate (PHY dependent) Higher value is preferred
9 Device ID Higher value is preferred
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As Table 68 shows, PNC Des-Mode is the top priority field in the PNC selection criteria. Since the PNC
Des-Mode is the highest priority, a DEV with this bit set is more likely to become the PNC of the piconet.
Thus, this bit should be set if it is desirable for the DEV to be the PNC of the piconet. If only one DEV has
the PNC Des-Mode set, then that DEV would become the PNC. If two or more DEVs that are competing to
become the PNC and all have the PNC Des-Mode bit set, then rest of the capabilities are used to determine
which of the DEVs will be the PNC.

When no other AC is announcing its intention to compete, the winning AC shall broadcast a new PNC
announcement command, 7.5.1.3, with a time-out indicated. The winning AC may announce this more than
once via the new PNC announcement command before the indicated time-out. The winning AC shall take
the responsibility of the PNC and start beacons before the indicated time-out.

8.2.4 Coordination handover

If during the life of a piconet the PNC decides to leave the piconet, the PNC shall attempt to choose a DEV
that is capable of being a PNC as its successor. The AC bit in the capability field, 7.4.3, is used to decide
whether a DEV is capable of being a PNC. The PNC shall use the capabilities information in the DEV-info
table, 7.5.8, with the evaluation criteria defined in Table 68 to select the most qualified AC that is currently
associated in the piconet to be the new PNC. The PNC shall send a PNC handover command, 7.5.1.4, to its
chosen DEV with an indication of the handover time-out. The minimum handover time-out is aMinHan-
dOwrTO and the maximum handover time-out is aMaxHandOvrTO. The DEV shall always accept the nom-
ination and obtain the DEV information from the current PNC within the indicated time-out period. The new
PNC shall announce its new responsibility as PNC in at least aCHFrameRepeat of the superframes before
the indicated time-out period. The new PNC shall send its first beacon at the first expected beacon transmis-
sion time after the time-out period indicated in the PNC handover command. The new PNC shall begin
using address of 0x00 for all PNC related traffic, but it shall continue to use its previously assigned AD-AD
for all non-PNC traffic. When the PNC handover is successful, the association of the remaining DEVs with
the piconet is unaffected and hence they are not required to re-associate with the new PNC. The process of
PNC handover is illustrated in Figure 79.

Coordinator '
Chooses an AC Chosen AC FII’St BeaCOI’l
and sends a Chosen AC announces itsnew | transmission time
directed PNC obtains the device responsibility by after the indicated
handover information from | broadcasting anew | timeout
command the current PNC announcement First Beacon
coordinator command transmitted by the
new coordinator
A
Time >
Timeout indicated in the
original handover command
Figure 79—Illustration of PNC handover
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Note that the PNC handover need not always stop all of the stream transmissions. Figure 79 illustrates only
the handover process and hence does not show other traffic. The current PNC may choose a long enough
time-out period which would allow enough time for the new PNC to obtain the DEV information in small 3
quantities per superframe. When the current PNC chooses a small time-out it shall allocate enough time fdr
the new PNC so that the new PNC is able to obtain all the DEV information for the piconet in that short5
time. Other data traffic may or may not be affected by this depending on the traffic conditions within the6
piconet. To facilitate fast handovers the PNC shall broadcast the DEV information table, described ins
7.5.1.4, at least once every aBroadcastDEVInfoDuration. 8
9
When a station joins a piconet, the coordinator shall compare the capabilities field of the new station to it40
own. If the PNC-Des-Mode bit is set in the new station and not in the current PNC, the old PNC shall perdl
form PNC handover. If the new station is more qualified to be the coordinator, based on the PNC selectioh2
criteria in Table 79, the coordinator may perform PNC handover. If security controlled by the old PNC is in13
use during PNC handover, the established security parameters shall be invalidated and all devices sha#
authenticate with the new PNC in order to re-establish security in the piconet. Therefore, if re-authenticatiod5
is not desirable, a PNC running security in the piconet should not perform PNC handover unless it is leavin$6

the piconet. 17
18
8.2.5 Child piconet 19
20

When an alternate coordinator of an existing piconet wants to form a child piconet, the alternate coordinatd?1
shall use the channel time request command, defined in 7.5.10.1 to request a private GTS. The AC shall 2
the source and destination addresses in the channel time request command to be the AD-AD of the AC. TB8
parent PNC will recognize this as a request for a child piconet. The PNC may allocate a private GTS for th&4
child piconet depending on the availability of network resources, its capabilities and security policy. 25

26
If the AC (now the child PNC) receives a private GTS, the child PNC shall start sending its beacon in it27
allocated private GTS. The child PNC shall use a PNID that is distinct from the parent PNID. The child28
piconet beacon contains the parent device ID, a shown in Table 60. 29

30
Included in the child piconet beacon is a private GTS for the parent piconet, using the PNC address (OxO@1
for both the source and destination DEV address. This is provided to reserve the slot, not to convey ar32
information to the parent PNC. 33

34
Figure 80 illustrates the relationship between the parent piconet superframe and the child piconet supedb5
frame. Note that the superframe duration is the same for both the child and the parent piconets. 36
37

< Parent Superframe < Parent Superframe—————————» 38
< CFP > 39

Beaco
CAP
Beaco
CAP

GTSO — Reserved Time

[letss

A

Beacol

Beacol

GTS0 — Reserved Time 40
- 43
[%%I TS0 - Reserved Time Ter
46
Note that the slot positions GTS0, GTS1, et al., are not to scale in Figure 80 and so are illustrative only. 49
52

41
e Child Superframe Child Superframe—q: 42
CFP ;
1 4
Figure 80—Parent piconet and child piconet superframe relationship 47
48
50
51
53
54
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The message sequence chart for the initiation of the child piconet is shown in Figure 81.

Parent PNC Child PNC

Channel Time Request
for Private GTS

<
Parent beacon with Private GTS >
Directed frame with Private GTS >
ACK
Child Beacon

Figure 81—Message sequence chart for the initiation of a child piconet.

The child piconet is an autonomous piconet except that it is dependent on a private GTS from the parent
piconet. Association, authentication, security and acknowledgments shall be handled within the child pico-
net and do not involve the parent PNC.

The child PNC device is a member of the parent piconet and thus may exchange data with any device in the
parent piconet. The child PNC device is also a member of the child piconet and thus may exchange data with
any device in the child piconet.

8.2.6 Neighbor piconet

If after following the scan procedure in 8.2.1, no channels are available, then a neighbor alternate coordina-
tor (i.e. an AC from a different system), may attempt to start a neighbor piconet within an existing piconet.
To start a neighbor piconet, the neighbor AC shall send an association request, defined in 7.5.2.1, using the
association address, 7.2.3, as the source address of the frame. The neighbor PNC bit in the capability field
shall be set as indicated in 7.4.3 when the association request command is sent.

If the parent PNC receives the association request correctly, it shall respond to the request with an associa-
tion response command, 7.5.2.2. If the neighbor association request is accepted, then the PNC shall set the
AD-AD in the command to be one of the unused neighbor piconet addresses, 7.2.3. If the request is not
accepted, then the PNC shall set the AD-AD in the command to the association address, 7.2.3.

The neighbor PNC then sends a channel time request, 7.5.10.1, to obtain a private GTS for the neighbor
piconet. The channel time request shall have both the source and destination addresses set to the neighbor
piconet address that was assigned to the neighbor PNC by the parent PNC.

If the parent PNC permits the formation of a neighbor piconet, it shall allocate a private GTS using the
neighbor piconet address as both the source and destination addresses. After receiving this channel time
allocation in the parent PNCs beacon, the neighbor PNC shall start sending its beacon in the neighbor pico-
net's private GTS. The neighbor PNC shall use a PNID that is distinct from the parent PNID. The neighbor
beacon contains the parent device ID, a shown in Table 60.

Included in the neighbor superframe is a private GTS for the parent piconet, using the PNC address for both
the source and destination device addresses. This is provided to reserve the slot, not to convey any informa-
tion to the parent PNC.
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Figure 80 illustrates the relationship between the parent piconet superframe and the neighbor piconet supdr-

frame. Note that the superframe duration is the same for both the neighbor and the parent piconets. 2
3
The message sequence chart for the initiation of the neighbor piconet is shown in figure Figure 82. 4
5
Parent PNC Neighbor PNC 6
7
8
Neighbor association request 9
< 10
Association response 1
> 12
Channel Time Request for 13
Private GTS
< 14
Parent beacon with Private GTS > 12
Directed frame with Private GTS > i;
ACK 19
< 20
Child Beacon 21
< 22
23
Figure 82—Message sequence chart for the initiation of a neighbor piconet. o4
25

The neighbor piconet is an autonomous piconet except that it is dependent on a private GTS from the paretfe
piconet. Association, authentication, security and acknowledgments shall be handled within the neighbo??
piconet and do not involve the parent PNC. 28

29
The neighbor PNC is not a member of the parent piconet (i.e. it is neither authenticated nor associated) ad8
thus is restricted to only sending channel time requests and reading the parent piconet beacon. The paréat

PNC is not a member of the neighbor piconet. 32
33
8.2.7 Broadcasting DEV information 34
35

The PNC shall broadcast the device information table using the device information command after a DE\B6
associates or disassociates in order to inform the other DEVs in the piconet. In addition, the PNC shall ser@f
the device information table for each of the associated DEVs at least once every aBroadcastDEVInfoDura38
tion via a device information command, 7.5.8. This broadcasting of the device information table is intended9
to help in reducing the delay in a PNC handover by enabling other PNC-capable DEVs to keep their loce#0

tables current. 41
42

- o . . 43

8.3 Association and authentication with a piconet 44
45

8.3.1 Authentication 46
47

Authentication is described in clause 10. 48
49

8.3.2 Association 50
51

Before a DEV has completed the association process, all frames between the PNC and the DEV shall kg
exchanged either in the CAP of the superframe or in an association MTS. 53
54
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A DEV that is instructed to associate with a piconet through MLME-ASSOCIATE.request, 6.3.4.1, shall try
only to associate with an existing piconet and shall not attempt to start its own piconet.

An unassociated DEV initiates the association process by sending an association request command, defined
in 7.5.2.1, during the CAP of an existing piconet. When the PNC receives a association request command, it
shall send an association response command, indicating that the DEV has been associated and its AD-AD or
that the request has been rejected with the reason for the rejection, as defined 7.5.2.2.

The PNC shall acknowledge all correctly received association request commands by sending an Imm-ACK
frame. The ACK to an association request command does not mean that the DEV is associated. The PNC
needs some time to make sure that there are enough resources available to support another DEV on the pico-
net and to allocate an AD-AD. After a decision is made regarding the association and AD-AD, the PNC
sends an association response command to indicate the acceptance or rejection of the association. The time
difference between sending ACK to an association request and sending an association response command
meant for the same DEV shall not exceed aAssocRespConfirmTime.

The association response command is not a directed frame. If an ACK was required for this command, when
there were multiple DEVs trying to associate during the same time interval, all of them will try to ACK and
collide. Therefore, an ACK is not allowed for the association response command. Instead each DEV trying
to associate shall compare its device-ID with the device-ID field in the association response command and if
there is a match, accept the AD-AD as its address for all future communications and consider itself associ-
ated.

Since the association response command is a broadcast command, all DEVs may use this command from the
PNC to update their association tables and hence keep track of other DEVs in piconet, if needed.

In the absence of a valid pending frame, the PNC shall send a directed command frame with null payload to
the currently associating DEV with the ACK policy set to Imm-ACK and the DA equal to the new AD-AD
allocated to the currently associating DEV. This sequence of association response followed by a directed
frame to the associating DEV confirms the reception of the association response by the newly associated
DEV. If the ACK from the newly associated DEV is not received by the PNC, the PNC shall repeat the
sequence of association response and the directed frame as illustrated in Figure 83. The message sequence
chart for the same is shown in Figure 84.

Directed frame  Repeated Directed frame
from coordinator Association from coordinator

Association . .
response needing ACK response needing ACK
ACK
Failed- ACK
Association < > ACK e > o
requesl_;T < aAssocRespConfi aAssocRespCo SIES
SIFS rmTime nfirmTime
Completionv of
Association process
Figure 83—lllustration of association process
144 Copyright © 2001 IEEE. All rights reserved.

This is an unapproved IEEE Standards Draft, subject to change.



IEEE

HIGH-RATE WIRELESS PERSONAL AREA NETWORKS Draft P802.15.3/D10
1
2
3
DEV-A PNC
4
o . 5
DEV-A is in unassociated state 6
Association request command 7
> 8
9
< ACK at the end of SIFS 10
11
< Association response command 1;
No ACK at the end of SIFS
14
15
16
DEV-A waits for a directed frame 17
from PNC with new AD-AD as 18
20
Directed frame from PNC 21
< 22
DEV-A sends Imm-ACK 23
at the end of SIFS > 24
25
. . o 26
Figure 84—Message sequence chart for frame exchange during association 27
28

The addresses (AD-ADs) shall be assigned in sequence (increasing order) by the PNC except when PN@®
wishes to use an AD-AD that was freed up when a DEV leaves the piconet. However, the reallocation of thd0
same AD-AD by PNC shall be at least an aADAdressReuseTime after the disassociation of the DEV thatl
was allocated the same AD-AD. The coordinator shall ensure that there is only one associated DEV that h&¢
been allocated a given AD-AD at any given time within the piconet. Similarly any associated DEV shall be33
allocated only one AD-AD. Only exception to this is the PNC itself. The DEV serving as PNC shall have 34
two values of AD-AD associated with it. The AD-AD value of ‘0x00’ shall be assigned to the coordinator 35
function within the DEV and the other non-zero value of AD-AD shall be for use for all of the non-coordina- 36
tor traffic. When there is a coordination handover, 8.2.4, the new PNC shall assume the 0x00 address. TR
former PNC shall continue to use its non-zero AD-AD for its non-coordinator traffic. Hence the PNC shall 38

be viewed as two logical operational entities within the same DEV. 39
40
8.3.3 Disassociation 41
42

When a PNC wants to disconnect a DEV, the PNC shall send a directed disassociation request commarft8
7.5.2.3, to that DEV with a reason code. Similarly when a DEV wants to disconnect from the piconet, the#4

DEV shall send a directed disassociation request command to the PNC with a reason code. 45
46
All the disassociation request commands, when received correctly, shall be acknowledged by the intendet¥
recipient through an ACK frame. 48
49
50
8.4 Channel Access 51
52

The channel time is divided into superframes, with each superframe beginning with a beacon. The supegg
frame is composed of three major parts: the beacon, the CAP and the CFP, as shown in Figure 85. The CER
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is used for asynchronous and synchronous data streams with QoS provisions while the CAP is used for non-
QoS frames. During the CAP, the DEVs may access the channel in a distributed style using CSMA and a
backoff procedure. During the CFP, the PNC controls the channel access by assigning time slots to individ-
ual DEVs with each time slot having a fixed start time.

Figure 85—Superframe structure

8.4.1 Inter-frame spacing (IFS)

There are two IFSs that are defined; the short inter-frame space (SIFS) and the retransmission inter-frame
space (RIFS). The relation between the IFS is that SIFS < RIFS. The actual values of IFSs are PHY depen-
dent. For the 2.4 GHz PHY they are listed in 11.2.6.1.

Both in the CAP and the CFP, a response frame (ACK) transmission over the medium shall start within a
SIFS duration after the end of the transmission of the previous frame for which the response is intended.
Similarly a SIFS duration shall be allowed between a frame that does not expect an immediate response and
the next successive frame transmitted over the medium.

During the CFP, all DEVs shall use an RIFS for retransmissions. During the CAP, however, the retransmis-
sions shall not use an RIFS and shall instead follow the CAP rules described in sub-clause 8.4.2. The rules
for acknowledgement and retransmissions are described in sub-clause 8.8. The beacon frame, which is nei-
ther in the CAP nor the CFP, does not use inter-frame spacing.

8.4.2 Contention based channel access

The basic medium access mechanism during the CAP is carrier sense multiple access with collision avoid-
ance (CSMA/CA). To minimize collisions, a transmitting DEV is required to first sense that the medium is
idle for a random length of time, as defined in 8.4.2.1. Only if the medium is idle after that time shall the
DEV start its transmission. This process of waiting before transmission is termed “backoff” and is described
in 8.4.2.1. The backoff procedure shall not be applicable for the transmission of the beacon that is transmit-
ted by the coordinator at the beginning of superframe.

During the CAP a DEV is allowed to transmit one frame at a time with backoff being applied to every frame,
except the Imm-ACK frame, attempted during CAP. In no case shall a DEV extend its transmissions that
started during the CAP in to CFP. Hence, once a DEV decrements its backoff counter to zero, it shall check
whether there is enough time in the CAP for the transmission of current frame and SIFS. If an Imm-ACK is
expected for that frame, the remaining time in CAP needs to be large enough to accommodate the current
frame, 2 SIFS periods and the Imm-ACK frame at the same PHY rate as the transmitted frame. If there is not
enough room for this entire frame exchange sequence, then the DEV shall abort the transmission.

The MAC shall use the PHY-CCA.indication, 6.9.4.12, from the PHY to detect whether the channel is busy
or idle.

The PNC controls what type of data or commands may be sent in the CAP via the CAP mode field of the
piconet synchronization parameter element, 7.4.2, in the beacon. A DEV shall only send frames of the type
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indicated by the CAP mode field in beacon for the current superframe. The CAP mode field may be changed

by the PNC from superframe to superframe. 2
3
8.4.2.1 Backoff Procedure 4
5
Except when transmitting an Imm-ACK, the following backoff procedure is performed when sending frames6
during the CAP. 7
8
The backoff algorithm uses the following information: 9
10
— retry_count: An integer that takes on values in the range [0,3]. 11
— backoff_window(retry_count): A table which has values [7, 15, 31, 63] 12
— aBackoffSlot: A PHY dependent parameter that is based on the amount of time it takes to sense tht3
channel. For the 2.4 GHz PHY, this is defined in 11.2.6.1 14

— bw_random(retry_count): A random integer drawn from a uniform distribution over the interval 15
[0,backoff_window(retry_count)]. The method for choosing the random integer should be unique 16
for each DEV and use the random number generator resident on the DEV. If the DEV does not post7
sess a random number source, the random integer should be generated using its unique 48-bit devit8
ID (and any other information that the implementer wishes to use) and a pseudo-random numbet9
generator (PRNG) such as MGF1 as defined in IEEE Std 1363-2000. Note that the current state d20
the PRNG should be maintained and subsequent backoffs should use subsequent bits in the pseudi-
random sequence. 22

— bw_random(retry_count): A pseudorandom integer drawn from a uniform distribution over the inter- 23
val [0,backoff_window(retry_count)]. It is important that designers recognize the need for statistical 24
independence among the random number streams among DEVSs. 25

26
The backoff time in the CAP is measured at the air interface and indicates when a DEV may begin transmi27
ting data. The DEYV first waits aRIFSTime from when the medium is determined to be idle before beginning28
the backoff algorithm. 29

30
The DEV shall then choose backoff_count = bw_random(retry_count) and shall maintain a counter for31
backoff_count which is decremented only when the medium is idle for the entire duration of aBackoffSlot.32
The retry_count shall be set to 0 for the first transmission attempt of a frame. Whenever the channel is busg3
the backoff counter shall be suspended. This avoids the problem of unfair channel access when a back&#
counter of a DEV ending in the middle of a reception and hence resulting in larger backoff for that DEV 35
while another DEV starting after the current reception choosing smaller value for backoff. When the backoff36

counter reaches zero, the DEV shall transmit its frame. 37
38
The backoff counter shall also be suspended outside of the CAP duration. Note that the backoff counter B9
maintained across superframes and is not reset with each beacon. 40
41

When a directed frame is transmitted and the expected ACK is not correctly received by the DEV, thel2
retry_count shall be incremented but shall not be set to more than 3. The backoff_count shall then be set 43
bw_random(retry _count). If the maximum number of retries for that frame has not been exceeded, the back4
off procedure is again resumed. The DEV shall attempt transmission of a frame for a maximum of aMaxRe45
transmissionLimit times before the failure in frame transmission is reported through MLME interface via the 46

MA-UNITDATA-STATUS.indication primitive, A.2.3. a7
48
8.4.3 Contention free channel access 49
50

Channel access in the CFP is based on a TDMA method in which all slots have a guaranteed start time. Th&
guaranteed start times enable both power saving and good QoS characteristics. All the slot allocations withB2
the current superframe are broadcast in the beacon. The process of channel time request and allocatiorb8
described in 8.4.3.2. 54
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8.4.3.1 Guaranteed time slots (GTS)

The PNC divides the CFP into guaranteed time slots (GTSs). Each GTS is a single time slot with guaranteed
start time and a guaranteed time duration reserved within the CFP. Hence a DEV that is allocated a GTS is
guaranteed that no other DEVs will compete for the channel during the indicated time duration of the GTS.
A DEV with a GTS may or may not make use of all the allocated time duration within the GTS. The selec-
tion of a stream for transmission during a GTS is determined locally by the DEV depending on the number
of pending frames and the priority of the corresponding streams, see A.3 for more information on priority
management.

There are two types of GTSs: dynamic GTS and pseudo-static GTS. The type of a GTS is indicated in the
stream management command as specified in 7.5.10.3.

The PNC may move dynamic GTSs within the superframe on a superframe by superframe basis. This allows
the PNC the flexibility to rearrange GTS assignments to optimize the utilization of the slot assignments. The
PNC moves a dynamic GTS by simply changing the CTA parameters in the beacon.

Pseudo static GTSs shall be allocated only for stream connections. Non-stream GTSs shall not be pseudo-
static. Pseudo-static GTSs may be moved within the CFP by the PNC, but the PNC needs to notify the
affected DEVs by sending channel time grant frames, 7.5.10.2, with the new CTA. As with dynamic GTSs,
the PNC may rearrange pseudo static GTSs so that the GTS assignments will be optimized. However, the
PNC uses the channel time grant command and coordinate the channel time grants with the CTAs in the bea-
con.

Before a pseudo static GTS is moved, the PNC shall ensure that the new position is unoccupied by another
GTS. Then, the PNC shall send a directed channel time grant to the receiving DEV so that the receiving
DEV is listening to both the old GTS position as well as the new position. The channel time grant shall be
acknowledged with an Imm-ACK by the DEV if it is received correctly. If the PNC does not receive an
Imm-ACK, it may re-send the channel time grant command, but it shall not continue with the process until
the acknowledgement is received. The channel time grant sent by the PNC to the receiving DEV contains
both the old and the new CTA. If the old and the new position overlap, the CTA may be one larger CTA.

The PNC shall then send a channel time grant to the transmitting DEV that contains only the new CTA. The
transmitting DEV shall acknowledge with an Imm-ACK if it is received correctly. If the PNC does not
receive the Imm-ACK, it may re-send the channel time grant command, but it shall not move the pseudo-
static GTS until the acknowledgement is received. By moving the receiver first, the PNC ensures that no
frames are lost if channel time requests are corrupted.

Finally, the PNC shall send a channel time grant to the receiving DEV which only contains the new CTA.
The receiving DEV shall acknowledge this command with an Imm-ACK if it is received correctly. If the
PNC does not correctly receive the acknowledgement, it may re-send the channel time grant command.
However, the PNC may re-allocate the original pseudo-static GTS even if it does not receive the acknowl-
edgement to the command.

Throughout the process, the PNC will ensure that the beacon contains the current CTAs for the pseudo-static
GTS that it is moving.

DEVs may request a change in a pseudo-static GTS channel time using the channel time request command.
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A graphical illustration of the procedure for moving a pseudo-static GTS is illustrated in Figure 86 1
Assignment for Receiver of GTS slot 3 Assignment for Transmitter of GTS slot 3 é
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20
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3 3 21
22
Figure 86—CTA assignment sequence for pseudo-static GTSs gj
25
8.4.3.2 Channel time allocation (CTA) and channel time usage 26
27

The DEVs associated with a PNC shall send their changes in channel time requirement whenever they wig8
to make a change. Once a request for channel time is received from a station, the PNC shall remember tiZ&
as the outstanding request for every superframe until, a change in request is received from the DEV. In add0
tion to this the PNC shall make use of the properties of the stream provided during the stream connectiodl
process. The slot assignments within the CFP are based on the current pending requests from all the DE¥2
and the currently available channel time within the CFP. The slot assignments for dynamic GTSs may3
change from superframe to superframe as required by the PNC. Changing the slot assignments for pseudd
static GTSs requires directed channel time grant commands, as described in 8.4.3.1. All of the slot assig@S
ments are broadcast in the beacon. In addition, the PNC may announce the slot assignments in eithed@
directed or a broadcast channel time grant command, 7.5.10.2. However, additional announcements by tR&
PNC shall not change from what was broadcast in the beacon. The start time of all the GTSs are with refed8
ence to the start of beacon frame, whether they were announced in beacon or channel time grant comma#.
The algorithm used to allocate the channel time and assign slots is beyond the scope of this standard. Chéf-
nel time requests that are ACKed are valid until the next channel time request is made. 41

42
The coordinator shall not assign more than MaxAssignedCTAs to a DEV and they shall fall within the first43
MaxProcessedCTAs. The coordinator may have more than MaxProcessedCTAs in a beacon, but the CTA4
assigned to a DEV shall not exceed the first MaxProcessedCTAs for that particular DEV. If the coordinato#5
is unable to meet the limitations of the DEV, the coordinator may reject additional channel time request#6
from the DEV. 47

48
When Del-ACK is employed, the recipient of the data frame is responsible for obtaining the time required49
for transmission of the return Del-ACK. In the case of Imnm-ACK, it is the sender of the data frame, rather50
than the recipient, that guarantees the time required for Imm-ACK right after the end of current data frame1
plus SIFS duration. Each DEV is expected to estimate the channel time required depending on the numbg2
(and type) of streams that they are sending and receiving, and request for that channel-time with PNC. Whe3
PNC grants one or more time-slots, the DEVs are responsible for using those time-slots efficiently withoub4
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abusing the priority order of the streams that are pending locally for transmission. If there is a DEV that has
not requested any time-slot (or obtained one) then the DEV shall use only the CAP for sending its Del-ACK
frames.

When a DEV has a frame of type other than data for the destination DEV, the DEV is free to send it during
an allocated time slot for that source DEV, destination DEV pair or use the CAP to communicate that frame.

In any superframe there may be one or more DEVs in the piconet that receives the beacon in error. This may
not happen to the same DEV all the time but may happen to different DEVs at different times depending
upon their location and type of interference to which they are subjected. If a DEV did not receive the beacon,
it shall not access any dynamic GTSs during the CFP. Stations with pseudo-static GTSs are allowed to trans-
mit during these GTSs as long as the number of consecutive lost beacons is less than or equal to aMaxLost-
Beacons. A DEV shall stop transmitting in its pseudo-static GTS when the number of consecutive lost
beacons exceeds aMaxLostBeacons.

The channel time grant command gives the flexibility to the PNC to broadcast the CTA information during
the superframe in addition to the beacon. This increases the chances of all DEVs obtaining the allocation
information. In addition, this also provides the flexibility to the PNC to help preserve the QoS by sending
directed channel time grant command to a DEV that may be experiencing more than usual channel errors
during certain time segments. The PNC may use the channel statistics to decide whether to send such a
directed channel time grant command. Note that when channel becomes too severe for the DEV to receive
the beacon, the directed channel time grant command or the data frame itself there is little help that is able to
be provided to that DEV through these channel time grant commands.

In no case shall a DEV extend its transmissions that started during an allocated time slot beyond the end of
that time slot. Hence, the source DEV shall check whether there is enough time in the time slot for the trans-
mission of current frame and SIFS. If an Imm-ACK is expected for that frame, the remaining time in the
time slot needs to be large enough to accommodate the current frame, 2 SIFS periods and the Imm-ACK
frame at the same PHY rate as the transmitted frame. If there is not enough room for this entire frame
exchange sequence, then the DEV shall abort the transmission and not use the remaining duration of the
time slot.

The PNC may compute more than one superframe slot allocation at a time and keep them repeating over
time until the situation changes. The allocation by the PNC may not exactly match the duration of time
requested by a DEV. However, the allocation shall be at least the minimum requested by the DEV in the
channel time request command except when the request is rejected. If the PNC allocates less time than
requested but more than minimum, it shall allocate more time if it becomes available in the CFP. If the time
slot is not allocated via the beacon, the DEV is free to request the time slot again. If the PNC wishes to reject
the channel time grant, it shall send a directed channel time grant command, 7.5.10.2, with the appropriate
grant status code to the requesting DEV.

A private GTS is a GTS where the same DEV is both the source and the destination. A private GTS is not
used for communication in the piconet. Instead, it is used to reserve channel time for some other use. The
other use may be for another 802.15.3 piconet, or a different type of network sharing the same channel.

Private GTSs will usually be pseudo-static GTSs, so that the slot is periodic for the other use. A DEV
requests a private GTS by using it's own AD-AD as the originator and target address for the stream manage-
ment command, 7.5.10.3, or channel time request command, 7.5.10.1.

8.4.3.3 Management Time Slots
Management Time Slots (MTSs) are identical to GTSs except that the PNC address is the source or the des-

tination address in the CTA. A PNC may choose to use MTSs instead of the CAP for command frames.
When MTSs are used, the PNC shall ensure that sufficient MTSs are allocated to allow for the transmission
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of commands to and from the PNC. There may be as few as a single MTS in a superframe where the owndr-
ship of the MTS changes from superframe to superframe. At the other extreme, there may be one or mog
uplink and downlink MTSs per associated DEV per superframe plus MTSs for association. The PNC is3
responsible for determining the appropriate number of MTSs in a superframe in the same way that the PNC
is responsible for choosing the CAP size if a CAP is used. The PNC determines which DEVs will be allo-5
cated MTSs and how often. The PNC shall allocate at least one association MTS every aMTSAssocPeriod6
7
An open MTS is one where the source address in the CTA for the MTS is the broadcast address. Any DE®
that is associated to the piconet may attempt to send a command frame to the PNC in an open MTS. An MT5
with the association address as the SA in the CTA for the MTS is called an association MTS. Any station natO
currently associated to the piconet may attempt to send an association command to the PNC in an assocla-
tion MTS. Association commands shall not be sent in open MTSs. Likewise, only association command42
shall be sent in association MTSs. Open MTSs enable the PNC to service a large number of DEVs with lo&3
MTS requirements by using a minimum number of MTSs. When there are few DEVs in a piconet it would14
be more efficient to use MTSs assigned to a DEV instead of using an open MTS. It is the PNCs responsibilt5

ity to determine how many and what type of MTSs to use for each superframe. 16
17
The PNC shall assign an uplink MTS within aMTSAssocPeriod of a successful association command irl8
order to support a 1 second connection target. 19
20
The access mechanism for regular MTSs, i.e. neither open nor association MTSs, is TDMA, as described Ril
8.4.3.1 22
23
8.4.3.4 Slotted Aloha access for open and association MTSs 24
25

Slotted Aloha is the access mechanism in an open MTS or an association MTS. The access to an open2g
association MTS shall be controlled by a contention win@My maintained by each DEV. The contention 27
window shall be derived from the numksgrwherea is the number of retransmission attempts made by the 28

DEV. For the first access attemptshall be set to 0. The size of the contention window,, is defined as 29
follows: 30
31
32
[l 33
1l 1
H2% " 27 256 36
37

The open or association MTS used for aHeretransmission attempt shall be chosen by a uniformly distrib- 38
uted random integer value,, within the interval [1CW,]. While the random number generator is not spec- 39
ified, it is important that designers recognize the need for statistical independence among the randor®
number streams among DEVs. The DEV shall start counjifrgm the open or association MTS slot in the

current superframe and continue across superframes. The lack of an ACK indicates the failure of the pre\ﬁ’c2
ous access attempt, but the presence of an ACK does not necessarily equal success for an association fréde

since all stations attempting to associate use the same unassigned SA. The association process is descriffbd
in more detail in 8.3.2. 32

This first broadcast or unassigned MTS after the DEV begins the access process is specified by numb@&¥
'r,=1". The open or association MTS with number equa is the slot that the DEV shall access. The DEV 48
shall not access the MTS before its counter has reached the open or association MTS with the number eq&gl

to r,. After receiving an ACKa shall be reset to 0. o1

52
53
54
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8.5 Synchronization

All DEVs within a single piconet shall be synchronized to the PNCs clock. The beacon sent at the beginning
of every superframe contains the information necessary to time-synchronize the DEV. See 7.4.2 for the def-
inition of the timing parameters sent in the beacon.

Each DEV in the piconet, including the PNC, shall reset its clock to zero at the beginning of the beacon pre-

amble as shown in Figure 87. All times in the superframe shall be measured relative to the beginning of the

beacon preamble. If a DEV does not hear a beacon, it should reset its clock to zero at the instant where it
expects the beginning of the beacon preamble.

Beacon
. Contention Free Period
Q|5 . Contention
= s| g Access
g % m Period 1 2 3 4 5
a
t=0

Figure 87—Piconet timing relative to the beacon

8.5.1 Time accuracy

A compliant implementation shall maintain the accuracy of the timer t@5epm.

8.5.2 Beacon generation

The PNC shall send a beacon at the beginning of each superframe using the beacon frame described in 7.3.1.
8.5.3 Beacon reception

All of the DEVs that are associated shall use the beacon start time and the time slot allocations contained in
beacon to start their transmissions. The superframe duration and the CFP duration in the beacon, 7.4.2, are
used to accurately mark the beginning and the end of the CFP and the CAP.

8.5.4 Acquiring synchronization

All DEVs acquire synchronization through beacons from the PNC. Unassociated DEVs that wish to associ-
ate with the piconet shall use passive scanning to collect beacons and use the information within the beacons
for synchronization. A DEV shall hear at least one beacon before sending its request for association. If an
associated DEV did not receive a beacon from its PNC, it shall use the same superframe duration indicated
in the last correctly received beacon from its PNC. If a DEV did not receive a beacon for more than the ATP

given when the DEV associated with the piconet, then the DEV shall stop all of its transmissions and wait
for a beacon before starting the association process again.

8.6 Stream management

Stream management involving stream connection, stream disconnection and priority management is
described in this sub-clause. Each DEV shall support at least one stream connection. A DEV may support
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more than one stream depending on the application for which it is designed to support. A PNC needs to suf-
port as many streams as it desires to source and sink including those additional streams needed to support2he

repeater service. 3
4
8.6.1 Stream connection 5
6

A stream shall be connected only after tripartite communication/negotiation among the DEV that is originat-7
ing the stream, the DEV that is the intended receiver of the stream and the PNC. For a broadcast or multicast
stream, the involvement of intended receiver is precluded. Once connected, the stream is sent in a peer-fb-
peer style. 10
11
Either the sending DEV or the intended recipient DEV for the new stream may send a stream managememhp
command with the request for stream connection. The process of stream connection is illustrated i3
Figure 88. In all stream management communications from the PNC to the other involved DEV, the PNCl14
appropriately changes the value of the direction field to imply the same direction of the stream as originall\1.5
requested. 16
17
The values for direction, security, stream type and priority shall be non-negotiable and are decided by th&8
DEV that is sending the stream connection request. These values shall not be changed anytime after the fit$t
transmission of the command frame containing the request for that stream. 20
21
All the bandwidth and latency related requirements of the stream shall be negotiated between the sender 2i2
the stream and the PNC. The PNC decision on the values of the stream QoS parameters that are supported3n
the piconet shall be final. If the originating DEV does not accept the PNCs decision on the stream parame+4
ters, it shall send a stream management command to the PNC with action type set to disconnection/rejecti@b
as specified in 7.5.10.3. The PNC shall then send a stream management command to the target DEV wi2ie
action type set to disconnection/rejection. 27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
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The retransmission window shall be decided between the DEV that is originating the stream and the DEV
that is the intended receiver of the stream for a directed stream. If the two DEVs request different sizes for

the retransmission window, smaller of the two shall be adopted.

DRAFT STANDARD FOR
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Streammanagenent command
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Figure 88—Stream connection process with sender of the stream initiating the stream

In some cases it may be necessary for the PNC to initiate the stream connection process, even though the
stream is supposed to be exchanged between two other DEVs in the same piconet. In this case, the PNC
sends the request for stream connection to the expected originator of the stream. The originator of the stream

154
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may change the QoS parameters in the command. The originator of the stream follows the same sequencelof

transactions described before for the connection of stream. This is illustrated in Figure 89 2
3
4
Station originating the Intended recipient of the Coordinator of the 5
stream stream network 6
7
8
9
Stream management command 10
Action type: Request for streant 11
< connection. Chooses direction, 12
priority and security parameters. 13
Chooses request identifier valup.
Use all-zero stream index in the 14
request 15
16
17
Rest of the sequence follows as if the sender of the stream initiating the stream connection prodess ig
20
Figure 89—Stream connection process with the PNC initiating the stream connection 21
process 22
23
. . : . 24
If the stream is the broadcast address, the command transactions during the stream connection are oay
between the sender of the stream and the PNC. 26

27
For data frames that do not need a stream connection, the DEV may use a data frame with the stream contsg|

field set for non-stream data as described in 7.2.4. 29
. . 30
8.6.2 Stream disconnection 31

During any of the transactions described in any of the scenarios for stream connection in 8.6.1, a DEV (oirg
the PNC) may reject the stream connection. The frame used for either rejecting or disconnecting a streagy
shall be the stream management command with the action type set to rejection/disconnection as specified4g
7.5.10.3. If the DEV wishes to reject the stream before it is connected, it shall send the stream managem

command with the action type set to rejection/disconnection to the PNC. In that case, the PNC shall commug,
nicate the disconnection information to the other DEV via same command. If the PNC wishes to reject thgg
connection, it shall send the stream management command with the action type set to rejection/disconnegg
tion to the DEVs involved in the stream connection process. 40

If a stream is connected and if any of the three DEVs involved, sender, recipient or PNC, wishes to disconjg
nect the stream, it shall send the stream management command with the action type set to rejection/discqg

nection. If the DEV initiating such a transaction is not the PNC, it shall send this command to the PNC. Theg, 4
PNC shall then communicate the disconnection to the other involved DEV via the stream management comy
mand. If the PNC wishes to disconnect the stream, it shall send the stream management command to the
other DEVs involved in the connection. 47

48
The DEV sending the command to disconnect a stream shall consider the Imm-ACK received for that comyq

mand frame as the acceptance by the other DEV. 50
51
52
53
54
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8.7 Fragmentation and defragmentation

Fragmentation is performed at the transmitting DEV on each MSDU or MCDU whose size is greater than
fragmentation threshold, aFragThreshold octets. The transmitting DEV is free to choose different values for
aFragThreshold parameter for different streams and change them as desired. However, all the fragments in
an MSDU/MCDU shall be of the same size except for the last fragment that may be smaller than the rest of
the fragments in the same MSDU/MCDU. Once the MSDU/MCDU is fragmented and a transmission
attempted, it shall not be re-fragmented for any reason and all the retransmissions shall obey the original
fragmentation threshold used on the MSDU/MCDU.

The first fragment of all MSDU/MCDUs shall have the frag-start bit in the frame control field set to ‘1".
Fragments other than the first shall have the frag-start bit set to ‘0’. The last fragment of all MSDU/MCDUs
shall have the frag-end bit in the frame control field set to ‘1. Fragments other than the last fragment shall
have frag-end bit in the frame control field set to ‘0’. This implies that a frame consisting of an MSDU/
MCDU that has only one fragment will have both the frag-start and the frag-end bit in the frame control field
setto ‘1.

Defragmentation of an MSDU/MCDU is the reassembly of the received fragments into the complete
MSDU/MCDU before delivering the data unit to next higher processing layer. The defragmentation for
MSDUs and MCDUs are handled differently. The receiving DEV may process, and if needed respond to, all
of the commands in a received MCDU fragment for which the command payload was completely received.
For the last command in a MCDU fragment, the payload may continue to the next fragment unless the frag-
ment has the frag-end bit set to ‘1’. Hence the receiving DEV shall wait for the next MCDU fragment from
the same sender to complete processing of that command.

Defragmentation of MSDUs are performed completely before delivering it to the next higher layer. The
MAC is responsible for obtaining all the fragments of an MSDU before defragmentation. If for some reason,
the receiving DEV could not obtain all the fragments of an MSDU and the transmitting DEV has indicated
that it has discarded the frame, the receiving DEV shall discard all the fragments of the MSDU and indicate
a receive failure to the next higher layer. The transmitting DEV shall indicate that it has discarded the frame
through one of three different methods. If the stream does not need retransmissions at all, the ACK-policy
indicated in the FC field is no-ACK. In this case, the receiving DEV shall throw away an MSDU if one of its
fragments is missing and the stream has no-ACK as the ACK-policy. If the stream has Imm-ACK or
implied-ACK as the policy, reception of new frame with a different sequence number is an indication to the
receiving DEV that the transmitting DEV will not attempt retransmission on any of the fragments in the
same stream with older sequence numbers. If the stream has employed Del-ACK as the policy, the transmit-
ting DEV shall inform the receiving DEV to flush all its delayed-ACKs up to a sequence number using the
transmission sequence sync command described in 7.5.9.2.

There is no theoretical limit for the size of an MSDU/MCDU with this fragmentation mechanism. However

for practical reasons of limited resources at the receiving DEV, the largest size of MSDU/MCDU that is
accepted for fragmentation is limited to aMaxTransferUnitSize.

8.8 Acknowledgement and retransmission

There are four types of acknowledgement policies defined for this standard; no acknowledgement (no-
ACK), immediate acknowledgment (Imm-ACK), delayed acknowledgment (Del-ACK) and implied
acknowledgement (implied-ACK).

8.8.1 No acknowledgment

A transmitted frame with an ACK policy set to indicate no-ACK shall not be acknowledged by the intended
recipient(s). The transmitting DEV assumes that the frame is successful for all its local management and
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proceeds to the next frame scheduled for transmission. The ACK policy in group addressed frames shall de

set to “No acknowledgement” upon transmission. 2
3
8.8.2 Immediate acknowledgement frame 4
5

A directed frame that expects an immediate acknowledgement frame (Imm-ACK) shall have the ACK-pol-6
icy in that directed frame set to indicate the same, as defined in 7.2.1.2. If the intended recipient of a directed
frame correctly receives the frame, it shall start the transmission of the response frame within a SIFS dur&

tion after the end of the transmission of the directed frame. 9
10

8.8.3 Delayed acknowledgement 11
12

Delayed acknowledgement shall be applicable only for directed data frames. The intended recipient of th&3
directed data frames is allowed to group the acknowledgement indications into a delayed-ACK command4
described in 7.5.9.1. The negotiated retransmission window for the stream and the available transmissidrb
opportunities for the intended recipient of the stream govern the frequency of the delayed-ACK commandl6
The intended recipient of the stream is free to send the delayed-ACK command anytime before the expird-7
tion of the retransmission window. However the recipient of the stream shall also send the delayed-ACKL8
command at the expiration of the retransmission window. In addition to this, the source DEV for the streani9
may solicit the delayed-ACK command by setting the Del-ACK request bit in the FC of any frame of a 20

stream that is employing the Del-ACK policy. 21
22
8.8.4 Implied acknowledgement 23
24

Implied acknowledgement shall be applicable only for directed data frames sent during a time slot in th&5
CFP, with the source-address (SA) in that frame being the address of DEV that has been allocated that tirdé
slot. The intended recipient of the directed data frames is allowed to send another data frame in response t@a
directed frame received with the ACK policy set to implied-ACK. The start of transmission of the response28
data frame shall start at the end of a SIFS, like an Inm-ACK frame transmission. The ACK-policy field in 29
the response data frame shall take any value except for the implied-ACK value itself. Hence the responding0
DEV may expect an Imm-ACK to the data frame that is being sent as implied-ACK response to the originaB1
received data frame. Since the ACK-policy in the response data frame cannot be set to expect an implie82
ACK, the chaining of implied-ACKs is not permitted. The frame exchange sequence involving implied- 33
ACK is shown in Figure 90. If the responding DEV could not fit its SIFS + response frame + SIFS (+ Imm- 34
ACK + SIFS, if Imm-ACK is expected) within the GTS slot, then the responding DEV shall simply send an 35
Imm-ACK frame starting at the end of SIFS at the same PHY rate as the original received data frame. This 36
illustrated in Figure 91. 37
38
The responding DEV shall send only one frame in response to a received frame soliciting an implied-ACK39
The responding DEV shall start its transmission at the end of SIFS, but may transmit its response-data-frang®
for any length of time without exceeding the current GTS. The responding DEV may send an Imm-ACK a1
a response to an implied-ACK solicitation. If the responding DEV does not know the end of current GTS, it42
shall send an Imm-ACK in response to an implied-ACK solicitation. The responding DEV shall make sure43
44
45
46
47
48
49
50
51
52
53
54
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that there is enough time remaining in the current GTS for the Imm-ACK, if required, for the frame sent as
response to an implied-ACK solicitation

DEV-A DEV-B

DEV-A owns the time slot

Stream-data type frame
with ACK-policy set to
implied-ACK

»
>

P Respond with data frame
= atthe end of a SIFS

v

Imm-ACK at the end of a
SIFS, if Imm-ACK is needed

Figure 90—DEV-B responding with a data frame for a frame received from DEV-A that has
ACK-policy set to implied-ACK

DEV-A DEV-B

DEV-A owns the time slot

Stream-data type frame
with ACK-policy set to

implied-ACK P Imm-ACK at the end of
< a SIFS

v

Figure 91—DEV-B sending an Imm-ACK as response to frame received from DEV-A that
has ACK-policy set to implied-ACK

8.8.5 Retransmissions
During the CAP, retransmissions shall follow the backoff rules as specified in sub-clause 8.4.2.

During the time slots within a CFP when either Imm-ACK or the implied-ACK is expected, the source DEV
shall use the PHY-CCA.indicate, 6.9.4.12, between the end of SIFS and the end of RIFS, to detect the start
of the response frame. If PHY-CCA.indicate result is that the medium is idle, the source DEV shall start the
retransmission of the frame (or new transmission) at the end of RIFS as long as there is enough channel time
remaining in the time slot for the entire frame exchange. When an Imm-ACK is expected and the source
DEV receives a medium idle indication, as described above, it shall wait for the duration of Imm-ACK
frame plus SIFS before attempting another transmission. The retransmission of the frame or the transmission
of a new frame shall start only after SIFS duration of the above events indicating the channel is available for
transmission for the source DEV of the time slot.

When Del-ACK is used for a stream, the DEV transmitting the data frame may reject delayed-ACKs for the
frames beyond the negotiated retransmission window for the stream. When retransmissions are rejected, the
DEV transmitting the stream shall send transmission sequence sync command, as defined in 7.5.9.2, to the
recipient of the stream in order to synchronize the delayed-ACKs.

A collision during the transmission of a directed frame in the CAP is detected by the absence of the
acknowledgement for that frame.
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Any frame may be attempted at most aMaxRetransmissionLimit number of times before the transmittingl
DEV gives up on that frame and discards it. However a DEV might choose to transmit a data frame for les2

number of times as some data streams have a short life time. 3
4
8.8.6 Duplicate detection 5
6

Since the DEV sending the data frame may not correctly receive an ACK, duplicate frames may be sent evéh
though the intended recipient has already received and acknowledged the frame. Hence all the DEVs shall
detect such multiple receptions and indicate the data frames to the higher layers only once. The stream ind@x
and the sequence number field are used to detect multiple receptions of the same frame. Duplicate detectib®
is also required by the PNC when it is providing repeater service. The PNC shall detect multiple reception§l
of a frame and not send the repeated frame over the medium to the final recipient. 12
13
14

8.9 Peer discovery 15

. . Lo . ... 16
Each DEV associated with a PNC may use the device information request command, 7.5.8.1, to obtain mfoi-7
mation about other DEVs in the piconet. In addition the DEV may use probe request command, 7.5.4.1, Qg
obtain other information required for peer-to-peer communication (e.g. TPC/DCS). 19

To accommodate the peer discovery and peer-to-peer communication the response time for a probe requégt
command needs to be limited. A DEV that receives a probe request command with any information reque

bit set shall respond with a probe response command, 7.5.4.2, with its response within aProbeResponseDZ%-
lay. If an appropriate response to a request in the probe request command is not received by the request
DEV within aProbeResponseDelay, the requesting DEV may send another probe request command with t
same request. The time between these probe request frames with the same request shall increase by a faaz* r
of 2 (i.e. exponential increasing). If the probe request command is sent during the CAP, the required channE
backoff time will be in addition to the delay described above. o8

" . . . .35
In addition to the above, any DEV may send the probe request command with the information request fmlé6
set to zero and ACK set to immediate ACK to any other DEV in the piconet to determine if the destination37

DEYV is still present in the piconet. 38

39
8.10 Multi-rate support 40

41
A compliant PHY may support more than one data rate. In each PHY there will be one mandatory base ratt
specified for the purposes described in this sub-clause. In addition to the base rate, the PHY may suppdt8
rates that are both faster and slower than the base rate. A DEV shall send a frame with one of the support®¥
data rates to a destination DEV only when the destination DEV is known to support that rate. The supported
rates and the mandatory base rate are PHY dependent. For the 2.4 GHz PHY, the supported rates are defii€d
in 11.3. Each DEV in a piconet shall use probe request command, 7.5.8.1, to obtain the supported rates frahf
other DEV(s) that it is interested in communicating. Similarly, each DEV shall periodically use channel sta-48
tus request command, 7.5.4.3, to obtain the channel status information from other DEVs that it is interestet®
and decide the PHY rate to be used in transmissions to that other DEVs. 50

51
All group addressed frames regardless of their type shall be sent at the base rate as all DEVs are able%d

receive these frames. The allowed PHY rates for each of the different types of frames are listed in Table 63
54
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Table 69—Frame data rate limits

Frame type PHY Data rate limitation

All group addressed frames (including Beacon)  Base rate

Immediate Acknowledgement (ACK) Same rate as the frame that is being ACKed
PNC selection Base rate

Association request Base rate

Association response Base rate

Disassociation request Base rate

Directed command frame In a GTS or MTS, any rate supported by both the

source and destination. In the CAP, any rate sup
ported by the source and destination that is at legst
the base rate.

Broadcast command frame Base rate

Directed data frame In a GTS, any rate supported by both the sourcg and
destination. In the CAP, any rate supported by th
source and destination that is at least the base rate.

3%

Broadcast data frame Base rate

8.11 Repeater service

If the link between the two DEVs in a piconet is not satisfactory, either of those DEVs may request that the
PNC provide repeater service for that link using the repeater service request command, 7.5.6.1. The PNC
may grant the service if there is enough channel time available for the PNC to repeat the entire link while
preserving the quality of service that is currently expected by the streams in that link. The PNC shall com-
municate the repeater service grant command, 7.5.6.2, to both the DEVs. The sequence of events for the
establishment of the repeater service is illustrated in Figure 8.12. During this process, if either of the DEVs
does not wish to continue, that DEV shall send the repeater service reject command, 7.5.6.3, to the PNC.
The PNC shall also send the repeater service reject command to the other DEYV, if it is already involved.

Once the repeater service is granted between two DEVSs, the sending DEV shall continue to send its frames
as before. The PNC shall collect all the frames exchanged between the two DEVs and repeat them in the
time slot of the PNC (or CAP) with the PNC repeater field set in the MAC header of the repeated frames as
specified in 7.2.1.10. The only ACK policies that shall be used for repeater service are Del-ACK and no-
ACK.

Once the repeater service has been established, the PNC may not be able to provide the best service on this
link all of the time. If the service is not satisfactory, it is up to the DEVSs to reject the service by sending the
repeater service reject command to the PNC. If the PNC receives the repeater service reject command, it
shall send the repeater service reject command to the other involved DEV. Also, if the PNC feels it is no

160 Copyright © 2001 IEEE. All rights reserved.
This is an unapproved IEEE Standards Draft, subject to change.



IEEE
HIGH-RATE WIRELESS PERSONAL AREA NETWORKS Draft P802.15.3/D10

longer able to provide the repeater service for this link, the PNC may also send the repeater service rejett
command to both the DEVSs to reject the service.

DEV-A DEV-B PNC

Repeater service request for the
link (A €~ B).
List all the channel time needed
for the local TX-streams

>

P OoO0O~NOORMWN

0

=
=

Repeater service grant for 12
the link (A <= B). 13
List the allocatable 14
channel time for the link 15
16

Repeater service request for 17
the link (A <= B). > 18
List all the channel time 19
needed for the local TX- 20
streams 21
22
Repeater service grant for 23
the link (A € B). G
List the allocatable 25

channel time for the link gg

28
29
30
31
32

Figure 92—lllustration of the establishment of repeater service

8.12 Dynamic channel selection

The PNC initiates dynamic channel selection if the current QoS requirements cannot be satisfied due 3
adverse conditions of the channel. The PNC collects the channel status from the DEVSs to arrive at this deci;
sion. The PNC shall send the channel status request command, defined in 7.5.4.3, to request that the DE
provide their channel status in return via the channel status response command, 7.5.4.4. The algorith
required to use the channel status information and decide change of channel is beyond the scope of this stag-
dard.

39

If the decision is made by the PNC to change the channel, the PNC shall keep the piconet quiet by not trani';g
mitting any beacon for one or more beacon interval. Within that quiet time the PNC may change to one o
more other channels to check if one of the other channels is better than the current channel and then ret
back to the current channel. If no beacons are received for the ATP duration specified in the associatiozil4
response command, the DEVs shall assume they are disconnected and restart the association process. 45

If the PNC returns to the current channel within the indicated time-out, the PNC shall send a beacon to ca4-6
cel the quiet state of the piconet. In that beacon the PNC may send the channel change element indicating
new channel and the time-out for changing the channel. The DEVs that received the beacon with chann
change element shall change the channel to the new channel within the time-out duration and wait for begb
cons in the new channel. Whenever another channel is not available, the PNC may decide to stay in the sa
channel and hence may not send channel change element in its beacon following the cancellation of quig&
state of the piconet. 53

54
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The dynamic channel selection process is illustrated in Figure 93.

DRAFT STANDARD FOR

Time >
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beacons or more by sending a wait for the PNC
other beacon that to resume First beacon
channels | announcesthe | network transmitted by
channel chaie operations the PNCinthe
PNC decides to / new channel
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|
Y
Channel change

aAssocTimeoutPeriod  timeout indicated

Figure 93—lllustration of dynamic channel selection process
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Table 70—Superframe elements PM DEVs participate in 1
2
Operation Beacon| CAP MTS-(when-used) CEP i
PM-ACTIVE Al AE | AR All-assigned-as-SRC-or g

DST {as-defined-by RPY
mode) 7
8
PM-EPS-SLEEP Ne Ne No Ne 9

42
43
44
45
46

wered durin952
aining-periods ig3

54
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DEV-A DEV-B PNC
DEV at associated state DEV at associated state
EPS Action request -
new request |

166

EPS Action response

-

DEV to PNC PS

information

EPS Action request -
place in set

note)

-

|

-new request (see

EPS Action response

DEV to PNC PS
information

-place in set

Figure 94—lllustration of the EPS control process
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Figure 95 have been :
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Channel Time
Request - ACTIVE,
DEV Ato DEV B

> 39

Beacon with CTA DEV
Ato DEV B, ACTIVE
[repeating]

Channel Time 46
Request - EPS, 47
DEV A to DEV B 48

Note: DEVs do not enter 50
EPS operation at this point 51

Figure 95—Operation of EPS mode channel time requests 53
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Figure 96—Operation of EPS mode switching b
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8.13 Power management

There are three states in power management (PM) at MAC, (a) ACTIVE state (b) RPS state (or snooze st#@)
and (c) EPS state (or sleep state). The DEV shall remain awake as long it is in ACTIVE state. The DEV ca8
be in low power mode in RPS state within a superframe when it has no frames to tx/rx. The DEV could slegﬂ
for multiple superframes’ duration when in EPS state. 26

8.13.4 Reduced Power Save (RPS) Mode g;
Reduction of power within a superframe in RPS state takes advantage of the channel time allocation med§-
ods defined in this standard. All DEVs using RPS shall shall be ACTIVE for the beacon and the CAP poB0
tions of every superframe. During the CFP, the DEV shall be ACTIVE during slots, MTSs or GTSs31
assigned to it or group address for reception. If no information is being received within 25 percent of the sI32
time with CCA indicating channel being idle, the DEV is not required to be available for the remainder o83
the GTS/MTS time. The DEV is not required to be powered during transmission slots, MTSs or GTSs, that
will be unused for a given superframe. For any remaining periods in the CFP, the DEV may suspend '[rarﬂ'i}é'_l
mit and receive activity and remove power or reduce power to sections of the DEV. 37
If a beacon is not received in any supreframe at a DEV that is not in EPS state, that DEV is expected to¥&
awake for the entire superframe. 20

Use of RPS is a local decision to a DEV with no control exchange required. 41
42

8.13.4.1 PNC operating in RPS 43
44

For piconets where use of RPS in the PNC is desired, the PNC may use the methods of RPS. 45

46
Piconet configurations of only a pair of battery sensitive DEVs require that one DEV assume the PNC roft/
and consume a greater amount of power than the non-PNC DEV. If traffic permits, a network configure
with a long superframe length may help the PNC. Setting the CAP to a very small value and setting vefy
small slot times may also help. It is also possible that a DEV pair may swap PNC roles occasionally to avéQ

age the power dissipation across both DEVs. 51
52

53
54
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8.13.5 Extended power save (EPS) mode

EPS is the principle power saving mode of devices in this standard. EPS allows a DEV that is very sensitive
to power utilization to remain associated with a piconet but have power savings significantly greater than an
RPS DEV. RPS DEVs are required to receive portions of each superframe. EPS DEVs are permitted to be in
a very low power state in sleep for an extended period of time spanning many superframes. The EPS state is
defined in this standard to maximize the use of the existing Quality of Service (QoS) architecture. EPS state
of operation between peer DEVs call for the coordination between source DEV, destination DEV and the
PNC, which is responsible for traffic indication in the beacons.

When EPS devices have higher volumes of data to transfer during portions of their association in a piconet,
they can revert to ACTIVE/RPS mode of operation.

If a DEV is planning to use EPS for power save, then DEV shall set the EPS bit in the capability field to 1 at
the association time to let the PNC know its intention. If PNC can not support EPS state then the association
may be rejected.

The PNC shall not allocate GTS with any DEV that is currently in EPS state as the destimation DEV, unless
PNC is providing repeater service for that link. If the PNC is providing repeater service for the frames to a
DEV that is currently in EPS state, then the PNC shall repeat the frames in a superframe when the destina-
tion DEV is out of EPS state.

The PNC shall not allocate GTSs for multicast dest-address if the PNC knows that any of the destination
member for that multicast-stream is currently in EPS state.

PNC is responsible for indicating the “traffic pending” information in the beacon using TIM-information
element described in <TBD>. The PNC shall check its local buffers meant for the repeat service and pending
GTS-request list to decide if the traffic-indication for a DEV needs to be set to 1 in the outgoing Beacon.
Before going to EPS state, the DEV shall inform the PNC of its intention using “Sleep time request” com-
mand and wait for PNC to respond. Only at the end of the supreframe in which the DEV receives a “Sleep
time permit” command from PNC, shall the DEV is allowed to enter EPS state for a maximum sleep time
duration as indicated by the PNC in the received “Sleep time permit” command. The DEV shall wakeup suf-
ficient time before the expiration of that maximum sleep time in order to inform the PNC that it is awake. If
the DEV did not successfully indicate that it is out of EPS state to PNC within the expiration of that maxi-
mum sleep time, the PNC may disassociate the DEV from its piconet after the expiry of aAssociationTime-
out of that DEV. If the DEV receives “Sleep time reject” command from the PNC instead of “EPS state
permit” command, the DEV shall not go to EPS state and wait for atleast one more beacon interal before
attempting to send another “Sleep time request” command to PNC. But the device is free to use snooze state
following the rules to enter snooze state described above. In addition to simply using the Sleep time request
and permit commands for the power save operation, the DEVs can adopt a sleep cycle that is described in
Figure 98 below. The DEVs can wakeup at periodic intervals, receive a beacon and check the power-save-
information element in the received beacon to decide one of the following

(a) Go back to sleep immediately if there is no traffic pending indication for the DEV and if the max-
imum sleep time has not expired. However the DEV must wakeup before the maximum sleep time
permitted by the PNC expire.

(b) Send another Sleep time request, if there is no traffic pending indication for the DEV but the
maximum sleep time is close to being expired.

(c) Send “active-state-indication” to PNC and expect the frames from PNC if there is traffic pending
indication for the DEV
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When the DEV wakes up from sleep, it shall remain awake until atleast one beacon is correctly received sb
as to detect the CAP correctly. 2
3
It is outside of the scope of this standard what portions of a DEV, and any equipment a DEV is incorporated
into, are powered down as a result of power save modes. 5
6
7
8
The PNC shall set the repeater bit to 1 in all the frames it is relaying to a DEV that is awake from EPS stat®
Since the PNC is buffering broadcast frames and transmitting them when the DEV is awake, it is possiblé0
for any DEV in the piconet to receive the same broadcast frames multiple times with or without repeater bit.1
set. Hence each DEV shall use duplication detection mechanism described in 8.8.6 to reject all the multiplg2

received broadcast frames. 13
14
The sequence chart in Figure 97 show the sequence of frames/commands exchanged between DEV and PN
for sleep-state management. 16
17
18
19
DEV-A PNC 20
21
DEV-Ais in ACTIVE state 22
Sleep state Request 23
> 24
< ACK at the end of SIFS 25
26
) 27
< Sleep state permit o8
ACK at the end of SIFS -~ 29
g 30
DEV-A enters SLEEP state and 31
wakes up before the max sleep 32
time indicated by PNC 33
34
Correctly re(;‘eives Beacon Beacon from PNC 35
Frames pending for rx
- 36
Active state indication g 37
- ACK at the end of SIFS 38
- 39
< Frame buffered by PNC jg-)
ACK, if needed, at the end of SIFS . 42
43
44
Figure 97—Message sequence chart for entering  EPS state and buffered data reception at a 45
DEV 46
47
48
49
50
51
52
53
54
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DEV-A PNC

DEV-A isin ACTIVE state

Sleep state Request

»
o

< ACK atthe end of SIFS

< Sleep state permit
ACK at the end of SIFS

»

DEV-A enters SLEEP state and wakes
up at (a chosen) regular interval, a
sleep-cycle, before the max sleep time
indicated by PNC

Correctly receives Beacon Beacon from PNC

No frames pending: There is enough
time for one more sleep cycle before
the max sleep time indicated by PNC.
DEV-A enters SLEEP state and wakes
up at (a chosen) regular interval, a
sleep-cycle, before the max sleep time
indicated by PNC

Correctly reqgives Beacon Beacon from PNC

No frames pending: There is NO time

forone more sleep cycle before the max

sleep time _indicated by PNC. Send »

sleep stare requestto PNC
<

<%

|
ACK atthe end of SIFS

< Sleep state permit

<%

ACK at the end of SIFS

»
>

DEV-A enters SLEEP state again

Figure 98—Message sequence chart for entering  EPS state and buffered data reception at a
DEV

8.13.5.1 Repeater service extensions for EPS mode

EPS DEVs may request repeater service to improve communication within a piconet. A PNC capable of
repeater service shall also support repeating for EPS DEVs. The PNC shall receive and repeat during the
same wake superframe.

It is the responsibility of the sending DEV to provide information destined for the EPS receiver to the PNC
to place it in the appropriate slot when the EPS receiver is to wake.

8.14 Transmit power control

Two forms of transmit power control (TPC) are required for 802.15.3 systems, a fixed maximum power in
the CAP and adjustable power in the GTS. The goal of TPC in the CAP is to prevent one DEV from having
better access to the medium in the CAP due to a higher transmit power level. Adjustable transmitter power
in the GTS is intended to support reduced power usage as well as reducing the overall interference levels of
the piconet.
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8.14.1 Fixed maximum transmitter power for CAP and beacon 1

2
The PNC may choose a maximum transmit power level for the CAP and beacon. The PNC shall convey thi3
information to the DEVs via the beacon frames using the piconet maximum transmit power, 7.4.9. The PN@
shall not set the maximum CAP power level below the aMinTPCLevel, which is defined for the 2.4 GHz 5
PHY in 11.5.9. All DEVs within the piconet shall set their nominal maximum transmit power level for 6
frames in the CAP to be no more than the value indicated in the piconet maximum transmit power in the be&-

con. 8
9

8.14.2 Adjustable transmitter power in the GTS 10
11

Each DEV participating in an allocated GTS may request that the other DEV it is communicating with the12
GTS either increase or decrease its transmitter power level. A DEV shall use the transmit power changt3
command, 7.5.5.1, to request the change in the power level setting of the other DEV for all GTSs assignet4
between the two DEVs. The other DEV shall increase or decrease its transmit power level as indicated in tHeb
transmit power change command if the power level setting is supported by that DEV. If the power levell6
change is not supported by the other DEV, it shall use the closest implemented TX power level. The othet7

DEV shall apply the change in the power level for all GTSs assigned between the two DEVs. 18
19

An example of this is: 20
21

1) DEV-1 estimates that its receive power from the DEV-2 is 6 dB higher than necessary. 22

2) DEV-1 sends the transmit power change command, 7.5.5.1, to DEV-2 with the requested TX23

power level change. 24

3) DEV-2 sets the TX power level to the requested power level. If the chosen power level is not25
implemented by DEV-2, it chooses the closest implemented TX power level and sets that as th6

TX power level for subsequent transmissions to DEV-1 in the GTS allocated. 27

28

A DEV may also change its transmit power based on its own estimation of the channel. 29
30

31

8.15 Frame exchange rules 32

This clause defines the general frame exchange rules while the specific order of frames in a given fra
exchange sequence is defined in an earlier clause describing the mechanism for which those frames are us%j.
A list of the rules are specified in the tables below. 36

37

8.16 MAC layer parameters 38
39

The parameters that define some of the MAC characteristics are given in Table 73 40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
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Table 71—Frame exchange limitations during the CAP

Frame sequence

Number of frames
in the sequence

Usage description

th

DCi-

Association request - ACK 2 A DEV requesting association wi
aPNC

Association response - ACK 2 The PNC allows the DEV to ass
ate

PNC selection 1 PNC selection: During this time
there is no CFP running as there i
no PNC for the piconet that is bein
established

Group addressed frame 1 Used only if the source DEV do
not have any time slot allocated for
non-isochronous stream

Directed Command frame -ACK 2 Used only if the source DEV doe

not have any time slot allocated for
non-isochronous stream

n

Table 72—Frame exchange limitations during the CFP

Frame sequence

Number of frames
in the sequence

Usage description

Group addressed frame

1

Only in the time slot allocated fd
source-DEV with DA of the time
slot being the broadcast address

Directed frame (requiring no-ACK or Del-ACK)

Only in the time slot allocated fo
the source DEV with destination DA
of the time slot being the same as
that of the transmitted frame

Directed frame (requiring Imm-ACK) ACK

Only in the time slot allocated for
the source DEV with destination DA
of the time slot being the same as
that of the transmitted frame

Directed frame (requiring implied-ACK) - Directe
frame (requiring no-ACK or Del-ACK)

d 2

Only in the time slot allocated for
the source DEV with destination DA
of the time slot being the same as
that of the first transmitted frame

Directed frame (requiring implied-ACK) - Directe
frame (requiring Imm-ACK) - ACK

Only in the time slot allocated for
the source DEV with destination DA
of the time slot being the same as
that of the first transmitted frame
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Parameter

Value

aMinChannelScan

aMaxSuperframeDuration

aCSFrameBroadcast 20 ms
aCSFrameRepeat 3
aCHFrameRepeat 3
aADAdressReuseTime 1024 ms

aBroadcastDEVInfoDuration

64*aMaxSuperframeDuration

SIFS

PHY dependent, defined in 11.2.6.2 for the 2.4 GHz RHY

aBackoffSlot

PHY dependent, defined in 11.2.6.1 for the 2.4 GHz PHY

aMinTPCLevel

PHY dependent, defined in for the 2.4 GHz PHY

aAssocRespConfirmTime

5ms

aProbeResponseDelay

8 ms

aFragThreshold

DEV chooses this value

aMaxTransferUnitSize

8196 octets

aMaxRetransmissionLimit 16
aBroadcastDEVInfoDuration 1024 ms
aMinSuperframeDuration 518
aMaxSuperframeDuration 100 ms
aMinHandOvrTO 250 ms
aMaxHandOvrTO 1000 ms

aMaxFrameSize

PHY dependent, defined in 11.2.7 for the 2.4 GHz PHY

aMaxLostBeacons

4

aMTSAssocPeriod

0.6s
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