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Author’s note: Some changes to the main document that affect the integration of this security suite into the 802.15.3
standard are specified in the RSA Security Suite specification (02/363r0).

1. Security Suite Specifications

1.1 Security suite selections

Author’s note: The OIDs and security services provided by the proposed NTRUEncrypt security suite are the same as
the ones currently in the draft, so there should be no change to the text in 10.2.1 or 10.2.2 for this security suite

Author’s note: The following sub-clause should replace clause 10.4 as the full text for the NTRUEncrypt 251-1 security
suite.

1.2 NTRUEncrypt 251-1

The following subclauses define the security operations that are performed for the security suite NTRUEn-
crypt 251-1. The symmetric operations performed in this security suite are those specified in {xref 10.2.5}.
The public key and authentication operations are specified in {xref 1.2.1}.

1.2.1 Public-key and authentication building blocks

The following cryptographic primitives and data elements are defined for use in all sub-suites of NTRUEn-
crypt 251-1.

1.2.1.1 NTRUEncrypt parameter set ees251ep1

All NTRUEncrypt objects and cryptographic operations used in this security suite shall use the parameter set
ees251ep1 as specified in {xref EESS#1}. All transmitted NTRUEncrypt polynomials shall be sent in
uncompressed form as specified in {xref EESS#1}.

1.2.1.2 NTRUEncrypt key pair

An NTRUEncrypt key pair consists of the private key, which is a small polynomial in the lattice and the
public key, which is a large polynomial in the lattice as specified in {xref EESS#1}. All NTRUEncrypt pub-
lic keys shall use the parameter set specified in {xref 10.4.1.1}.

1.2.1.3 NTRUEncrypt encryption and decryption

The NTRUEncrypt encryption algorithm used in this security suite shall be performed as specified in {xref
EESS#1}.

1.2.1.4 SHA-1 cryptographic hash

The SHA-1 cryptographic hash algorithm used in this security suite shall be performed as specified in the
FIPS 180-2 draft standard {xref FIP180}.

1.2.2 NTRUEncrypt raw 1 sub-suite

NTRUEncrypt raw 1 is a mode 2 sub-suite of the NTRUEncrypt 251-1 security suite. The cryptographic
building blocks for the NTRUEncrypt raw 1 sub-suite are selected from the public-key cryptographic build-
ing blocks defined for the NTRUEncrypt 251-1 security suite. The OID for this sub-suite is specified in
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{xref Table 79}. The following subclauses specify the public-key and authentication related objects for this
sub-suite.

1.2.2.1 Public-key and authentication data formats

Table 1 specifies the length and meaning of the public-key cryptography and authentication related security
suite specific data elements from Clause {xref 7}. The operations performed to obtain the variable data val-
ues are specified in 1.2.2.2.

Table 1—Public-key frame object formats

Notation Length Value Description

PublicKeyObjectType 2 See {xref
7.5.2.1}

An NTRUEncrypt public key as specified in 1.2.1.2. The
value is the entry for NTRUEncrypt raw 251 in table {xref
7.5.2.1}.

PublicKeyObjectLength 2 251 The length of the particular instance of the NTRUEncrypt
public key.

PublicKeyObject 251 Variable The particular instance of the NTRUEncrypt public key.

OIDLength 1 10 The length of the DER encoding of the OID ntruencrypt-
raw-1 as specified in {xref Table 79}.

OID 10 OID Value The DER encoding of the OID ecies-raw-1 as specified in
{xref Table 79}.

Challenge 251 Variable The result of the NTRUEncrypt encryption of the 21-octet
challenge as specified in 1.2.1.3.

Auth response 8 Variable The auth response consists of the encrypted integrity code
that is the result of a CCM computation as specified in
{xref - 10.2.4.3} with the encryption data being the empty
string (NULL).

ChallengeResponse 8 Variable The challenge response consists of the encrypted integrity
code that is the result of a CCM computation as specified
in {xref - 10.2.4.3} with the encryption data being the
empty string (NULL).
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1.2.2.2 Public key and authentication cryptographic operations

Table 2 specifies the public key cryptography and authentication related operations for the authentication
protocol frames defined in Clause {xref 7}:

Table 2—Authentication related operations

Use Operation

Verification of Public-Key The ID and public-key received during the authentication protocol is veri-
fied by generating the SHA-1 hash of the device address concatenated with
the public key of the device as specified in 1.2.1.4 and comparing it to the
hash of the ID and public key stored in the MAC PIB. If the hash is not in
the PIB, the public key is passed to the DME to establish trust by other
means.

Challenge generation The challenges generated during the authentication protocol are computed
by performing an NTRUEncrypt encryption as specified in 1.2.1.3 on a
fresh, randomly generated 21-byte challenge using the other device’s pub-
lic key.

Challenge decryption The challenge decryption operation is performed using NTRUEncrypt
decryption as specified in 1.2.1.3 on the received challenge.

Management key generation (for
authentication protocol)

The 42-byte seed for the management key consists of the decrypted chal-
lenge from the security manager, concatenated with the decrypted chal-
lenge of the DEV. The management key for the relationship is generated
from the seed by first calculation the SHA-1 hash as specified in 1.2.1.4 on
the 42-byte seed and then setting the key to be the truncation of the result
to the first 128-bits.

Challenge response generation The challenge response is generated by computing the encrypted integrity
code with the payload protection key using CCM authentication and
encryption as specified in {xref - 10.2.4.3} with the entire authentication
protocol up to that point as the authentication data input a and the empty
string as the plaintext input m for encryption.

Authentication response generation The authentication response is generated by computing the encrypted
integrity code with the payload protection key using CCM authentication
and encryption as specified in {xref - 10.2.4.3} with the entire authentica-
tion protocol up to that point as the authentication data input a and the
empty string as the plaintext input m for encryption.
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