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Modifications of Security Requirements in 802.16n System Requirements Document

Joseph Teo Chee Ming, Jaya Shankar, Haiguang Wang

Institute for InfoComm Research

Introduction

The current draft IEEE 802.16gmain-10_0024r3 [1] discusses on multicast support and point-to-Multipoint/multipoint-multipoint data transfer (e.g. Group call, push-to-Talk etc). Some of these applications require secure communications between the stations. Furthermore, in some sensitive applications (e.g. Military or private business), the data in these applications has to be protected (confidentiality and authenticated).

Group Key Management is used to establish keys for secure group communications, especially in applications such as secure multicast and secure group data transfer (secure point to multipoint and multipoint to multipoint data transfer. It is therefore necessary to provide some form of Group Key Management in the IEEE 802.16n standard to enable support for secure multicast and secure group data transfer applications.

As such, we would like to propose to keep Section 6.4.6.2 Group Key Management of the current draft IEEE 802.16gmain-10_0024r3.doc [1].

In addition, we would like to propose the addition of the follow text into the Section 6.8: Performance Requirement  of the current draft [1].

Text Proposal for draft 802.16n SRD

--------------Start of Proposed Text---------------------------------------------------------------------

6.8 Performance Requirement

6.20
Security

6.20.1 Security Association (SA) Establishment (Authentication and Key Establishment) 
time (Signaling) for MS-MS direct 
communication

MSs shall authenticate and establish their session key within a certain specified time for secure MS-MS direct communications.




6.20.1.1 Security Association (SA) establishment time with Security Server




Two MSs shall establish the SA (with the help of a Security Server) within a specified 


time.




6.20.1.2 Security Association (SA) establishment time without Security Server




Two MSs shall establish the SA (without the help of a Security Server) within a specified 


time.




6.20.1.3 Security Association (SA) expiration time




The SA for secure MS-MS direct communication should have a expiration time.

6.20.2 Group Key Management



The HR-network shall authenticate and establish a group key within a specified time for 


secure group communications.

6.20.2.1 Initial Group Key establishment time



The HR-network shall establish the initial group key within a specified time.

6.20.2.2 Dynamic Group Key Establishment (Rekeying) time



The group key has to be changed/updated whenever dynamic group events such as new 


BS/RS/BS joining the group or BS/RS/MS leaving the group. The group key establishment time 

for such operations has to be within a specified time. 

6.20.2.2.1 BS/RS/MS Join Group Event




The group key has to be changed/updated within a specified time whenever a BS/RS/MS 


joins the network.

6.20.2.2.2 BS/RS/MS Leave Group Event




The group key has to be changed/updated within a specified time whenever a BS/RS/MS 


leaves the network.

--------------End of Proposed Text ---------------------------------------------------------------------
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