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Consolidated Contributions for Security in IEEE 802.16n
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Eunkyung Kim

ETRI
Introductions
This consolidated contribution contains proposed text from all contributions submitted before/during session #72, Singapore. The following is the list of contributions that were marked for the Security. The contributions are tagged as follows:

· yellow : Security
Table 1 – List of contributions related to Security
	
	Contribution
	Title
	Author
	Affiliation
	Category
	Note

	1
	C80216n-11_0009r1.doc
	Network-aided and Autonomous Secure Direct Communications in wireless access network
	Joseph Chee Ming Teo, Jaya Shankar, Yeow Wai Leong, Hoang Anh Tuan, Wang Haiguang, Zheng Shoukang, Mar Choon Hock
	Institute for Infocomm Research
	Security
	

	2
	C80216n-11_0010r1.doc
	Secure Direct Communications in wireless access network without network infrastructure
	Joseph Chee Ming Teo, Jaya Shankar, Yeow Wai Leong, Hoang Anh Tuan, Wang Haiguang, Zheng Shoukang, Mar Choon Hock
	Institute for Infocomm Research
	Security
	

	3
	C80216n-11_0011r1.doc
	Autonomous Secure Direct Communications in wireless access network
	Joseph Chee Ming Teo, Jaya Shankar, Yeow Wai Leong, Hoang Anh Tuan, Wang Haiguang, Zheng Shoukang, Mar Choon Hock
	Institute for Infocomm Research
	Security
	


The following procedure was used in consolidating the proposed texts from all contributions.

1. Proposed texts are placed in the Section they address.  If the text in the contribution addresses more than one section, then the text is split and placed under the appropriate Section numbers (or categories).

2. All proposed texts from different contributions that address a particular section are together.

3. Existing Section numbers are in black color with a bold face. 

4. Existing text are colored black

5. Proposed text and sections from a contribution are bound by the delimiters [Begin of Text Proposal: From C802.16n- 11/xxxx] and [End of Text Proposal: From C802.16n- 11/xxxx] where xxxx is the contribution number from where the proposed text was taken. They will be removed from the RG contribution that is going to be submitted to the TG.

6. All proposed sections are colored blue with an underline and bold face.
7. All proposed text are initially colored blue with an underline.
[-------------------------------------------------Begin of Text Proposal----------------------------------------------------]

17.2.10 Security

17.2.10.x Security procedures in HR-Networks
17.2.10.x.y security procedure for direct communication

The following security procedures shall be used for secure direct communication between HR-MSs.

17.2.10.x.y.z Autonomous Mutual Authentication of HR-MS and data security for Direct Communications
17.2.10.x.y.z.a Secure direct communication using pre-established shared key
In order to support secure direct communication between two or among more HR-MSs, pre-established shared key (i.e., DMK) is used. 
The DMK is established prior to the start of this direct communications.
 [-------------------------------------------------End of Text Proposal----------------------------------------------------]
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