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1. Introduction
The IEEE 802.16n System Requirements Document (SRD) specifies shall provide the security architecture that provides a group of HR-MSs with authentication, authorization, encryption and integrity protection. The HR-Network shall provide multicast key management for the group of HR-MSs and the key shared within the group should be distributed securely and efficiently.
To ensure that an attacker is not able to masquerade as a multicast member or eavesdrop in the multicast communications, multicast key management (MKM) protocols have to be designed for the 802.16n networks. Currently in the IEEE 802.16n AWD, the multicast keys are derived from a key hierarchy as summarized in Figure 934. We propose that derivation of the MCMAC-MTEK Prekey shall include the multicast group identifier for disambiguation since a HR-MS can be a member of a few multicast groups. We also propose additional text to supplement the key derivation procedure.
2. Proposed Text for the 802.16.1a Amendment Working Document (AWD)
Note:

The text in BLACK color: the existing text in the 802.16.1a Amendment Draft Standard
The text in RED color: the removal of existing 802.16.1a Amendment Draft Standard Text
The text in BLUE color: the new text added to the 802.16.1a Amendment Draft Standard Text
[-------------------------------------------------Begin of Text Proposal----------------------------------------------------]

[Adopt the following text in the 802.16.1a AWD Document (C802.16x-xx/xxxx)]
[Replace figure 934 as indicated:]
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Figure 934 – MCMAC Key and MTEK Key derivation from MAK
[Amend Table 1233 as indicated:]
Table 1233 – The MAK context
	Parameter
	Size (bit)
	Usage

	MAK
	160 
	Shared by HR-MSs in a multicast group

	MAK Lifetime 
	32 
	MAK Lifetime

	MAKID 
	64 
	Identifies the authorization key.

	MAK_COUNT 
	16 
	A value used to derive the MCMAC key and MTEK

	MulticastGrpID
	16
	Identifies the Multicast Group

	MCNonce
	128
	A random number used to derive the MCMAC-MTEK Prekey

	MCMAC_KEY_D 
	128 
	The key which is used for signing DL MAC control messages. 

	MCMAC_PN_D 
	24 
	Used to avoid DL replay attack on the control connection before this expires, reauthorization is needed. The initial value of MCMAC_PN_D is zero and the value of MCMAC_PN_D is reset to zero whenever MAK_COUNT is increased. 

	Next available counter_MTEK
	16 
	The counter value to be used in next MTEK derivation, after derivation this is increased by 1. 


[Insert the following before Section 6.12.10.2.1 as indicated:]
6.12.10.2.x Multicast Key Derivation

The multicast key hierarchy defines what keys are present in the system for secure multicast operations and how the keys are generated.

6.12.10.2.x.1 MAK
The 160bits Multicast Authentication Key (MAK) is the pre-established shared key that is shared among authorized devices of a multicast service. The generation and transport of the MAK is outside the scope of the IEEE 802.16 standard.
6.12.10.2.x.2 MCMAC-MTEK Prekey
The MAK, MulticastGrpID and MCNonce is used to derive the MCMAC-MTEK Prekey as follows:

MCMAC-MTEK Prekey = Dot16KDF(MAK, MulticastGrpID| MCNonce|| “MCMAC-MTEK prekey”, 160)
Where:

· MulticastGrpID is the identifier used for the multicast service.
· MCNonce is a randomly generated number by HR-BS or network entity to ensure different sets of MCMAC and MTEK keys are derived after rekeying.
The MCMAC-MTEK Prekey is used to derive the :

· Multicast Cipher-based Message Authentication Code (MCMAC) key

· Multicast Traffic Encryption (MTEK) Key
6.12.10.2.x.3 MCMAC Key Derivation

The 128bits MCMAC key is derived from MCMAC-MTEK Prekey and used for message authentication for the multicast messages sent during secure multicast operation.
MCMAC key is derived as follows: 
MCMAC_KEY_D = Dot16KDF(MCMAC-MTEK Prekey, “MCMAC_KEYS”, 128)

6.12.10.2.x.3 MTEK Derivation

The 128bits MTEK is the multicast transport encryption key used to encrypt data for secure multicast operations.

MTEK is derived as follows:

MTEKi = Dot16KDF(MCMAC-MTEK Prekey, MSAID|COUNTER_MTEK=i|“MTEK”, 128)

[-------------------------------------------------End of Text Proposal----------------------------------------------------]
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MAK – 160bits Multicast Authentication Key
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