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Security Zone Key Management 
Sheng Sun, G.Q Wang ,Hang Zhang, Peiying Zhu, Mo-Han Fong, Wen Tong, David Steer, Gamini Senarath, , Derek Yu, Israfil Bahceci, and Mark Naden 
Nortel
1. Introduction
This contribution is to specify the definition of  SZK( Security Zone Key) concept and its operation in current .16j baseline document
2. Proposed text change

++++++++++++++++++++++ Start Text ++++++++++++++++++++++++++++++++
[Insert the following text at the end of 7.1]

MR-BS and a group of RSs in MR cell maintain a set of trusted relationships, called Security Zone, in order to satisfy requirements of multi-hop relay system operation (see 7.1.8).
[Insert the following section 7.1.8]
7.1.8 Security Zone management
The Security Zone consists of a MR-BS and number of the RSs. All RSs within security zone maintain trusted relations, i.e. share common security context for the protection of relay management traffic. Security zone has the following properties:
· RS becomes eligible to join security zone by the fact of RSs successful authentication to a network. 
· RS becomes a member of security zone after security zone key material is provided to that RS by the MR-BS.
· The MR-BS employs PKMv2 procedures to securely deliver key material to RS.
· Once left, RS should not be able to operate in a security zone, without reauthentication and key redistribution (i.e. RS must not have knowledge of keys before it joins and after it leaves the security zone).
[Add the following section at end of 7.2.2.4.5]
7.2.2.4.5 SZK Context

The SZK is a head of key hierarchy used to satisfy the security requirements, such as integrity protection for the MAC management messages transmitted within a defined security zone (SZ). 
The SZK context includes all the parameters associated with the SZK. SZK is randomly generated by the MR-BS and transferred to the RS under KEK or SZKEK. It is used to sign relay management messages within security zone. The SZK context is described in Table Xx.

Table Xx—SZK context
	Parameter
	Size (bits)
	Usage

	SZK
	160
	Randomly generated by the MR-BS and transmitted to RS under KEK or SZKEK (in multicast update).

	SZK SN
	4
	The sequence number of SZK. The new SZK SN shall be one greater than the preceding SZK SN.

	HMAC_KEY_SZU or
CMAC_KEY_SZU
	160 or 128
	The key which is used for signing UL management messages.

	HMAC_PN_SZU,

CMAC_PN_SZU,
HMAC_PN_RLU or

CMAC_PN_PLU
	32
	Used to avoid UL replay attack on the management connection—when this expires new SZK shall be distributed by the MR-BS.

 

	HMAC_KEY_SZD or
CMAC_KEY_SZD
	160 or 128
	The key which is used for signing UL management messages.

	HMAC_PN_SZD,

CMAC_PN_SZD,

HMAC_PN_RLD,

CMAC_PN_RLD
	32
	Used to avoid DL replay attack on the management connection—when this expires new SZK shall be distributed by the MR-BS.

 


[Insert the following section 7.2.2.3.4]
7.2.2.3.4 Security zone SA
Security zone SA is a group SA, which contains keying material to secure relay control within a security zone. The primary keying material is SZK and SZKEK, which are provisioned by the MR-BS. Members of a security zone are considered trusted and share common SZK. SZKEK may also be common within security zone.
The contents of security zone SA are as follows:

—The SZK, a 160 or 128-bit Security Zone Key, serves as a root for HMAC/CMAC keys derivation.
—The SZKEK, a 128-bit Security Zone Key Encryption Key, serves the same function as SA KEK but for GSA.
The SAID shall be unique within a MR-BS and all RSs. 












































  


