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IEEE 802.16 working group defines WirelessMAN and WirelessHUMAN air interface 2 
specifications for the development of standard based Base Station (BS) and Subscriber 3 
Station (SS) to provide broadband wireless services to Metropolitan Area Networks 4 
(MANs). This contribution defines the 802.16 MIB for MAC and PHY layers to achieve 5 
management interoperability and provide the remote management capability that are 6 
urgently needed for massive WirelessMAN and WirelessHUMAN deployment by carriers.  7 

��� ������8 

The scope of this contribution is to define the 802.16 MAC and PHY MIB for SS and BS, 9 
based on IEEE 802.16REVd/D3 specification [3]. The definition of managed objects in this 10 
MIB is based on SNMPv2 Structure of Management Information (SMI) [4] and Textual 11 
Conventions [5]. Therefore, 802.16 MIB is compliant to SNMPV2, but is backward 12 
compatible to SNMPv1 through appropriate translation.      13 

Since 802.16 MIB has to be accessed through MIB tree, its relationship with Interface 14 
MIB—RFC2863 [7] will be described. Additional MIBs may be necessary to manage other 15 
interfaces in SS or BS, such as Ethernet, T1/E1, and ATM, but they are outside the scope 16 
of this contribution. 17 

��� ������	����18 

[1] IEEE 802.16-2001, “IEEE Standard for Local and Metropolitan area networks – 19 
Part 16: Air Interface for Fixed Wireless Access Systems”. 20 

[2] IEEE 802.16a-2003, “IEEE Standard for Local and Metropolitan area networks 21 
– Part 16: Air Interface for Fixed Wireless Access Systems – Amendment 2: 22 
Medium Access Control Modifications and Additional Physical Layer 23 
Specifications for 2-11 GHz. 24 

[3] IEEE 802.16REVd/D3-2004, “Draft IEEE Standard for Local and Metropolitan 25 
area networks – Part 16: Air Interface for Fixed Broadband Wireless Access 26 
Systems. 27 
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Network Management Protocol (SNMPv2)”, January 1996 29 
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Figure 1 shows the management reference model of Broadband Wireless Access (BWA) 2 
networks. It consists of a network Management System (NMS), performing the network 3 
manager role, and managed nodes, which provide access to managed objects via MIB or 4 
virtual information store. SSs and BSs are managed nodes that act in the SNMP agent 5 
role.  Furthermore, managed SSs, which have a secondary management CID, may be 6 
managed indirectly through the BS to which they are registered.  In this case, the BS acts 7 
in an SNMP Proxy role on behalf of managed SSs. SS can be managed by NMS directly 8 
as well. 9 

The management information between SS and BS will be carried over Second 10 
Management CID for managed SS. If it is an unmanaged SS where 2nd management CID 11 
does not exist, the SNMP messages shall go through another interface in the customer 12 
premise. However, the definition of 802.16 MIB should be independent of managed / 13 
unmanaged SS, or proxy / direct mode.    14 

 15 
 16 

 17 

 18 

 19 

 20 

 21 

 22 

 23 

 24 

 25 

 26 

 27 

 28 

Figure 1 - BWA Network Management Reference Model 29 
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This section describes the integration with MIB-II [6] under Interface Group MIB defined in 2 
RFC2863, as 802.16 MIB will need to be integrated in the MIB tree. It describes where 802.16 MIB 3 
is located in the MIB-II subtree, and how it can be accessed by NMS. 4 

��� ���%���	
� ��
��	�5 

The IANA has assigned the following ifType to point to multipoint broadband wireless 6 
access. 7 

���������	
���
���������������
8 
������
�����
�
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10 
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11 
0
12 

Therefore, upon 802.16 MIB being approved by the IETF, this MIB can be accessed 13 
through 14 

 �+�1��21'�'1�(-	�(	-1.2.-1.�%��1-�&(+.�++��(1�����	
15 
 !13141!1�1!1!51!"#$

16 

Wireless MAN interface table is located under transmission subtree, as follows.  17 

).&(���
���
�-�&(+.�++��(
!"#0
 ��
����
�(-	��&,	
-&%*	  18 

Before the approval of the IETF; however, 802.16 MIB is temporary located under 19 
enterprise via 20 

�+�1��21'�'1�(-	�(	-1���6&-	1	(-	����+	1).&(���
21 
 !13141!1#1!1($
22 

Or 23 

�+�1��21'�'1�(-	�(	-1���6&-	1	(-	����+	16	('���71).&(���
24 
 !13141!1#1!18881($
25 

��
����������� has been designed for other BWA interface, it will be required to ask 26 
IANA to assign another IANAifType for 802.16. In addition, two IANAifType should be 27 
assigned by IANA to represent 802.16 downstream and upstream interfaces. The flowing 28 
shows the structure of ���������	 that should be assigned by IANA.  29 

���������	
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30 
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34 
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35 

��� &�� ��������%���'�("���36 

“Interfaces” group of MIB-II, in RFC1573, has been designed to manage various sub-37 
layers (e.g. MAC and PHY) beneath the internetwork-layer for numerous media-specific 38 
interfaces. ���&%*	
 in MIB-II
�+
/+	'
-�
&,,	++
-:	
).&(����%. Table 1 describes 39 
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some key attributes in the ���&%*	 that will be reused in the ).&(����%, and provides an 1 
example on how ���('	8 will be assigned for each sub-layer. 2 
 3 
Three ��(-��.will be created for each BS or radio channel installed in the system. One ���('	8
4 
is for BS MAC sub-layer, while two ���('	8
will be created for BS upstream and downstream 5 
PHY sub-layers, respectively.  When the SS has entered the network, three ��(-��.will be 6 
created as well , including one ���('	8
 for BS MAC sub-layer, and two
 ���('	8
 ���
7 
upstream and downstream PHY sub-layers, respectively. 8 

 9 
 10 
 11 
 12 
 13 
 14 
 15 
 16 
 17 
 18 
 19 
 20 
 21 
 22 
 23 
 24 
 25 
 26 
 27 
 28 
 29 

Table 1 – Usage of ifTable objects 30 

     31 
���-&,;�&%*	 must be used to define the association of MAC, downstream, and 32 
upstream sub-layers in SS and BS. Table 2 shows the example of ���-&,;�&%*	 for SS 33 
and BS sub-layers as illustrated in Table 1. 34 
 35 
 36 
 37 
 38 
 39 
 40 

 41 
Table 2 – Usage of ifStackTable  42 
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Section 6.4.13.7 of IEEE 802.16REVd/D3 standard [3] specifies that there are two types of 2 
service flow creation, which are pre-provisioning and dynamic service flow creation, similar 3 
to PVC (Permanent Virtual Circuit) and SVC (Switched Virtual Circuit) for ATM. In most 4 
cases, BWA will provide subscribed services; therefore, pre-provisioning shall be required. 5 
802.16 MIB defines pre-provisioned service flow table to support pre-provisioning service 6 
flow creation. In the mobile environment, where a mobile SS requests Internet access in 7 
the hotspot, it may be necessary to use dynamic service flow creation. 8 

Section 6.4.13.6 of IEEE 802.16REVd/D3 standard [3] specifies that there are three types 9 
of service flows, which are Provisioned, Admitted, and Active service flows. This section 10 
describes the usage scenario of the 802.16 MIB related to the transition of service flow 11 
types. 12 
 13 

� Provisioned Service Flow: When the NMS pre-provisions a service flow, an entry 14 
in ).&(���+<�	<��6�+��(	'���&%*	 in the BS MIB is created. It is assigned a 15 
Provisioned Service Flow state, but is not active yet. An attribute—16 
).&(���+���-&-	=in ).&(���+<�	<��6�+��(	'���&%*	 determines how the 17 
service flow shall be transitioned to the next state, when a trigger is generated. 18 
When ).&(���+���-&-	 is in one of the following state:�19 

• Admitted or Active state: The pre-provisioned service flow will be 20 
transitioned to the Admitted or Active state, as soon as the SS passes the 21 
network entry procedure, and connection admission control. An entry will 22 
be created in the SS and BS service flow tables.   �23 

• Provisioned state: After SS enters the network; the pre-provisioned 24 
service flow will remain in the Provisioned state until NMS set it different 25 
state. An entry will be created in the SS and BS service flow tables. �26 

� Admitted Service Flow: Network resource will be reserved when the service flow 27 
is in the Admitted service flow state. The service flow can be transitioned to the 28 
active service flow state by application triggers, such as off-hook for UGS service 29 
flows. �30 

� Active Service Flow: Active Service Flow state indicates the data packets are sent 31 
upstream and downstream by UL-MAP and DL-MAP. The service flow can be 32 
transitioned directly from Provision service flow state to the Active service flow 33 
state.   �34 

�35 

36 
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Figure 2 shows the MIB structure of ).&(����% for 802.16 [3]. The MIB structure is 2 
organized based on the the reference model as defined in IEEE 802.16REVd/D3 standard 3 
[3]. 4 
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Figure 2 – WirelessMan MIB Structure
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).&(����% is composed of three groups: 1 

� ).&(���+�%>	,-+� This group contains managed objects to be implemented 2 
in the SNMP agent in BS. 3 

� ).&(���+�%>	,-+� This group contains managed objects to be implemented 4 
in the SNMP agent in SS. 5 

� ).&(����..�(�%>	,-+� This group contains common managed objects to be 6 
implemented in the SNMP agent in BS and SS. 7 

��� �!�	����/(0��
��8 

5.1.1 wmanIfBsSystem 9 

wmanIfBsSystem group contains system level BS managed objects. 10 

5.1.1.1 wmanIfBsInventoryInfoTable  11 

This table is indexed by BS ifIndex and contains inventory information about the Base 12 
Station such as manufacturer, hardware model, serial number, and software or 13 
firmware revision. 14 

5.1.1.2 wmanIfBsRegisteredSsTable  15 

This table is indexed by SS ifIndex and contains SS information obtained from REG-16 
REQ message as defined in section 6.4.3.2.7 in [2]. Each entry in the table may 17 
contain the following objects. 18 

� Basic CID 19 

� Primary management CID 20 

� Secondary Management CID 21 

� HMAC tuple 22 

� Uplink CID support 23 

� SS management support 24 

� SS capability 25 

� IP version 26 

� CS sublayer capabilities 27 

5.1.2 wmanIfBsPacketCs 28 

wmanIfBsPacketCs group contains BS managed objects relating to the Packet CS 29 
management entity layer in figure 1 of [3]. 30 

5.1.2.1 wmanIfBsPreProvisionedSfTable 31 

This table is doubly indexed (SS MAC address, SF ID) and contains pre-provisioned 32 
service flow profiles, Per SS. These connection parameters shall be provisioned for the 33 
SS using DSA messages, as specified in [3], 6.4.13. Admittance and activation of 34 
provisioned service flow may be postponed. 35 
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5.1.2.2 wmanIfBsServiceClassTable 1 

This table is provisioned and is indexed by Service Class ID. Each entry of the table 2 
contains corresponding service flow characteristic attributes (e.g. QoS parameter set) 3 
as defined in section 6.4.13.4 in [3]. 4 

To facilitate the NMS task of provisioning service flow attributes for hundreds or even 5 
thousands of subscriber stations supported by each BS, the concept of Pre-provisioned 6 
Service Classes are devised. Figure 3 shows an example of QoS profiles that are 7 
created to define the service flow attributes that can be shared by multiple service 8 
flows. For example, Basic CID UL for SSs A1, B1, and X1 uses profile 1. Service flow 9 
attribute profiles can be added or deleted dynamically to meet different QoS demands 10 
from subscribers. 11 

 12 

 13 

 14 

 15 

 16 

 17 

 18 

 19 

 20 

 21 

 22 

 23 
 24 

 25 

Figure 3 – Service Classes – Service Flows Mapping  26 

5.1.3 wmanIfBsCps 27 

wmanIfBsCpsParameters group contains BS managed objects relating to the MAC 28 
CPS management entity layer in figure 1 of [3]. 29 

5.1.3.1 wmanIfBsConfigurationTable 30 

This table contains objects for BS system parameters and constants as defined in 31 
section 10.1, Table 264 of [3]. 32 
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� Base station ID 1 

5.1.3.2 wmanIfBsStatisticsCountersTable 2 

This table is indexed by BS ifIndex and contains statistics about the packet count and 3 
various error conditions related to the operation of the BS. 4 

5.1.4 wmanIfBsPkm 5 

wmanIfBsPkm group contains BS managed objects relating to the MAC CPS privacy 6 
management entity section in figure 1 of [3]. 7 

5.1.4.1 wmanIfBsPkmBaselineTable 8 

This table is indexed by BS ifIndex and contains base station PKM operational 9 
parameters described in section 10.2 and table 270 of [3]. 10 

5.1.4.2 wmanIfBsAuthTable 11 

This table is double indexed by ifIndex and SsMacAddress  and contains runtime 12 
subscriber station authentication and authorization parameters for each base station. 13 

5.1.4.3 wmanIfBsTekTable 14 

This table is double indexed by ifIndex and SAId  and contains runtime Security association 15 
parameters for each base station. 16 

5.1.5 wmanIfBsTraps 17 

wmanIfBsTraps group contains BS traps to report fault events and exceptions, such as 18 
link-up and link-down. 19 

��� �!�	����/(0��
��20 

5.2.1 wmanSsSystem 21 

wmanIfSsSystem group contains subscriber station system level objects. 22 

5.2.1.1 wmanSsInventoryInfoTable 23 

This table is indexed by SS MAC address and contains inventory information about the 24 
subscriber station such as manufacturer, hardware model, serial number, and software 25 
or firmware revision. 26 

5.2.2 wmanIfSsCps 27 

wmanIfSsCpsParameters group contains subscriber station manageable objects 28 
relating to the MAC CPS management entity layer in figure 1 of [3]. 29 

5.2.2.1 wmanIfSsConfigurationTable  30 

This table is indexed by SS MAC address and contains objects for SS system 31 
parameters and constants as defined in section 10.1, Table 264 of [3]. 32 
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5.2.2.2 wmanIfSsStatisticsCountersTable 1 

This object contains the performance monitoring data for SS. 2 

5.2.3 wmanIfSsPkm 3 

wmanIfSsPkmParameters group contains subscriber station manageable objects 4 
relating to the MAC CPS privacy management entity section in figure 1 of [3]. 5 

5.2.3.1 wmanIfSsPkmAuthTable 6 

This table is indexed by SS MAC address and contains subscriber station 7 
authentication and authorization parameters including those described in section 10.2 8 
and table 270 of [3]. 9 

5.2.3.2 wmanIfSsPkmTekTable 10 

This table is doubly indexed by SS MAC address and SAId and contains subscriber 11 
station runtime parameters for each active security association. 12 

5.2.3.3 wmanIfSsPkmCertificatesTable 13 

This table is indexed by SS MAC address and contains subscriber station and SS 14 
manufacturer certificates. 15 

5.2.4 wmanIfSsTraps 16 

wmanIfBsTraps group contains SS traps to report fault events and exceptions, such as 17 
link-up and link-down. 18 

��� �!�	��-�!!�	/(0��
��19 

5.3.1 wmanIfCmnPacketCs 20 

5.3.1.1 wmanIfCmnClassifierRuleTable 21 

wmanIfClassifierRuleTable is indexed by service flow ID and contains runtime classifier 22 
rules screening criteria for each service flow as described in section 11.13.22.3.4 of [3]. 23 

5.3.2 wmanIfCmnCps 24 

5.3.2.1 wmanIfCmnSystemParameters 25 

wmanIfCommonSystemParameters contain objects for common BS and SS system 26 
parameters and constants as defined in section 10.1, Table 264 of [3]. 27 

5.3.2.2 wmanIfCmnSsCapabilitiesTable  (index = ifIndex) 28 

This table is indexed by SS MAC address and negotiated SS capability parameters 29 
and constants as defined in sections 11.4.2.2 and 11.4.2.6 in [3].  In the BS, this table 30 
contains SS capability parameters for all SSs, while in the BS, this table should have 31 
an entry indicating the capability of such SS. In the BS, NMS has read / write access to 32 
this table. The SS capability parameters are provided to SS via SBC-RSP message 33 
during the network entry; hence NMS has only read access to SS. 34 
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5.3.2.3 wmanIfCmnServiceFlowTable 1 

This table is doubly indexed by ifIndex and service flow ID. In the BS, it represents the 2 
totality of all provisioned, admitted, and active service flow for both DL and UL 3 
directions. In the SS, this table should contain the service flows, both DL and UL, being 4 
allocated to a specific SS. 5 

A Service Flow is represented by parameters, such as 6 

� Service Flow common parameters, like SFID and CID 7 

� Classifiers associated with Service Flow, see �[3] , 5.2.2, 5.2.5 – 5.2.7 8 

� Service Flow QoS parameters like QoS parameters of specific Service Flow, 9 
like Max Sustained Traffic Rate, QoS status (admitted etc.) 10 

� Service Flow Header Suppression parameters like associated classifier and 11 
PHS rule, see �[3] , 5.2.4 12 

5.3.3 wmanIfCmnPrivacy 13 

5.3.3.1 wmanIfCmnCryptoSuiteTable 14 

This table is doubly indexed by ifIndex and wmanIfCryptoSuiteIndex and contains 15 
supported crypto suites for the particular SS and other crypto parameters such as key 16 
lifetimes. See sections 11.2.14 and 11.2.15 of [3]. 17 

5.3.4 wmanIfCmnOfdmPhy 18 

).&(����'.<:�
is a group containing objects specific to OFDM PHY. 19 

5.3.4.1 wmanIfOfdmUplinkChannelTable 20 

This table contains the uplink channels that the BS is able to receive. In the SS, this 21 
table should have an entry indicating the uplink channel that the SS can transmit. Each 22 
entry contains the parameters needed to describe uplink channel descriptor as defined 23 
in section 11, Table 268 of [3], and include the following objects. 24 

� Uplink center frequency (KHz) 25 

� Subchannelization REQ Region-Full Parameters 26 

� Bandwidth request opportunity size 27 

� Ranging request opportunity size 28 

5.3.4.2 wmanIfOfdmDownlinkChannelTable 29 

This table contains the downlink channels that the BS is able to transmit. In the SS, this 30 
table should have an entry indicating the downlink channel that the SS can receive. 31 
Each entry contains the parameters needed to describe downlink channel descriptor as 32 
defined in section 11, Table 273 of [3], and including the following. 33 

� channel number (for license exempt operation only) 34 

� Frequency (downlink center frequency (kHz) 35 

� BS EIRP 36 
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� TTG 1 

� RTG 2 

� MAC Version. 3 

5.3.4.3 wmanIfOfdmUcdBurstProfileTable 4 

Each entry in this table contains the parameters needed for the UCD burst profile as 5 
defined in section 11, Table 271 of [3]. 6 

5.3.4.4 wmanIfOfdmDcdBurstProfileTable 7 

).&(��7,'�/�+-<����*	�&%*	 – Each entry in this table contains the parameters 8 
needed for the UCD burst profile as defined in section 11, Table 276 of [3]. 9 
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