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1
As specified today, the stacks in 802.16 and 802.16e look like this:2
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5

These diagrams have some interesting properties.6
7

The CS in 802.16 does not have a CS_SAP. No CS_SAP primitives are defined. Instead, the packet CS specification has8
frames (IP, 802.1Q or 802.3) passing upwards and downwards out of and into the CS. The ATM CS does something similar9
with ATM connections. Each CS type and subtype defines a mapping between the frames and the MAC_SAP primitives.10

11
In 802.16e, a CS_SAP has appeared and an MA (Mobility Agent) is defined as a bridging layer, between the CS and some12
other undefined backhaul network. There is no MA_SAP, nor is there any other type of service defined. 802.16e in this mode is13
either a network tunnel using the chosen CS protocol type (ATM, IP, 802.1Q or 802.3) as the encapsulating protocol.14

15
Unfortunately,  n o  C S _ S A P p r i m i t i v e s  a r e  d e f i n e d ,  s o  t h e  m o d e l  is  incomplete.16
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1
There is a glaring difference between existing wireless 802 standards and the wired 802 standard:2
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4
The wired stack has no management plane. The PHY and MAC pretty much send one type of frame. The PHY might have5
some of its own special on-the-wire signaling for managing the link, but that is local between itself and peer PHYs on the wire.6

7
Other management tasks are done over these standard frames. Ethertypes are created, to route packets through 802.2 to the8
correct LSAPs and management functions are bolted to the top of 802.2.  E.G. EAPoL as defined in 802.1X.9

10
What is implicit in this model is that the link takes care of itself. Just plug in the wire and the packets can fly, all dealt with11
locally by the MAC and the PHY. The upper layer management functions can use the packets to carry their management12
payloads, differentiated by ethertypes.13

14
The wireless channel is less accommodating. There is no guarantee of connectivity. There may be multiple options on15
connectivity (e.g. visible APs) that require the network topology to be constrained. The security issues of RF channels require16
that security be established before user packets fly, not after. There is rapid mobility where either the network or the mobile17
might be the optimal decision maker. Handovers need to be coordinated, the network does not have the user plugging wires to18
tell it what the current connectivity should be.19

20
In order to address all this new management that must be performed, the 802.11 stack, consistent with other wireless protocols,21
defines a management stack in parallel with the user data stack. The complexity of these management procedures is high, so22
the behavior of each layer is bounded by the MSAPs attaching the management layer to those above and below it. The air side23
protocol defines a separate class of frames, management frames, just to carry the management messaging.24

25
A simple way of viewing this is that the management in wireless protocols is sufficiently complex that it needs its own layered26
stack to organize it, whereas in the wired protocols, the assumption of connectivity allows much simpler management27
procedures to either be thrown in the data stack, ad-hoc, or put at a higher layer.28

29
802.16 is in an intermediate state. Is does not have a management stack, but is does have management frames and two30
management channels to carry them, along with a few others scattered around such as ranging and BW request channels that31
are really management functions.32

33
 This leads to holes in the specification. E.G. we need inter-BS messages, but we have no SAP on which those messages are34
defined. The natural location for such a SAP would be on a management layer, but they don’t exist so the primitives just float35
around with no clear place in the architecture.36

37
What should we do? Well for a start, we need to ‘close’ the layers. All interaction between a layer and anything else should be38
through SAPs. This means a CS_SAP with defined primitives, one set for each of the CS types.39
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1
This CS_SAP would define the user services that the standard provides.2

3
To draw from the experience of other wireless standards, we could add in a structured management stack, with its own SAPs to4
formalize the scope of management behavior and the way it interacts with other entities.5

6
So for both 802.16 and 802.16e, we can naively add a management stack and interfaces and we get the following:7

8
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10
The 802.16e model still has problems. The MA is still defining the BS as being a bridge. There can be no services available at11
the top of the stack, since there is no upwards data SAP. There needs to be a separate MA defined for each CS.12

13
The MA is defined as being something in the data path. This seems odd, given that an MA usually is concerned with making14
handover decisions and in some way managing a handover and address mapping. In general it looks like a management15
function.16

17
In the specification, there are no specific procedures assigned to the MA, so it would be inappropriate for it to exist as a layer18
in the data stack. Hypothetically it should exist in the SME as an implementation defined function that will be related on the19
larger system architecture of the BS or MSS. The way that the MA can interact with the stack is through the CSME_SAP,20
MLME_SAP and PLME_SAP.21

22
Narrowing in to just the .16e stack, since the MA is in the SME, we do not need to define it, nor do we need to define its23
interfaces. All we need to define is within the bounds of the CS, MAC, PHY, CSME, MLME and PLME and the interfaces to24
and between them.25

26
So…27

28
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This appears to be much more tractable. We know where the MA does its thing (the SME). We know how it can influence the3
stack (Through the management SAPs). The stack looks very like the 802.11 stack, except with the addition of the 802.16 style4
CS. We know what the service is (the CS_SAP).5

6
If we want an architecture that is a bridge, consistent with the larger 802 model, the path is clear. We define the top of the CS7
to be as in 802.1D. There is no need to call out framing for 802.1Q tagging. 802.1Q does that for us. The ISS and the Q tagging8
is defined in 802.1D and 802.1Q. So we should be removing Q tagging from the 802.1Q packet CS and referring to 802.1Q9
and 802.D to do the heavy lifting for us. This might look like this:10
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13

One interesting property of the above two models is that the 802.16e model is identical to the 802.16d model when looking at14
the parts that are in scope for 802.16. This is a good property since it allows us to unify the model in both specifications. It15
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allows us to delete some functionality (Q tagging, bridging) that is defined elsewhere. It is consistent with existing wireless1
management models that have been seen to work.2

3
We also have a path over which to carry BS-BS primitives, namely the MLME_SAP. There is no reason that the CSME and/or4
the PLME should not talk to peer entities on another BS through BS-BS primitives. Thus we can define BS-BS primitives on5
all these interfaces and we can know which management entity they are destined for. The SME is responsible for arranging6
transport for BS-BS messages. The transport is out of scope, so is the SME functionality, so there is no conflict, we don’t need7
to define it.8

9
So bringing in the extra information from figure 1 concerning the scope of the standard and the location of the data and10
management planes, I propose the following be substituted for figure 1.11

MAC Security
Sublayer

Convergence Sublayer
Management Entity

(CSME)

Service Specific
Convergence Sublayer

(CS)

MAC Common
Part Sublayer
(MAC CPS)

Physical Layer
(PHY)

PHY_SAP

MAC_SAP

CS_SAP

MAC Sublayer
Management

Entity
(MSME)

PHY Layer
Management

Entity
(PLME)

PLME_MLME_SAP

MSME_CSME_SAP
M

LM
E

_
S

A
P

P
LM

E
_

S
A

P
C

S
M

E
_

S
A

P

M
A

C
P

H
Y

Security
Management

N
e

tw
or

k 
M

an
ag

em
en

t  S
ys

t e
m

Scope of Standard

Management PlaneData Plane

12


