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Commentsto Security Ad Hoc Submission
C80216e-03/71r2

VlIadimir Yanover
Alvarion Ltd.

This document contains certain questions and comments to Security Ad Hoc
Submission C80216e-03/71r2 by Jeff Mandin. Original text appearsin black; comments
and questions appear in blue.

1.1 Motivations

To enable mobile operators to use other forms of credentialsin addition to, or
instead of, PK1-based device certificates (eg. various forms of provider-supplied
smartcards to be installed in an off-the-shelf SS device)

1) Existing 802.16 standard does not specify where device certificate is stored,
particularly it can be stored at smartcard. If so, why we need yet another auth
procedur e?

2) EAPID says (3.1 Lower layer requirements): “EAP assumesthat lower
layers either provide physical security (e.g., wired PPP or |EEE 802 links) or
support per-packet authentication, integrity and replay protection. EAP SHOULD
NOT be used on physically insecurelinks (e.g., wireless or the I nternet) where
subsequent data is not protected by per-packet authentication, integrity and replay
protection.”

802.16 does not provide physical security and does not support per-packet
authentication or integrity or replay protection [limited support of user data
auth/integrity/replay protection is provided by Privacy sublayer]. So a suggestion
for using EAP in802.16 instead of Privacy sublayer must include serious analysis of
applicability of EAP in this situation. In absence of such analysis, conclusion of
section 4.5 " appear s acceptableto rely exclusively on the cryptographic protection
provided by the EAP inner method" seems unsubstantiated. | would rather
summarize section 4.5 as" with EAP we don't have anything to relay on but EAP
inner method" .

3) It was an assumption in 802.16 development that any upper layers stuff
[including security] can be launched over wireless link protected by 802.16 Privacy,
above 802.16 MAC. Thisoption isnot covered by the document at all. By the way,
wouldn't EAP procedures be lessvulnerable if run over Privacy-protected link?

4) What about restriction of max 256 authentications per System Port
[802.1X]? Isit applicable?

facilitation of handover to other media (ie. 802.11) by providing hooks for
preauthentication or other functions
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To consider thisissue we need a model of [or assumptionson] heter ogenous
[e.g. 802.11-802.16] networks, otherwise any idea is good [and bad]

Interoperability with non-EAP enabled 802.16d/e systems
More precise wording isneeded here. | didn't find in
the document any explanation of this goal as well aswhether the goal isreached.
Doesit mean that there should be two modes, one limited to “ Privacy
sublayer” specified in REVd ? If yes, | would support that.

Compatibility with the standard EAP/802.1x model so that methods and
analysis pertaining to standard EAP will be applicable (though not necessarily
recommended) for 802.16e

802.1X defines“ Devicesthat attach toa LAN, referred to in thisstandard as
Systems (3.1.6), have one or mor e points of attachment tothe LAN, referred toin
thisstandard as Ports (3.1.3)".

802.16 network is essentially different fromLAN. Soit isNOT a situation
when every definition or statement from 802.1X isautomatically consistent with
802.16 standard. What is Port in 802.16: one connection or all togetether or Basic +
two management connections constitute one port while traffic connections another
one? Port isbidirectional while connections are not. 802.1X Port can be blocked
while 802.16 connection can be created or deleted. EAPOL addressing [802.1X, 7.8]
isnot directly applicable to 802.16 etc. etc.

Seems like many things must be re-defined and/or clarified before we can
think on applying methods/analysis pertaining to standard EAP/802.1X to 802.16.

Support for 802.16 primary, static, and dynamic security associations. These
include SAs for both unicast and non-unicast MAC-layer connections.

Needs clarification. In which sense they must be “ supported”? To be able to
establish SAsinstead of legacy Privacy sublayer?

The document does not explain explicitly relation between suggested new
security framework and existing Privacy stuff, so one may say that above
requirement is not staisfied.

Provision for ciphersuite selection and authorization refresh

The document alter nately usesterms*authorization” and “authentication”.
Generally these are two different things. In 802.16 authentication isa part [step] of SS
authorization [see 7.2.1 in the Std.]. Authorization includes also KEK transfer and SAs
creation.

Opposite, in EAP 1D " successful authentication" is defined as" an exchange of
EAP messages, as a result of which the authenticator decidesto allow access by the peer,
and the peer decidesto usethisaccess. The authenticator's decision typically involves
both authentication and authorization aspects; the peer may successfully authenticateto
the authenticator but access may be denied by the authenticator dueto policy reasons.”

This must be clarified.

Each BS and SS MUST support L egacy-PKM-based authentication. Support for
EAP-based authentication is optional in both the BS and SS.
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If sugested approach isnot a superset of legacy PKM in 802.16 (seemslike
that), then it israther “yet one more security scheme" than “extended PKM”, so |
would recommend change misleading term “ extended PKM”. Anyway thereisa
strong need in explanation of relationship between “extended PKM” and " legacy
PKM"

Appropriate compliance with security recommendations for EAP in awireless
environment
Which? A referenceis needed. See also above comment on section 4.5.

These Extended PKM Logical Control Interface will follow the logical interface
definitions given in the EAP state machine draft [5] (or successor document) for the
lower-layer interfaces of the supplicant [section 4.1] and authenticator [section 5.1].

1) Which model isto be supported: Switch? Passthrough?

2) [5] probably pointsto " State Machinesfor EAP Peer and Authenticator™
(draft-ietf-eap-statemachine). The question iswhether the state machine [that
specifies behavior of unerlying layer expected by EAP] is consistent with 802.16
MAC?

3.1.1 Overview of Components of the Extended Privacy Layer

The .16e “Extended Privacy” Layer contains.

EAP methods — these are outside the scope of the current specification, and
would typically include one or more strong, well-understood authentication algorithms
such as EAP-TLS.

On one hand, EAP authentication is considered as a replacement [at least
in some cases| of existing Privacy. On the other hand, EAP methods areout of the
scope of the standard. Then, how inter oper ability will be achieved?

My answer to thisand similar questionsisthat we have to decouple EAP
stuff from 802.16 MAC/PHY specifications and make EAP running above MAC
[e.g. through Secondary Management connection] so that 802.16 link would be
transparent for EAP packets. Then MAC/PHY spec would remain a compatibility
standard while EAP operations would become a recommended practice for
communiation between Supplicant and Authenticator, that might be SW modules
at SSand BSor at another network peersor smart card or whatever.

4.2 Link Control
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Thelink control model isthelogical entity that restrictsthe flow of most data
packets until authentication has completed.
Probably thereisno need in such entity as before auth comesto successfull end
[presumably at network entry], no traffic connections wer e created so far. Thisis
different from LANswhich does not have procedures similar to connection setup
and data packets may [and must] flow to the network each time when appear at
MAC SAP.

4.2.1 Controlled/Uncontrolled Port

Associated with thelink control module are the notions of a logical
“controlled port” and “uncontrolled port”.

Thelogica “uncontrolled port” carries the packets which can flow when
authentication state is *“ not authenticated” —ie. ranging, sbc, and pkm. Thelogical
“controlled port” carries the packet traffic which is permitted by 802.16 to flow only after
authentication has completed successfully.

Thereareno “ports’ in 802.16 MAC. Newterms should be defined based on existing
terms. connections etc.

4.4. Format for transmission of EAP packets in 802.16 MAC Layer

Important question: why EAP packets cannot be transferred over Secondary
M anagement connection? If they can, we just specify formats of messages with no
regard to MAC PKM messages. After all, thisis exactly therole of Secondary
Management connection: transport of upper layer protocolslike DHCP.

4.5  Cryptographic Protection of EAP exchanges

Hence it appears acceptableto rely exclusively on the cryptographic
protection provided by the EAP inner method.
| would rather summarize section 4.5 as" we don't have anything to relay on but
EAP inner method" .
If so, then probably certain [mandatory?] EAP method[s] should be suggested to
provide some level of interoperability?

[Picture from Appendix A]
What is" 802.16 Basic Setup” ? One may guessthat it is something related to
[standing for?] Network Entry.



