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 5 
The Pre_authentication is one of the requirements of PKMv2 that reduces authentication signaling 6 
messages when MSS handoff to target.  With the introduction of new PKM messages, PKM-PRE-AUTH 7 
MSS is given a chance to skip a number of PKM authentication messages.  This will allow MSS to 8 
handoff to target BS in seamless way 9 
 10 
 11 
[Add the following as shown] 12 
Attributes 13 
 14 
PKM attributes carry the specific authentication, authorization, and key management data exchanged 15 
between client and server. Each PKM packet type has its own set of required and optional attributes. 16 
Unless explicitly stated, there are no requirements on the ordering of attributes within a PKM message. 17 
The end of the list of attributes is indicated by the LEN field of the MAC PDU header. 18 
 19 
 20 

Table 28a – PKM Message codes 21 
Code PKM Message Type MAC Message 

Type 
14 Pre-Auth-Req PKM-REQ 
15 Pre-Auth-Rsp PKM-RSP 

 22 
 23 

[Add the following to section 6.4.2.4.9:] 24 
6.3.2.3.9.12 Pre-Authentication Request message 25 
The message is sent by MSS to BS to establish Pairwise Master Key with Target BS for Handoff 26 
Code: 14 27 
 28 
Attributes are shown in Table 40 29 

Table 40-PKM-Pre-Auth-Req attributes 30 
Attribute Contents 
Target BSID Target BSID that MSS will connect after HO 
OMAC Tuple Message Digest calculated using OMAC_KEY 
 31 
The Target BSID attribute contains target BSID that MSS notified Serving BS for Handoff. 32 
 33 
The OMAC Tuple attribute shall be the final attribute in the message’s attribute list 34 
 35 
 36 
 37 
 38 
 39 
 40 
 41 
 42 
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 1 
6.3.2.3.9.13 Pre-Authentication Reply Message 2 
 3 
Sent by the BS to a client SS, the Pre Authentication Reply message contains Target BSID, PMK, the 4 
key’s lifetime, and OMAC tuple that protect the message 5 
 6 
Code: 15 7 
 8 
Attributes are shown in Table 41 9 
 10 
 11 

Table 41-PKM-Pre-Auth-Response attributes 12 
Attribute Contents 
Target BSID Target BSID that MSS will connect after HO 
PMK Pairwise Master Key generated by Authorization 

Server, encrypted with MSS’s public Key 
PMK-Lifetime PMK’s active lifetime 
OMAC Tuple Message Digest calculated using OMAC_KEY_ 
 13 


