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Secure Transport of backbone messages
Dongkie Lee, DongIl Moon, DongRyul Lee, JongKuk Ahn, Sungho Ha
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Junhyuk Song, Samsung

1. Problem Statements
Current IEEE 802.16e/D2 does not specify secure backbone transport mechanism. There are some backbone

messages which might have sensitive information like security context information, mobility information which
requires secure transport mechanism.

2. Overview of Proposed Solutions
When a BS sends backbone message which requires secure transport, it may encrypt the attributes using the

method taken from the RFC 2548, RFC2865. This method is used in encrypting RADIUS User Password(RFC
2865) and MS-MPPE-Send-Key, MS-MPPE-Rcv-Key(RFC 2548).

Some text from RFC 2548 is as follows:

2.4.2.  MS-MPPE-Send-Key

   Description

      The MS-MPPE-Send-Key Attribute contains a session key for use by the Microsoft Point-to-Point
Encryption Protocol (MPPE).  As the name implies, this key is intended for encrypting packets sent from the NAS
to the remote host.  This Attribute is only included in Access-Accept packets.

   A summary of the MS-MPPE-Send-Key Attribute format is given below. The fields are transmitted left to
right.

    0                   1                   2                   3

    0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   |  Vendor-Type  | Vendor-Length |             Salt

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                               String...

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   Vendor-Type

      16 for MS-MPPE-Send-Key.

   Vendor-Length

      > 4

   Salt

      The Salt field is two octets in length and is used to ensure the uniqueness of the keys used to encrypt each
of the encrypted attributes occurring in a given Access-Accept packet.  The most significant bit (leftmost) of the
Salt field MUST be set (1).  The contents of each Salt field in a given Access-Accept packet MUST be unique.
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   String

      The plaintext String field consists of three logical sub-fields: the Key-Length and Key sub-fields (both of
which are required), and the optional Padding sub-field.  The Key-Length sub-field is one octet in length and
contains the length of the unencrypted Key sub-field.  The Key sub-field contains the actual encryption key.

      If the combined length (in octets) of the unencrypted Key-Length and Key sub-fields is not an even
multiple of 16, then the Padding sub-field MUST be present.  If it is present, the length of the Padding sub-field is
variable, between 1 and 15 octets.  The String field MUST be encrypted as follows, prior to transmission:

         Construct a plaintext version of the String field by concatenating the Key-Length and Key sub-fields.  If
necessary, pad the resulting string until its length (in octets) is an even multiple of 16.  It is recommended that zero
octets (0x00) be used for padding.  Call this plaintext P.

         Call the shared secret S, the pseudo-random 128-bit Request Authenticator (from the corresponding
Access-Request packet) R, and the contents of the Salt field A.  Break P into 16 octet chunks p(1), p(2)...p(i),
where i = len(P)/16.  Call the ciphertext blocks c(1), c(2)...c(i) and the final ciphertext C.

         Intermediate values b(1), b(2)...c(i) are required.  Encryption is performed in the following manner ('+'
indicates concatenation):

      b(1) = MD5(S + R + A)    c(1) = p(1) xor b(1)   C = c(1)

      b(2) = MD5(S + c(1))     c(2) = p(2) xor b(2)   C = C + c(2)

                  .                      .

                  .                      .

      b(i) = MD5(S + c(i-1))   c(i) = p(i) xor b(i)   C = C + c(i)

      The   resulting   encrypted   String   field    will    contain c(1)+c(2)+...+c(i). On receipt, the process is
reversed to yield the plaintext String.

3. Proposed Changes to IEEE 802.16e

[Add the following text before section D.3 and change D.3 and so on to D.4:]

D.3 Inter-base station message Attributes Format
D.3.1 Secure Backbone transport

This field may contains encrypted attributes which requires secure transport between backbone nodes. Any

backbone message may contain this attribute, but shared secret between backbone nodes shall be provisioned

before usage.
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Type Length Value Scope

TBD Variable Encrypted backbone

message attributes except

global header

Any backbone message

which requires secure

transport

Attributes shall be encrypted as follows according to MS-MPPE-Send-Key section of RFC 2548.

Vendor-Type and Vendor-Length in RFC 2548 are not used. The pseudo-random 128-bit Request Authenticator
(from the corresponding Access-Request packet) R of RFC 2548 is replaced with 128-bit concatenation of Sender
BS-ID(48-bit), Target BS-ID(48-bit), Time Stamp(32-bit). Constructing a plaintext version of the String field is
done by concatenating the attributes which requires secure transport and if necessary, padding the resulting string
until its length (in octets) is an even multiple of 16.
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