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Preventing replay attack using Paging Group Update Information in
idle mode

Yongmao Lee, Zhengfei Xiao
Huawei

1. Introduction
In the current IEEE 802.16e/D5a, the Paging Controller reserves the relative information of the MSS in idle mode.
The MSS in idle mode shall perform Paging Group Update periodically in order to demonstrate MSS continued
network presence and re-validate Paging Controller retention of the MSS’s service and operational information. In
the current draft, MSS initiates Paging Group Update request through a RNG-REQ and been responded by a
RNG-RSP. There is a TLV code in RNG-REQ and RNG-RSP, which indicates the information used in Paging
Group Update.

MSS doesn’t perform network re-entry and authentication during roam under idle mode, so the information
reserved in the Paging Controller is related with MSS and the BS where MSS enters into idle mode. When MSS
roams to a new paging group, the first Paging Group Update request initiated by MSS might be delivered to the
previous Paging Controller. After validating the HMAC of the message, the previous Paging Controller may deliver
the reserved MSS information through backbone network. At the same time, Paging Controller may report the
paging group information of MSS to a central server.

According to the current protocol, an attacker could intercept the Paging Group Update information in RNG-REQ
when MSS enters into the scope of BSm and save it. The Paging Controller identifier information in this message is
n and BSm does not belong to this Paging Group. When MSS roam to the paging group n again, if the attacker
replay the reserved message to the BSm, it will make the gloss that MSS has roam to the paging group that BSm
belongs to. So the network could not page the MSS.

2. Proposed Solution
In order to avoid the replay attack above, we need to modify Paging Group Update information in RNG-REQ. A
direct method is to add time-stamp or sequence number in RNG-REQ to prevent replay attack. The additive
information ensures that Paging Group Update information in RNG-REQ will not be repeated in a long time. Even
if a attacker intercept a Paging Group Update information in RNG-REQ, Paging Controller can distinguish
whether the received RNG-REQ include a new Paging Group Update information or a replaying one by comparing
the time-stamp or sequence number.

3. Proposed Text Changes
Insert the following text in

6.3.2.3.5 page 40, line 29

The following TLV parameter may be included in RNG_REQ message when a MSS is performing Paging Group
Update to the selected target BS:

Sequence_Number
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Insert the following text in

6.3.2.3.5 page 42, line 19

The following TLV parameter may be included in RNG_RSP message when a MSS is performing Paging Group
Update to the selected target BS:

Sequence_Number

[Add the following rows to table 362:]

Name Type
(1 byte)

Length Value

Sequence_Number 4 The sequence number increase after MSS
sending a Paging Group Update
information in RNG-REQ in idle mode.

[Add the following rows to table 365:]

Name Type
(1 byte)

Length Value

Sequence_Number 4 The sequence number corresponding to the
RNG-REQ message.
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