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PKM version 2
MBS AES-CTR Enhancement

JUNHYUK SONG, JICHEOL LEE, YONG CHANG, JUNGJE SON
Samsung Electronics

INTRODUCTION

AES-CTR Counter blocks

CTR mode requires a unique initial counter block and key pair for each plain text across all packet data. Four octets nonce in AES-
CTR MPDU was added to guarantee uniqueness of initial Counter block during 2732 period. The plaintext packet data that will be
encrypted under the given key should not exceed 2732 or lifetime of the given key. In this contribution we propose to use 24bits
Frame number in PHY Sync field and additional 8 bits rollover counter instead of 4 octet nonce to reduce the overhead of MPDU
from 32bits to 8 bits. It will provide the uniqueness of the 32bits for initial counter that roughly 248 days last when MPDU
transmitted 5ms. (2732 x 5 x 10"-3 (sec) = 21474836.48(sec)

Changes to 802.16e D6 text

7.8.2 Cryptographic method for PKMv2
7.8.2.1.1 PDU payload format

Counter mode requires unique initial counter and key pair across all messages. This section describes the initialization of the 128bits
initial counter with Phy Synchronization field 24bits frame numbers and its Rollover counter.

The PDU payload for AES-CTR encryption shall be appended with a 832bits rollover counter renee(ROC) -that indicate MSB of
32bits noncerandemby-generated-by-base-station.. ROC is the— number of times 24bits frame number repeated and it shall not be
encrypted. It Fhe-nonee-shall be transmitted in little endian order.—Fhe-nence-shal-not-be-enerypted.

Any tuple value of {NONCE, KEY?} shall not be used more than once for the purposes of transmitting packet. MSS and BS shall
ensure that a new MTEK is requested and transferred before the ROC reaches OxFF.

The 32bit nonce made out of ROC and 24bits frame numberrence shall be repeated four times to construct 128bits_initial counter
nenece (Ex. NONCE|NONCE|NONCE|NONCE).

| The plaintext PDU shall be encrypted using the active MBS_Traffic_key (MTEK) derived from MAK and MGTEK, according to
CTR specification.

| The processing yields a payload that is 832bits longer than the plaintext payload.
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Genernic
MAC ROC MBS Stream CRC
Header
8 bits

Encrypted MBS Traffic

Figure-xxx- MBS MAC PDU Ciphertext Payload Format

ANNEX E

E.1.3 AES CTR Mode Known Anser Test for Variable Text
E.1.3.1. TEST vector

E.1.3.1.1 Test1

PLAIN TEXT: 64 Byte

d8 65 c9 cd ea 33 56 c5 48 8e 7b al 5e 84 f4 eb
a3 b8 25 9¢ 05 3f 24 ce 29 67 22 1¢ 00 38 84 d7
9d 4c a4 87 7f fa 4b c6 87 c6 67 €5 49 5b cf ec

1248717 32 aae4 5a11 067611 3d f9 e7 da

Roll-over-counter: 1 Byte

00

Frame Number: 3 Byte

iiTii

Counter: 16 Bytes
00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff

Key: 16Bytes
00 00 00 00 00 00 00 Q0 ff ff ff ff ff ff ff ff

CIPHER TEXT: 64 Byte + 1 Byte (Roll-over-counter)
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0065 €l 16 74 b6 2e 38 bc ad 88 b4 d8 30 7e 44

2b cb 5d 66 ee 5¢ 1c 82 ca 3d cf 21 db 90 c9 13

b4 25 10 4 d1 41 1e 04 8a 60 99 cf 02 32 d4 fe

24db 28 78 f0 fb 1c b6 c8 b5 41 63 6d €9 a6 1b

15

DECRYPT TEXT: 64 Byte

d8 65 ¢9 cd ea 3356 c548 8e 7b al 5e 84 f4 eb

a3 b8 25 9c 05 3f 24 ce 29 67 22 1c 00 38 84 d7

9d 4c a4 87 7f fa 4b c6 87 c6 67 €5 49 5b cf ec
12487 17 32 aae4 5a 11 06 76 11 3d f9 e7 da

E.1.3.1.2 Test 2
PLAIN TEXT: 256 Byte

PLAIN TEXT: 256 Bytes

45 8b 61 c3 84 ab 89 0b 71 ef ef b9 49 be a4 5b

bl12b71e2d5553be55ab0f597a9dc71ed

66 d1 b0 ea 7c 38 f4 ec 26 e2 a5 6f 9f 48 ca 4f
73323147 8f 6b 2c €9 1b 21 7f c3 fd fO b0 63
c0 5f 4¢ 3¢ 96 3f 28 bc 21 cc 2b bf 14 4 Oe 86
2e 3e cd bc a9 f8 a4 c318 2386 1512 3577 d2

93 c2 0e 29 00 35 e4 21 00 Oe df 13 02 ed 99 2f

2a 65 ea d25c 8e 95 74 b0 1a 88 c2 4e ff 94 el
c0 a2 0a cO d6 ed e0 d5 fb bf e8 fc ab 80 2a d5
e4 14 a7 40 a2 3b b4 52 55 3¢ 13 a3 3a a7 83 f9

48 8¢ b9 1d 79 98 f2 74 57 da 70 01 59 9a d6 3c

ad 7c 7c 4f b7 2f a0 Ob 6a b3 ad a4 59 30 9c al
bc 55 be 34 ec b0 a8 42 89 17 43 e1 b0 18 1d 5d

94 98 ab 4a c7 4a 55 31 fc 01 d4 55 31 70 f6 ec

¢4 b3 20 b0 63 c7 f2 eb dd 35 cc 8d 4d €8 €9 e0

80 94 2a 47 de 7f 77 da 7f 4b 2f b0 bb 24 9b 7f

Roll-over-counter: 1 Byte

00

PHY Syncronization: 3 Byte

Jifiii

Counter: 16 Bytes
00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff

Key: 16Bytes
00 00 00 00 00 00 00 Q0 ff ff ff ff ff ff ff ff

IEEE C802.16e-05/074
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CIPHER TEXT: 256 Byte + 1 Byte(Roll-over-counter)

00 f8 Of be 7a d8 b6 7 72 94 €9 20 c0 27 44 14
9b d9 ce 32 90 8¢ 76 9d el 4e 18 f6 50 39 2d e6
8e de 8d e0 bc 42 dc bb a0 c1 bd 0d 88 e4 c7 fb
87 ba e6 ce a0 46 dd 7e 7b bf 66 6a bf 29 af 4c
acec 7bca8c 91414151898 be 04 ec 83 7b
b3 1e086593d9 74 fbc258 c4dle9 17 faa8
0809 a9 21 24 a5 f8 ¢1 90 89 8e b8 el 18 28 aa
€8 da 8c ¢4 bd 0a 5¢ 8 36 bd 5¢ da 33 3b 72 d9
52 7 ba 62 94 9b 2¢ 9a 27 34 b5 ¢9 6b 0a 69 9a
44 3f bf a7 a4 a2 cb 4b ab 95 2f e8 b8 94 19 €9
6f el d9 00 cd 60 e7 2b 38 db a6 86 4e f0 83 fe
13 1a c2 d2 33 2f 8d 30 fa bb bd Oe c6 26 e4 55
e4 37 a4 78 62 33 4d f4 07 53 2 a6 26 8b 15 94
55 ca a5 da 0d 4a eb 6 6d e5 bf 10 b9 28 17 83
49 1f 80 3¢ 50 56 68 0a 40 08 86 b1 8e ec 48 01
38 33 9c c7 4c 68 aa c9 a3 8d 28 57 8e eb 62 39
c0

DECRYPT TEXT: 256 Byte

45 8b 61 c3 84 ab 89 0b 71 ef ef b9 49 be a4 5b
bl12b71e2d5553be55ab0f597a9dc71ed
66 d1 b0 ea 7c 38 f4 ec 26 e2 a5 6f 9f 48 ca 4f
73 3a 3147 8f 6b 2c €9 1b 21 7f c3 fd fO b0 63
c0 5f 4¢ 3¢ 96 3f 28 bc 21 cc 2b bf 14 f4 Oe 86
2e 3e cd bc a9 f8 a4 c318 23861512 3577d2
93 ¢2 0e 29 00 35 e4 21 00 Oe df 13 02 ed 99 2f
2a 65 ea d2 5¢ 8e 95 74 b0 1a 88 c2 4e ff 94 el
c0 a2 0a c0 d6 ed e0 d5 fb bf e8 fc ab 80 2a d5
e4 14 a7 40a2 3b b4 52 55 3c 13 a3 3a a7 83 f9
48 8¢ b9 1d 79 98 2 74 57 da 70 01 59 9a d6 3c
ad 7c 7c 4f b7 2f a0 Ob 6a b3 ad a4 59 30 9c al
bc 55 be 34 ec b0 a8 42 89 17 43 e1 b0 18 1d 5d
94 98 ab 4a c7 4a 55 31 fc 01 d4 55 31 70 f6 ec
¢4 b3 20 b0 63 c7 2 ebdd 35 cc 8d4d e8 e9 el
80 94 2a 47 de 7f 77 da 7f 4b 2f b0 bb 24 9b 7f

E.1.3.1.3 Test3
PLAIN TEXT: 1500 Byte

d7 ba 2e 39 80 20 24 5d 54 ef 9 a0 d7 d2 7f 56
65 a9 9c 43 27 13 1c a6 5e 4a 55 18 6e 0 96 44
a9 c4 7d 29 e3 al 85 36 8f 6e d5 65 3f 54 bb a4

fd 57 e6 23 6a 02 c9 c7 4c 1e de b9 0d 73 fd b6

36 7ade 19 1a 63 4e a9 d0 22 Oe Oe 76 c8 b2 72
1f 97 95 88 99 5d 4e e4 7b 2c 9d 87 9f 99 3c d5
12 laed 2c 7c 3a d4 4b 5¢c el 59 d1 a9 0a 42 c8
al d7 4f 3933 9d 1d ad ¢9 b9 34 67 51 70 3c 63
89 28 8f 04 62 62 4f bd 43 a7 8e ec b0 d0 b3 50
a6 02 89 d9 9f a5 85 67 5d b9 ce ae 28 09 11 b0
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31 9f b4 92 01 02 4f 43 a8 dc 2f 58 ab e2 a8 51
€3 3029 81 d5 ad e8 31 65 b5 df 8d be ef 3c ee
8e ef 7f 8e f1 cd d1 99 a9 ff f0 54 €0 97 a4 c3
c7cc449b 79 2b cc de e0 ab 6a 9d 99 a6 8a 26
9509 b4 85 d6 84 1d 7e 83 0d d1 63 a4 74 25 6a

4069 05 b8 93 d1 96 73 7b ff 10 14 a5 99 39 39

a2edbd 7771 daf4 f3e7 c556 8a39 7b f4 78
€3 8 30 76 c8 c5 e8 42 ¢3 f7 55 68 90 8e a0 31
7b 5d a8 eb 36 9c de 1d 60 33 a6 98 ae 99 10 90

91 3f0559 03 ed 9a cb e4 ef 2d 73 7d cc a4 f8
28 4b e2 5e e7 ¢c0 7a 46 3 20 de a0 b8 ed 30 49
2b 34 al 2e 21 3b f3 04 2a 1f 77 a7 eb 1a 9e 13
65 80 70 4c 3f ea 91 31 09 6f d1 ¢l 5¢ 00 Oa 87
34 aab454e4a6580dc5ceb3afe851cl4d
d0 31 98 Oe 1a 29 3f 23 97 0f e4 f3 Of ed 79 42
97 2¢ 96 7a d1 ee 87 96 bb 3a 44 a3 8a 05 ef 59
35 86 67 4f af a6 72 45 b5 56 37 ¢3 43 af 05 d9
db 9253 ab 87 da 41 42 13 84 e4 9d 88 d3 6 bd

59 5d 0c 07 02 7d 4b b6 d2 82 78 15 31 7c ed Oc

16 3f b7 9d 18 f7 df 2b 7a c2 c8 02 95 bd bf ed
19 caf31a473ed019c047 2d fl c319 fc d9
58 b2 75 70 a8 53 9a 22 15 61 24 a9 le e2 96 36

ac 88 50 2 ¢5 20 0a 84 67 37 74 2a 4f 70 02 a7
2177 16 c8 cab0 eadf 11 0d 87 2e ee 1d 64 99
a4 b4 8b 69 d3 94 ec 39 cb 60 62 19 cf 64 cO O
da d5 b7 a3 85 a0 81 95 ac 08 c2 9a 24 25 33 c8

d9 bd 30 ab 51 1c e4 1b 7b 46 34 4a a9 3 39 82

c8 f0 25 4c 90 a5 e0 3c ad a2 d6 d1 c6 08 98 9f
c4c7 4914 e2 2d 2e 5d 72 61 a6 1a 54 df 9c 1b

cfcO0675e65469a12e7 6fe2ad 76 79 4b 3a
3f94 4e 21 c0 7b 7d 32 dc 23 4¢ 30 01 e7 4a d0

a7 bl 2d Oc f6 ¢7 1d dd 36 ff 8a ab 78 d5 €5 b7
68 32 d7 28 ad 53 59 89 76 a4 b8 76 8b 02 45 32

b2 72 3d a8 39 5a 84 6e 58 0d 19 d0 e2 fd 86 49

2f 5¢ 71 db af ca 63 24 6e 1b 9a f8 1c df 29 ce
51 66 75 89 bf f9 6 17 06 Oe e6 7 0b 6¢ 30 39
c8a0 137769 76 9bd691 34 ce ad 13 f7 7a 63

5cefeblbe7el 32ecee 17 d3 8830231 4a
al 44 c0 Oa b9 5a e0 49 8e ad 6 a0 a4 6f 03 ff
5e ed 1a 44 ce 4b 30 bb 62 02 b3 e4 03 €3 2¢e a4

26 edad df 47 8d 28 d5 3a 1d 74 dd 8c 77 dc e9

63 5 2d 31 40 5d eb al 5e 9e 85 61 81 b2 05 a7

9f b2 86 e6 3e ad ba 77 ca 2e 54 56 a4 2f 3f 07
24 6b 37 63 c8 22 04 26 bf 88 87 40 3a 8b €6 d9

3d 6b be 7b 18 77 f1 e2 a4 45 37 48 73 76 4e 97

el 84 f9 a8 a5 fd cd 64 84 53 a3 be de 89 96 1a
4 53 94 Oc ca 85 ed 6e c9 24 b5 3¢ 99 03 d2 7a
86 ch 21 2b c7 ed 8f 4b 40 32 09 1d bb 9e 37 ae

1 ca b9 bb 4f a6 28 18 c9 dd 53 62 df 25 db 64
ef fc 8f b6 €9 1e 01 28 4f 09 45 09 a6 7b b7 97
45705193 15 78 aa de 54 fd 40 32 21 1a 96 10

16 25 c5 fe 42 ¢5 25 91 cd 6a 9a 73 e4 50 0a 29
c0 5a bc d4 d2 65 b2 26 62 f1 58 82 0b ed 92 20

1257 1d 53 1c 42 e4 €9 ac 7d 5b 90 cd 65 b8 8d

IEEE C802.16e-05/074
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be 73 60 8f d8 12 b5 39 02 Oc bb Oc f9 4c 2c Oa
a3 49 5d be 8a 40 a6 35 bd 01 c4 8a 65 7c 16 23
ee 76 b2 c5 87 66 fe 89 71 b8 95 69 04 c0 72 a6
08 cf 64 92 0f 09 c7 cb 0a 8b 55 6e 06 6a 91 3
€042 b8 67 a7 b5 ef 17 6d 84 80 71 44 2 17 4b
c0 7a dd ce 83 a3 99 8¢ 2d ee fa 33 58 8a 25 37
cb dd 9d 72 92 8c 89 ff 10 08 6f 53 fa 85 9d b9
ff 7a 87 81 1c 20 Oc 49 0d 06 7b 64 8f a0 9b 5a
7d 38 cc Oe ¢4 54 0d d3 5¢ 7b 25 55 00 c2 Qe ff
3b 95 7f57 b4 8b a0 ¢1 90 1b 25 1f ba c0 79 37
7 44 45 ba 98 51 8d f3 cc b1 47 cc 73 54 ca ae
€9 48 05 9c d2 a4 5d 62 be 82 81 78 41 f9 ae 38
3d f2 1 d4 43 7e c6 Oe 2e 0d d9 al 61 a2 4e 49
€952 e5bb 542 1c b3 ¢3 9¢c 2b 04 95 d9 3b d1
ca2ba50ca86alad6 77 f276d7 93 c4 20 7c
15 04 37 0a 45 53 bd 08 ef e7 0b 83 bf 45 54 89
70 f8 95 18 62 ae ee d9 a0 64 b0 33 27 cf af 3¢
d3 e545 18 37 01 1f 26 8 29 a9 a6 6e fc 2f dd
f4 c3 556 71 e2 2e 10 45 dd 42 6b ac f0 a6 7e
d5 eb 95 Oc ec b4 31 d3 dd da 79 4a d6 a7 27 c9
69 1b 1f da fd 4c 9 41 29 2b ac d4 1a 52 52 ef
3d e6 fa 28 99 2b fb 75 04 73 bf d9 19 e5 a2 82
00 c0 5c fc Oc 44 3d 35 6e 8 08 88 3a 59 76 76
3f 70 9d d8 9b 97 4c 9e 09 0a 77 22 ef 18 a4 ee
d8 ffe9e3 432517 b1 0d 1f 38 46 78 ae bb b7
1le 57 8e b8 ee d9 56 f7 e3 cc 19 d1 e4 bd bf bb
bc a8 9e fe cc b5 ae d9 d3 e6 1e 4b 93 d9 01 b0
30 8e 68 1d 67 bd 14 49 88 2c 1a 6b €8 d8 25 a4
7fc3al 4b 77 4f 24 4a 34 42 94 c6 1a 95 76 4a
23 de 67 89 9a 7a d2 22 ab ec 8¢ 8e

Roll-over-counter: 1 Byte

00

PHY Syncronization: 3 Byte

JiiTii

Counter: 16 Bytes
00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff

Key: 16Bytes
00 00 00 00 00 00 00 Q0 ff ff ff ff ff ff ff ff

CIPHER TEXT: 1500 Byte + 1 Byte(Roll-over-counter)

00 6a 3e f1 80 dc 3d 4a 24 b1 €9 26 d9 b9 28 cf
96 0d 4c df 31 7e 30 ba a2 4a e2 56 df fe 01 01

271198 2d 7f dd 45 ca 7a 68 31 7d 82 44 db 8a
6c 34 8b 19 c4 a3 b4 9b 55 e8 59 cb ¢5 d9 2¢ 01

IEEE C802.16e-05/074
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79 1a 5e 58 a9 1d 1d 27 e0 9 76 9b b5 8e bf c7

47 2fal 3da7e9dl11e53bchca7b9ab56e3
0f88 71 ¢c2 21 d9 f7 f1 fad5 61 3e 23 b3 cf 71
0f 51 3e 61 56 65 4f 70 ef c4 ff 66 96 24 fd 71
d0 be 30 €7 50 2f a3 35 4f 8c ad af 7b 11 39 03
¢l 7d a9 89 3d 9f 55 7a 9e 9d aa 35 b5 86 b7 7b

2698 ca0d 42 18 7d 96 0f 24 a0 d9 17 02 fb 80

7e 54 8e 87 fd 4d Of 78 cO b4 bb 7c ef c1 3b f5
ab051eb9d82e308ddc731a1593db9a2d

cb 99 1 35 dc f4 8a 6f 82 f9 15 ae 71 80 c1 ff
83 4e 32 a8 65 e3 2b e5 d5 56 be ac 60 05 d4 cd

b2 f3 61 e8 b3 25 04 28 0a 89 9c 68 2a f5 df 9b
86 fb 5d aa 90 d1 af 43 06 c0 9f d4 9d 1c 0d cb
c9 d2 ef 3e bc 9¢c 92 a4 61 36 b8 f6 4b d7 6d 8f
2e d3ec 87 409d 19 a0 e4 10 f7 74 76 7d f1 60
4b 98 70 ce 5d aa 28 Oe 42 dc 4e a3 86 0d 30 5f
6 2f 6a b8 a0 c3 7 85 56 58 53 d4 e0 16 a8 be
09 0ad9 d9 1fab 02 b9 94 74 75 1c T4 ca 6d 75
93 4f 08 1c b6 46 46 ff 97 c2 c0 af 64 39 a3 4c

€190 74 6d d0 a8 2b 75 0f 21 a5 3b ad 95 6f 42

€c29d2319e4 f33f45c2ebc5bd2c 755f 77
d9 01 Of ef €9 01 53 2e 34 17 21 ba 5a d8 bc 60
1laf2 32 el f2 88 fc a2 ac 55 7d 47 b2 1b cf cd

79cl9aac 2419 e05e 56 f8 db c3 3bc9aafs
fd 19 80 83 2a 59 4a c6 5e 8 40 13 00 d9 77 5¢

4a ca b0 5b 53 de 4c a0 3d 96 04 60 d8 bf d5 a3

f9 da 41 ed 8e Ob €9 a8 52 40 46 c1 21 78 4e 04

5b Ob 20 ad 4b 23 32 51 8e e7 b2 ac al 51 c8 4d

Ofe0cde564 16 71 df 64 76 1d 51 71 02 a2 76

66 38 01 46 87 ec 44 6f 1d 44 f5 8b 7b 7e 63 14

4b 29 2b 8d fc a6 3e 14 75 b8 a8 27 23 b3 2 1c

79 a8 2f 2b 3b 69 3e d9 0d 74 1a 32 c6 b0 98 86

18 3f 9f a2 c0 a5 bb b8 85 61 7b 0d 23 47 e4 39

0f 53 cf 9¢ 19 34 55 3c de Oe 24 ed 07 6¢c €9 d3
7d 91 aa 32 33 5a df 42 90 55 63 eb cf f7 b8 62
9b 40 2a 3c e8 06 ef 84 50 da 51 fc 82 26 63 fb
€2 58 44 d6 1b 56 db 52 d9 7f c0 36 63 8f 70 2a

6e be ee 72 23 40 3e db 47 96 d3 eb 4c 9e dc cf
db f5 70 dd 01 ec a6 93 95 f0 91 06 c4 6f 74 5e
c7 cd 74 e7 4553 af 92 ¢3 96 3 4d 10 85 b2 11

4f cc 19 b0 a6 11 f5 ac 5a 2b 2b 96 44 3d 35 b4
3a ad 66 32 d6 b5 66 4a 55 2f aa df a2 2d d9 Qe
€3 90 90 dd Ob 09 5a 3a 27 24 98 ff 27 2b 45 Oe

14 22 42 1c f2 4a 2d 00 98 b5 ea 88 87 a9 fe 8d
58 8a 4e 64 8582 13 d1 13 43 66 b4 91 85 20 8d

b7 e2 252017 02 78 7 19 a0 b4 74 a2 80 ec 5f
8d 47 7c 23 7f df 35 df d4 ad c8 ac 9a e5 df 6e
€0 5¢ 81 ce 6a 6¢ 75 b1 07 09 b7 f0 97 73 82 56

93 e6 fe 5d b1 8e 85 08 f3 df 5350 4d 3¢ 12 71
45504547 c1 64 f0 09 38 26 3d 56 e6 ed de 71

17 28 3b 51 08 c0 €9 d1 13 ae 7c ff 82 73 Ob ee
ae 8d 3d al e2 47 a4 Oc 66 67 83 61 6e 1a 49 7f

d6 9d do 21 70 fc 99 5 fO Oc Of 1a 5e b6 94 ac
4a 7d 6 f1 89 dd 49 2d f9 Of 1c 21 ae 8c 5¢ c3

IEEE C802.16e-05/074



2005-01-10

0Oc 38 3e 24 9d 32 9f 4a Oc a6 83 93 f1 e5 1c 4e
c3a25d 77 9551 60 7b e5 09 eb 4c b7 5b 1b 7f

0989e0635c361f429b 18 66 39 28 18 ad ec

C7 56 d8 95 4f e8 b8 02 8f 0a 57 6b 7e d1 1c 61

€2 b8 40 54 12 d0 01 be 6 e4 e4 01 09 86 56 48

12 a5 85 62 d9 34 00 8e ¢5 b3 77 e2 e7 08 5e 9d

61 d8 dc bl 4c 3c 21 75 31 5d 75 ce 5d 15 27 fe

7f 8521 10 d3 41 07 74 Ob 35 af 1a 45 9c db 4e

al f4 f4 c0 28 d9 d4 54 ad ef e2 d6 1e 94 10 f8
3e ed ae ef 6d €9 d1 19 b5 2b ed d2 54 b8 b0 47

5b 8b c7 e6 2c 82 ed 7d d6 f4 8 59 60 7¢ 15 12

fd 68 41 fe 46 77 f8 96 99 45 dd ed 47 68 4d 6d

€851 cc da 66 a0 56 4d e9 74 af f8 06 ff 92 7e
6d 12 ba 21 3¢ 86 04 cf a0 c0 bd 18 86 c2 11 bc

13 81 a2 54 60 a8 21 fd 50 b2 19 5¢ 8¢ 5a ee 00

fe11b871eal5¢c315281c41d5a7 2722 c2

42 e7 5f 1b aa ec f9 09 04 00 0d Od 63 8b 84 aa
a0 d2 e7 5 1b b6 d8 5f f7 5¢ 53 0 9a 41 {2 27
96 33 ¢4 93 d9 11 5¢ 5b 1a a4 d4 f8 2c c0 fc 79
99 ad 8b cd 34 fb 7e 6 60 40 11 80 30 b2 0d 23

36 df d8 b5 Oc d2 76 1a 1f 4d 7b d9 32 3e 97 09

f7 5f b1 6¢ 3c 6b 78 17 c0 4e 63 66 a7 8b 46 85

38 bd fa dl e2 e9 3d c8 33 33 94 08 b2 c2 8b c8

ab 89 1f 78 d8 7c f7 Ob 61 f2 f2 6¢ 81 38 72 f5
9d d332437b 1568 e3 d8 eb be 73 d1 1d 35 16

al 17 dc 02 65 da 91 62 2a 9f 82 6d 75 f7 ab Oc
83 63 €2 7f d9 25 9b 44 9e 35 fd Oe 1a le bl c7

€4 46 a6 03 2a 11 ba d1 2a aa 34 6b ee d1 ae 3b

¢4 bc cb 9 35 03 e0 e6 03 55 1f bf b0 c0 b4 7d
99 ad 7d 5b 65 63 a7 9c a4 61 8b 5d 11 bf 40 43

bb 83 4d d8 fa ec 25 60 e2 a2 3c b0 6e 23 92 4b

ff 47 83 7f 06 4d 27 67 d8 50 80 07 69 ae e3 dO

7b 9e 18 7a 1f 46 52 b5 4e 6a bc 34 7 91 60 ee
5b f9 2c a7 ce 8f 90 d0 e5 6f d1 44 f0 2f 98 d3
26 79 80 7a 7c 76 bf 86 25 6 d1 c6 0a 24 7b 61

63 ff 6a f3 5 d5 8b ce 4f c5 2¢ d6 Oc

DECRYPT TEXT: 1500 Byte

d7 ba 2e 39 80 20 24 5d 54 ef €9 a0 d7 d2 7f 56

65 a9 9c 43 27 13 1c a6 5e 4a 55 18 6e 0 96 44

a9 c4 7d 29 e3 al 85 36 8f 6e d5 65 3f 54 bb a4

fd 57 e6 23 6a 02 c9 c7 4c 1e de b9 0d 73 fd b6
36 7ade 19 1a 63 4e a9 d0 22 Oe Oe 76 c8 b2 72

1f 97 9588 99 5d 4e e4 7b 2¢ 9d 87 9f 99 3c d5

12 laed 2c 7c 3a d4 4b 5¢c e1 59 d1 a9 0a 42 c8

al d7 4f 39 33 9d 1d ad c9 b9 34 67 51 70 3c 63

89 28 8f 04 62 62 4f bd 43 a7 8e ec b0 d0 b3 50

a6 02 89 d9 9f a5 85 67 5d b9 ce ae 28 09 11 b0

31 9f b4 92 01 02 4f 43 a8 dc 2f 58 ab e2 a8 51
€3 3029 81 d5 ad e8 31 65 b5 df 8d be ef 3c ee
8e ef 7f 8e f1 cd d1 99 a9 ff f0 54 €0 97 a4 c3

c7 cc 44 9b 79 2b cc de e0 ab 6a 9d 99 a6 8a 26

IEEE C802.16e-05/074



2005-01-10

9509 b4 85 d6 84 1d 7e 83 0d d1 63 a4 74 25 6a

4069 05 b8 93 d1 96 73 7b ff 10 14 a5 99 39 39

a2edbd 77 71 da 4 3 €7 ¢c5 56 8a 39 7b 4 78
€3 f8 30 76 c8 c5 e8 42 ¢3 f7 55 68 90 8e a0 31
7b 5d a8 eb 36 9c de 1d 60 33 a6 98 ae 99 10 90

91 3f055903 ed9acbedef2d737dccadfl
28 4b e2 5e €7 c0 7a 46 3 20 de a0 b8 ed 30 49
2b 34 al 2e 21 3b f304 2a 1f 77 a7 eb 1a 9e 13
65 80 70 4c 3f ea 91 31 09 6f d1 c1 5¢ 00 Oa 87
34 aab4 54 e4 a6 58 0d c5 ce b3 af e8 51 c1 4d
d0 31 98 Oe 1a 29 3f 23 97 0f e4 f3 Of ed 79 42
97 2¢ 96 7a d1 ee 87 96 bb 3a 44 a3 8a 05 ef 59
3586 67 4f af a6 72 45 b5 56 37 ¢3 43 af 05 d9
db 9a 53 ab 87 da 41 42 13 84 e4 9d 88 d3 6 bd

59 5d 0c 07 02 7d 4b b6 d2 82 78 15 31 7c ed Oc

16 3f b7 9d 18 f7 df 2b 7a c2 ¢8 02 95 bd bf ed
19 caf3 1a 47 3e d0 19 c0 47 2d f1 c3 19 fc d9
58 b2 75 70 a8 53 92 22 15 61 24 a9 1e 2 96 36

ac 88 50 f2 ¢5 20 0a 84 67 37 74 2a 4f 70 02 a7
21 77 16 c8 cab0 ea df 11 0d 87 2e ee 1d 64 99
a4 b4 8b 69 d3 94 ec 39 cb 60 62 19 cf 64 c0 f0
da d5 b7 a3 85 a0 81 95 ac 08 c2 9a 24 25 33 c8

d9 bd 30 ab 51 1c e4 1b 7b 46 34 4a a9 f3 39 82

c8 f0 25 4c 90 a5 e0 3c ad a2 d6 d1 c6 08 98 9of
c4c74914e22d2e5d7261a61a54df9c 1b

cfc0675e65469a12e7 6fe2ad 76 79 4b 3a
3f94 4e 21 c0 7b 7d 32 dc 23 4¢ 30 01 e7 4a dO

a7 bl 2d Oc f6 ¢7 1d dd 36 ff 8a ab 78 d5 €5 b7
68 32 d7 28 ad 53 59 89 76 a4 b8 76 8b 02 45 32

b2 72 3d a8 39 5a 84 6e 58 0d 19 d0 e2 fd 86 49

2f 5¢ 71 db af ca 63 24 6e 1b 9a 8 1c df 29 ce
51 66 75 89 bf f9 f6 17 06 Oe e6 €7 Ob 6¢ 30 39
c8a0 137769 769bd69134 cead 137 7a63

5cefeb 1lbe7el 32 ecee 17 d3 f8 83 02 31 4a
al 44 c0 0a b9 5a e0 49 8e ad 6 a0 a4 6f 03 ff
5e ed 1a 44 ce 4b 30 bb 62 02 b3 e4 03 e3 2¢ a4

26 ed ad df 47 8d 28 d5 3a 1d 74 dd 8c 77 dc 9

63 f5 2d 31 40 5d eb al 5e 9e 85 61 81 b2 05 a7

9f b2 86 e6 3e ad ba 77 ca 2e 54 56 a4 2f 3f 07
24 6b 37 63 c8 22 04 26 bf 88 87 40 3a 8b €6 d9

3d 6b be 7b 18 77 f1 e2 a4 45 37 48 73 76 4e 97

el 84 19 a8 a5 fd cd 64 84 53 a3 be de 89 96 1a
453 94 Oc ca 85 ed 6e ¢9 24 b5 3¢ 99 03 d2 7a
86 cb 21 2b c7 ed 8f 4b 40 32 09 1d bb 9e 37 ae

1 ca b9 bb 4f a6 28 18 c9 dd 53 62 df 25 db 64
ef fc 8f b6 e9 1e 01 28 4f 09 45 09 a6 7b b7 97
457051 93 15 78 aa de 54 fd 40 32 21 1a 96 10

16 25 ¢5 fe 42 ¢5 25 91 cd 6a 9a 73 e4 50 Oa 29
€0 5a bc d4 d2 65 b2 26 62 f1 58 82 Ob ed 92 20

1257 1d 53 1c 42 e4 €9 ac 7d 5b 90 cd 65 b8 8d

be 73 60 8f d8 12 b5 39 02 Oc bb Oc f9 4c 2c Oa
a3 49 5d be 8a 40 a6 35 bd 01 ¢4 8a 65 7c 16 23

ee 76 b2 c5 87 66 fe 89 71 b8 95 69 04 c0 72 ab6

08 cf 64 92 0f 09 c7 cb Oa 8b 55 6e 06 6a 91 f3
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e042 b8 67 a7 b5 ef 17 6d 84 80 71 44 2 17 4b
c0 7a dd ce 83 a3 99 8c 2d ee fa 33 58 8a 25 37
cb dd 9d 72 92 8¢ 89 ff 10 08 6f 53 fa 85 9d b9
ff 7a 87 81 1c 20 Oc 49 0d 06 7b 64 8f a0 9b 5a
7d 38 cc Oe ¢4 54 0d d3 5¢ 7b 25 55 00 c2 Qe ff
3b 95 7f 57 b4 8b a0 ¢1 90 1b 25 1f ba c0 79 37
7 44 45 ba 98 51 8d f3 cc bl 47 cc 73 54 ca ae
€9 48 05 9c d2 a4 5d 62 be 82 81 78 41 f9 ae 38
3d f2 f1 d4 43 7e c6 Oe 2e 0d d9 al 61 a2 4e 49
€952 e5bb 542 1ch3c39c2b0495d9 3bdl
ca2ba50ca86alad6 77 f276d793¢c4207c
15 04 37 0a 45 53 bd 08 ef €7 0b 83 bf 45 54 89
70 f8 95 18 62 ae ee d9 a0 64 b0 33 27 cf af 3¢
d3 e545 18 37 01 1f 26 €8 29 a9 a6 6e fc 2f dd
4 c3 556 71 e2 2e 10 45 dd 42 6b ac f0 a6 7e
d5 eb 95 Oc ec b4 31 d3 dd da 79 4a d6 a7 27 c9
69 1b 1f da fd 4c €9 41 29 2b ac d4 1a 52 52 ef
3de6 fa28 99 2b fb 7504 73 bf d9 19 e5 a2 82
00 c0 5c¢ fc Oc 44 3d 35 6e e8 08 88 3a 59 76 76
3f709d d8 9b 97 4c 9e 09 0a 77 22 ef 18 a4 ee
d8 ffe9 e3 43 2517 b1 0d 1f 38 46 78 ae bb b7
le 57 8e b8 ee d9 56 f7 €3 cc 19 d1 e4 bd bf bb
bc a8 9e fe cc b5 ae d9 d3 e6 1e 4b 93 d9 01 b0
30 8e 68 1d 67 bd 14 49 88 2c 1a 6b €8 d8 25 a4
7fc3al 4b 77 4f 24 4a 34 42 94 c6 1a 95 76 4a
23 de 67 89 9a 7a d2 22 a6 ec 8c 8e

E.1.3.1.4 TEST Progrm

[rFFFFIIKKK * * * Kk Kk * % *hkkk * * *% *% * *hkkkkkkhk /

[* 802.16e MBS (Multimedia Broadcast Service) AES-CTR mode example */
[* program for KAT (Known Answer Test). KAT help implementorsto  */
[* verify AES algorithm and CTR mode correctly for MBS defined */

[* in PKMv2 */
[* Version Number: 0.2 */
/* Name: JunHyuk Song, Jicheol Lee */

/*******************************************************************/

#include <stdlib.h>
#include <stdio.h>

#define MAX_BUF 10000

[ * *hhhkkkhk *hkk*k n/

[*** AES 16X16 SBOX Table ****/

/*****************************/

unsigned char sbox _table[256] =

0x63, 0x7c, 0x77, 0x7b, Oxf2, 0x6b, 0x6f, Oxc5, 0x30, 0x01, 0x67, 0x2b, Oxfe, 0xd7, Oxab, 0x76,

0xca, 0x82, 0xc9, 0x7d, Oxfa, 0x59, 0x47, 0xf0, Oxad, Oxd4, 0xa2, Oxaf, 0x9c, Oxa4, 0x72, 0xcO0,
0xb7, Oxfd, 0x93, 0x26, 0x36, 0x3f, 0xf7, Oxcc, 0x34, 0xa5, 0xe5, 0xfl, 0x71, 0xd8, 0x31, 0x15,
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0x04, 0xc7, 0x23, 0xc3, 0x18, 0x96, 0x05, 0x9a, 0x07, 0x12, 0x80, Oxe2, Oxeb, 0x27, Oxb2, 0X75,

0x09, 0x83, 0x2c, 0x1a, 0x1b, Ox6e, 0x5a, 0xa0, 0x52, 0x3b, 0xd6, Oxb3, 0x29, 0xe3, 0x2f, 0x84,
0x53, 0xd1, 0x00, Oxed, 0x20, Oxfc, Oxbl1, 0x5b, 0x6a, Oxch, Oxbe, 0x39, 0x4a, 0x4c, 0x58, Oxcf,
0xd0, Oxef, Oxaa, 0xfb, 0x43, 0x4d, 0x33, 0x85, 0x45, 0xf9, 0x02, 0x7f, 0x50, 0x3c, 0x9f, 0xa8,

0x51, 0xa3, 0x40, 0x8f, 0x92, 0x9d, 0x38, 0xf5, Oxbc, 0xb6, Oxda, 0x21, 0x10, Oxff, Oxf3, Oxd?2

0xcd, 0x0c, 0x13, Oxec, O0x5f, 0x97, 0x44, 0x17, 0xc4, O0xa7, 0x7e, 0x3d, 0x64, 0x5d, 0x19, 0x73,
0x60, 0x81, Ox4f, Oxdc, 0x22, 0x2a, 0x90, 0x88, 0x46, Oxee, 0xb8, 0x14, Oxde, Ox5e, 0x0b, Oxdb
0xe0, 0x32, 0x3a, Ox0a, 0x49, 0x06, 0x24, 0x5c, Oxc2, 0xd3, Oxac, 0x62, 0x91, 0x95, 0xe4, 0x79,
0xe7, 0xc8, 0x37, Ox6d, 0x8d, 0xd5, Ox4e, 0xa9, 0x6¢, 0x56, 0xf4, Oxea, 0x65, 0x7a, Oxae, 0x08

Oxba, 0x78, 0x25, 0x2e, 0x1c, Oxa6, 0xb4, 0xc6, 0xe8, 0xdd, 0x74, Ox1f, Ox4b, Oxbd, 0x8b, 0x8a,
0x70, Ox3e, Oxb5, 0x66, 0x48, 0x03, 0xf6, 0x0e, 0x61, 0x35, 0x57, 0xh9, 0x86, 0xcl, 0x1d, Ox9e,
0Oxel, 0xf8, 0x98, 0x11, 0x69, 0xd9, 0x8e, 0x94, 0x9b, Ox1le, 0x87, 0xe9, O0xce, 0x55, 0x28, Oxdf,
0x8c, 0xal, 0x89, 0x0d, Oxbf, 0xe6, 0x42, 0x68, 0x41, 0x99, 0x2d, 0xOf, Oxb0, 0x54, 0xbb, 0x16

/*****************************/

[**** Function Prototypes ****/

/*****************************/

void bitwise xor(unsigned char *ina, unsigned char *inb, unsigned char *out);
void print_hex(unsigned char *buf, int len) ;

[FrFFFF I KKK * * * Kk Kk *% *hkkk * * *% * % * *hkkkkkkhk /

[FFEFFFFXERXERRAX AES algorithm operation functions ****** ialalaialalaiail

/********************************************************************/

void xor_128(unsigned char *a, unsigned char *b, unsigned char *out);
void xor_32(unsigned char *a, unsigned char *b, unsigned char *out);

unsigned char sbox(unsigned char a);
void next_key(unsigned char *key, int round);
void byte sub(unsigned char *in, unsigned char *out);
void shift_row(unsigned char *in, unsigned char *out);
void mix_column(unsigned char *in, unsigned char *out);
void add_round_key( unsigned char *shiftrow in,
unsigned char *mcol _in,
unsigned char *block in,
int round,
unsigned char *out);
void aes128k128d(unsigned char *key, unsigned char *data, unsigned char *ciphertext);

/********************************************/

[* This function is to generate 32bit nonce */
[* based on GCC rand() */

[FFFFF I KKK * * * Kk Kk * % *hkkk * * /

unsigned long random_32bit(void)

{
)

[FFFFF KKk * * *kkkk *% *hkkk * * *% n/

[* This function is to generate random plain text */

[FFFFF KKKk * * *kkkk *% *hkkxk * * *% n/

return (unsigned long) rand();

11
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unsigned char random_8bit(void)

{

unsigned char ret;

ret = (unsigned char) 1 + (int) (256.0*rand()/(RAND MAX+1.0));
return ret;

)

void generate_plain(unsigned char *plain, int len)

{

int i

for (i=0; i<len; i++) {

plain[i] = random_8bit();
I

[rFFFFIIKKK * * * Kk Kk * % *hkkk * * *% *% * *hkkkkkkk *hkkk /

[* AES Encryption functions are defined here. */
[* Performs a 128 bit AES encryption with 128 bit key and data blocks based */
[* based on NIST Special Publication 800-38A, FIPS 197 */

/****************************************************************************/

[ * *hhhkkkhk * nn/

[* 128 bits XOR function */

/*************************/

void xor_128(unsigned char *a, unsigned char *b, unsigned char *out)

L
int i;

for (i=0;i<16; i++)

out[i] = a[i] ~ b[i];

1L

/*************************/

[* 32 bits XOR function */

/*************************/

void xor_32(unsigned char *a, unsigned char *b, unsigned char *out)

£
inti;
for (i=0;i<4; i++)
_ A
out[i] = a[i] ~ b[i];
1

12
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[ * *hhhkkkhk *hkk*k *% * /

[* AES SBOX Table Setup  *****xkkkk]

/***********************************/

unsigned char sbox(unsigned char a)

{

return sbox_table[(int)a];
1
aelaieloialoiaieloialoiaioloieloiaioiaialoiaioiaialoiaioioioloiaioloiololaolalalel /
[* AES next_key operatign ***x#xkdkskokdokkrix /

[FFFFF KKKk * * *kkkk *% *hkkxk * n/

void next_key(unsigned char *key, int round)

{

unsigned char rcon;
unsigned char shox_key[4];
unsigned char rcon_table[12] =

0x01, 0x02, 0x04, 0x08, 0x10, 0x20, 0x40, 0x80,
0x1b, 0x36, 0x36, 0x36
__ X

sbox_key[0] = sbox(key[13]);
sbox_key[1] = sbox(key[14]);
shox_key[2] = shox(key[15]);
sbox_key[3] = shox(key[12]);

rcon = rcon_table[round];

xor_32(&key[0], shox_key, &key[0]);
key[0] = key[0] ~ rcon;

xor_32(&key[4], &key[0], &key[4]);
xor_32(&key[8]. &key[4], &key[8]):
xor 32(&key[12], &key[8], &key[12]);

~

/***********************************/

[* AES Byte Substituition ********xx/

/***********************************/

void byte sub(unsigned char *in, unsigned char *out)

{
inti;

for (i=0; i< 16; i++)

out[i] = sbox(in[i]);

—{
_ 3
)

13
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/***********************************/

[* AES Shift Row Operatign ********x/

/***********************************/

void shift_row(unsigned char *in, unsigned char *out)

{

out[0] = in[O];
out[1] = in[5];
out[2] = in[10];
out[3] = in[15];
out[4] = in[4];
out[5] = in[9];
out[6] = in[14];
out[7] = in[3];
out[8] = in[8];
out[9] = in[13];
out[10] =in[2];
out[11] = in[7];
out[12] = in[12];
out[13] =in[1];
out[14] = in[6];
out[15] = in[11];

[RFFF I KKK * * * Kk Kk * % *% xx/

[FRRxxx AES mix_column operation ***/

[FFFFF I KKK * * * Kk Kk * % *% xx/

void mix_column(unsigned char *in, unsigned char *out)

f
inti;
unsigned char add1b[4];
unsigned char add1bf7[4];
unsigned char rotl[4];
unsigned char swap_halfs[4];
unsigned char andf7[4];
unsigned char rotr[4];
unsigned char temp[4];
unsigned char tempb[4];

for (i=0 ; i<4: i++)

if ((in[i] & 0x80)== 0x80)
add1b[i] = Ox1b;
else
add1b[i] = 0x00;

— 3

swap_halfs[0] = in[2]; /* Swap halfs */
swap_halfs[1] = in[3];
swap_halfs[2] = in[0];

14
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swap_halfs[3] = in[1];

rotl[0] = in[3]; /* Rotate left 8 bits */
rotl[1] = in[O];
rotl[2] = in[1];
rotl[3] = in[2];

andf7[0] = in[0] & Ox7f;
andf7[1] = in[1] & OX7f;
andf7[2] = in[2] & OXT7f;
andf7[3] =in[3] & Ox7f;

for (i =3;i>0;i--) /* logical shift left 1 bit */

andf7[i] = andf7[i] << 1;
if ((andf7[i-1] & 0x80) == 0x80)
I |

__}

_ 3
andf7[0] = andf7[0] << 1;

andf7[0] = andf7[0] & Oxfe;

andf7[i] = (andf7[i] | 0x01);

xor_32(addlb, andf7, add1bf7);

xor_32(in, add1bf7, rotr);

temp[0] = rotr[0]; /* Rotate right 8 bits */
rotr[0] = rotr[1];

rotr[1] = rotr[2];

rotr[2] = rotr[3];

rotr[3] = temp[0];

xor_32(add1bf7, rotr, temp);
xor_32(swap_halfs, rotl,tempb);
xor_32(temp, tempb, out);

¥

[* AES Encryption function that will do multiple round of AddRoundKey, SubBytes,
ShiftRows, and MixColumns operations */

void aes128k128d(unsigned char *key, unsigned char *data, unsigned char *ciphertext)

{

int round;

inti;

unsigned char intermediatea[16];
unsigned char intermediateb[16];
unsigned char round key[16];

for(i=0; i<16; i++) round key[i] = key[il;

for (round = 0; round < 11; round++)

A

if (round == 0) /* First AddRound Key Operation */

15
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I |
xor_128(round Kkey, data, ciphertext);

next_key(round_key, round);

3

else if (round == 10) /* Final Round operations */
I |
byte sub(ciphertext, intermediatea);
shift_row(intermediatea, intermediateb);
xor_128(intermediateb, round_key, ciphertext);
%}
else [*1-9%*
I |
byte sub(ciphertext, intermediatea);
shift_row(intermediatea, intermediateb);
mix_column(&intermediateb[0], &intermediatea[0]);
mix_column(&intermediateb[4], &intermediatea[4]);
mix_column(&intermediateb[8], &intermediatea[8]);
mix_column(&intermediateb[12], &intermediatea[12]);
xor_128(intermediatea, round_key, ciphertext);
next_key(round_key, round);

3
_ 3
)

/************************************/

[* bitwise_xor() */
[* A 128 bit, bitwise exclusive or _*/

/************************************/

void bitwise xor(unsigned char *ina, unsigned char *inb, unsigned char *out)

{
inti;

for (i=0; i<16; i++)

out[i] = ina[i] A inb[i];

A
_ 3
)

/***************************************************/

[* 1t generate 128bit key as */
/* 00 00 00 00 00 00 00 QO ff ff ff ff ff ff ff ff */
[* for Variable Key Known Answer Test */

[FFFFF I KKK * * * Kk Kk * % *hkkk * * *% *% /

void generate _key(unsigned char *key)

{ . .
int i;
for (i=0; i<8; i++) {

key[i] = 0x00;
_ '}

for (i=8; i<16: i++) {

16
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key[i] = Oxff;

)

/***************************************************/

[* Initialization of Counter

[* first, construct 32 bit value by concatenate 8bit-rollovercounter
* and 24bit-phy sync
* seconds, concatnate the above results 4 times

/***************************************************/

void init_counter(unsigned char rollcnt, unsigned long phy sync, unsigned char *ctr)

{

int i J;

for (i=0:i<4;i++){
ctr[i*4+0] = rollcnt;
ctr[i*4+1] = (phy_sync >> 16 ) & OxfT;
ctr[i*4+2] = (phy _sync >> 8) & 0xff;
ctr[i*4+3] = phy_sync & Oxff;

[FFFFF KKk * * *kkkk *% *hkkxk * * *% *% * *x n/

[* It increment counter by one upon encryption of each block */

[FFFFF KKKk * * *kkkk *% *hkkxk * * *% *% * *x n/

void add_counter(char *ctr)

{
int value, i;
int overflow;
overflow = 1;
for (i=15;i>=0:i--){
if (overflow == 0) break;
value = ctr[i] & Oxff;
value ++;
if (value >=256)
overflow = 1;
else overflow = 0;
ctr[i] = value & Oxff;
_ %}

[* Return Roll over Counter */
unsigned char get_rollcnt(void)

{
return 0x00;

1

unsigned long get_phy sync(void)

{
/* Suppose that phy sync 24bits are all one in this example. */
return OxQOffffff;

1
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Y kelafalofelafafols * * *kkkk * % *%

*hkkxk *% xx/

[* int encrypt_pdu()

*/

[* Encrypts a plaintext pdu in accordance with

*/

[* the proposed 802.16e AES CTR specification.

*/

[* Roll-over-counter takes place.

*/

*/

[* Returns the resulting cipher text

JFRFFFFFIIK * * *kKhkk ** *Kkkkk *

* *% *% * /

int encrypt _pdu(unsigned char *key, unsigned char *plain, int len, unsigned char *cipher)

{

int

i, n_blocks, n_remain, out_len = 0;

unsigned char ctr[16], rollcnt;

unsigned char aes_out[16], remain[16], temp[16];

unsigned long phy sync value;

rollcnt = get_rollent();
phy _sync_value = get _phy_sync();
#ifdef DEBUG

printf("Roll-over-counter: 1 Byte\n\n");

printf("%02x\n\n",rollcnt);

printf("PHY Syncronization: 3 Byte\n\n");

printf(""%06x\n\n", phy sync value);

#endif

cipher[0] = rollcnt;

out len +=1;

n_blocks = len / 16;
n_remain _=len % 16;

init_counter(rollent,phy sync value,ctr);

#ifdef DEBUG
printf("Counter: 16 Bytes\n\n');
print_hex(ctr,16);
printf("\n");
printf("Key: 16Bytes\n\n");
print_hex(key,16);

printf(*\n");
#endif
for ((i=0; i< n_blocks; i++) {
aes128k128d(key, ctr, aes_out);
bitwise xor(aes_out, &plain[i*16], &cipher[i*16+1]);
add_counter(ctr);
out len +=16;
_ '}
for (i=0;i<16; i++){
remain[i] = 0;
%}

for (i=0;i<n remain; i++){

remain[i] = plain[n_blocks*16+i];

aes128k128d(key,ctr,aes_out);

18
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bitwise xor(aes_out,&remain[0], &temp[0]);

for ((i=0; i<n_remain; i++) {
cipher[n_blocks*16+1+i] = temp[i];
_ %}

out_len +=n_remain;
return out_len;

s

[FFFFF KKk * * *kkkk *% *hkkxk * * *% *% * /

[* int decrypt_pdu() */
[* decrypts a cipher pdu in accordance with */

[* the proposed 802.16e AES CTR specification. */

[* Decode roll-over-counter field */

[* Returns the resulting decrypted text */

/********************************************************/

int decrypt_pdu(unsigned char *key, unsigned char *cipher, int len, unsigned char *plain)

{

int i, n_blocks, n_remain, out len = 0;

unsigned char ctr[16].rollcnt;
unsigned char aes_out[16], remain[16], temp[16];
unsigned long phy sync value;

phy sync_value = get_phy sync();
rollcnt = cipher[0];

len -=1;

n_blocks = len/ 16;
n_remain _=len % 16;

init_counter(rollcnt, phy sync value, ctr);
for (i=0; i< n_blocks; i++) {
aes128k128d(key, ctr, aes_out);
bitwise xor(aes_out, &cipher[i*16+1], &plain[i*16]);
add _counter(ctr);
out len +=16;

_ '}
for ((i=0;i<16;i++){

remain[i] = 0;
_ %}
for (i=0;i<n_remain; i++) {
remain[i] = cipher[n_blocks*16+1+i];

aes128k128d(key,ctr,aes_out);
bitwise xor(aes_out,&remain[0], &temp[0]);

for (i=0;i<n remain; i++){
plain[n_blocks*16+i] = temp[i];
.}

out len +=n_remain;
return out len;
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[* HEX value print out function */
void print_hex(unsigned char *buf, int len)

{

int i;

for (i=0; i<len; i++) {
printf(""%02x ", buffi]);
if ( (1% 16) == 15) printf("\n");

if ((1% 16) !=0) printf("\n");

1
int compare(unsigned char *x, unsigned char *v, int len)
{
int i;
for (i=0; i<len; i++) {
if ( x[i] == y[i]) continue;
return (x[i] - y[i]);
'}
return O;
1
int test_case(int length)
{
unsigned char key[16];
unsigned char plain[MAX BUF];
unsigned char cipher[MAX BUF+4];
unsigned char decryptfMAX_ BUF];
/* 0. Get a 128bits key */
generate key(key):
/* 1. Generate Plain Text with length */
generate_plain(plain,length);
#ifdef DEBUG
printf("PLAIN TEXT: %d Bytes\n\n",length);
print_hex(plain,length);
printf("\n\n");
#endif
[* 2. Encrypt Plain Text to Cipher Text */
encrypt_pdu(key,plain,length,cipher);
#ifdef DEBUG

printf("CIPHER TEXT: %d Byte + 1 Byte(Roll-over-counter)\n\n",length);

print_hex(cipher,length+1);
printf("\n\n");

#endif
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/* 3. Decrypt Cipher Text to decrypt text */

decrypt_pdu(key,cipher,length+1,decrypt);

#ifdef DEBUG
printf("DECRYPT TEXT: %d Byte\n\n",length);
print_hex(decrypt,length);
printf("\n\n");

#endif

/* 4. Compare decrypt text and original plain text */

if ( compare(decrypt,plain,length) ==0) {
return 1; /* Test Success */

} else {
return 0; /* Test Failure */
%}

h:

[*** * *kkkkkhkkhkk *kKkkxk * % * *hkhkkhhkkkhk * %

*/

[* AES CTR main()

*/

[* Test vectors */

/****************************************************/

int main()
{
int i, len[] = { 64, 256, 1500 };

for (i=0; i<sizeof(len)/sizeof(len[0]); i++) {

IEEE C802.16e-05/074

printf(llTest %d ******************************************************\n\n"'i+l);

if ('test case(len[i])) {
printf(" ==> Failure\n™):

}

.}
return O;
e
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