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The MBRA for the MBS

Seokheon Cho, Sungcheol Chang, and Chulsik Yoon
ETRI

Introduction

0.1 IEEE P802.16e/D7 Status and Problems

Even though the MBS is defined, the keying distribution method for the encryption of the MBS traffic data is not defined.

There are several keys for the MBS, e.g., MAK (MBS Authorization Key), MGTEK (MBS Group Traffic Encryption Key), and
MTK (MBS Transport Key).

The MAK may be generated and transported from the MBS application layer.

The MGTEK is used to derive the MTK, but the generation and transport method of this key are not defined. Therefore, that
method needs to be obviously specified.

In addition, the MTK used to encrypt the MBS traffic data is defined in the IEEE P802.16e/D7 as follows.

MTK <= Dot16KDF(MAK, MGTEK, 128)

The current derivation method for the MTK is not related to the SS’s AK (Authorization Key). Since the MTK should be
transmitted to the only authorized SS, the MTK should have relationship with the AK. It is reasonable that the MTK should be
derived from a child key of the AK, such as the GTEK.

0.2 Proposed Solutions

Both an SS and a BS have to share a new specific key, e.g., the MTK, to be used for encrypting the MBS traffic data. An SS shall
send the Key-Request message to derive the MTK. A BS shall respond to the requesting SS with the Key Reply message. By
exchanging these two messages, an SS can get a GTEK to be used for derivation of the MTK. The MGTEK doesn’t need any
more. So, it can solve the problem that the generation and transport method of the MGTEK are not defined.

In addition, the wrong current derivation method for the MTK shall be changed as follows:

MTK <= Dot16KDF(MAK, GTEK, 128)
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Proposed Changes into IEEE P802.16e/D7

[Modify sub-clause 7.2.2.2.8 as follows:]

7.2.2.2.8 MBS Transport Key (MTK)

The generation and transport of the MAK (MBS AK) is outside the scope of the 802.16 standard. It is provided through means
defined at higher layers. However the keying key such as the MTK is used in the link cipher, therefore its existence needs to be
defined in layer 2.

The MTK is used to protect transport data encrypt the MBS traffic data. It is defined as follows:

MTK <= Dot16KDF(MAK, MGTEK, 128)
MTK <= Dot16KDF(MAK, GTEK, 128)

The GTEK is the TEK for the MBS. An SS can get the GTEK by exchanging the PKMv2 Key Request message and the PKMv2
Key Reply message with a BS or receiving the PKMv2 Group Key Update Command message from a BS. The generation and
transport of the GTEK is defined as in section 6.3.2.3.9 and 7.9.


