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Problem Definition

Background

As part of the SA-TEK 3-way handshake in 802.16e/D10 draft, the MS creates a freshly-generated number
called MS_Random. The BS also generates a random number called BS_Random. Inclusion of these numbers
in the handshake guarantees freshness of the messages.

MS_Random and BS_Random also occur in the PKMv2 RSA messages, and MS_Random also occurs in the
PKMv2 Authenticated EAP Start messages.

First Problem

In 802.16e/D8, 6.3.2.3.9.18 "SA-TEK-Request message", Table 37h "SA-TEK-Request message attributes™:
NonceMS is defined as "A 64-bit number chosen by the MS (once per protocol run). This can be a counter or a
random number."”

In 802.16e/D9, 6.3.2.3.9.19 "PKMv2 SA-TEK-Request message”, Table 37h "PKMv2 SA-TEK-Request
message attributes": NonceMS was relabeled as MS_Random, and redefined as "A 64-bit number chosen by the
MS freshly for every new handshake.” This change was carried over into 802.16e/D10, 6.3.2.3.9.19 "PKMv2
SA-TEK-Request message"”, Table 37i "PKMv2 SA-TEK-Request message attributes”.

While this redefinition does not preclude using a counter, its label and redefinition steers one away from such
use. For some mobile manufacturers, using a counter here can provide better security since the mobile may not
have a good entropy source and thus be unable to generate certifiably good random numbers. Conversely,
implementing a sufficiently and provably entropic random number generator in the mobile may add cost.

Use of a counter rather than a random number for the MS-generated nonce preserves security because no other
(adversarial) party can produce a PKMv2 SA-TEK-Request message with the same count. Receipt and
authentication of this message is necessary for the BS to return with a PKMv2 SA-TEK-Response message.

Note: Because an extra precaution has been taken of authenticating the PKMv2 SA-TEK-Challenge message
with the HMAC/CMAC Digest, the BS_Random number could also be generated by a counter. However,
random numbers are in general much easier to generate in the BS for at least two reasons: Many MS calls are
being processed, each of which can contribute entropy; and the cost of a random number generator can be
amortized over many MSs. Thus we do not recommend replacing the designation and definition of

BS Random.

Second Problem

In 802.16e/D10, 6.3.2.3.9.11 "PKMv2 RSA-Request message"”, Table 37a "PKMv2 RSA-Request attributes™:
MS_Random is defined as “A 64-bit random number generated in the MS”.

So, in 802.16e/D10, MS_Random is used in two different contexts, one as a freshly chosen number for the
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SA-TEK handshake, and the other as a random number for RSA-based authorization. Using the same label for
different random numbers can be confusing to the developer.

Third Problem

In 802.16e/D10, the notations BS_Random and MS_Random are used in both the PKMv2 RSA messages,
6.3.2.3.9.11 through 6.3.2.3.9.14, and in the PKMv2 SA_TEK messages, 6.3.2.3.9.18 through 6.3.2.3.9.20.
Additionally, MS_Random is used in 6.3.2.3.9.28 “PKMv2 Authenticated EAP Start”. There is a risk that a
developer would interpret the D10 specification such that the same random numbers could be used for all of
these applications, and that would be insecure.

That such an erroneous interpretation could occur can be seen in the wording that was used in 802.16e/D8,
6.3.2.3.9.18 "SA-TEK-Request message", Table 37h "SA-TEK-Request message attributes™: "A 64-bit number
chosen by the MS (once per protocol run). ...”. The notion of a protocol run (now discarded), could be
interpreted as a combined PKMv2 RSA and PKMv2 SA_TEK protocol run.

Proposed Text Changes

Changes to handle first and second problems

The text changes below will solve the first and second problems above.

[Modify the corresponding sections as follows:]

[Change the first attribute row in 802.16e/D10, 6.3.2.3.9.19 "PKMv2 SA-TEK-Request message'’, Table
371 "PKMv2 SA-TEK-Request message attributes” as:]

NonceMS | A 64-bit number chosen by the MS freshly for every new handshake. This can be a counter or a
random number.?

[Change the first attribute row in 802.16e/D10, 6.3.2.3.9.20 ""PKMv2 SA-TEK-Response message'’, Table
37] "PKMv2 SA-TEK-Response message attributes™ as:]

MS—Random | The number received from the MS

NonceMS | The number received from the MS

Changes to handle third problem
[Add the following text (or equivalent) at the end of 802.16e/D10, 6.3.2.3.9.11 “PKMv2 RSA-Request
message” (or other appropriate place):]

Whenever a random or freshly generated number is required as part of a message it cannot be reused from
another, identically-labeled instance of it from a different message. For example, MS_Random in this message
must be different from MS_Random in the PKMv2 Authenticated EAP Start message.
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