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Security text Corrections
Jeff Mandin

These are fixes of mostly editorial nature from various individuals.

1. Remedy 1

- Change every instance of SSID in section 7.2.2.2 to MS MAC address
- Change SSID in table 132a to MS MAC address
- Change SS ID in table 37b to MS MAC address
- Delete SSID from the Acronyms list

2. Remedy 2

[Modify section 7.8.1 step 6. as follows:]

6. Upon receipt of PKMv2 SA-TEK-Response, an MS shall verify the HMAC/CMAC. If the HMAC/
CMAC is invalid, the MS shall ignore the message. Upon successful validation of the received PKMv2 SATEK-
Response, the MS shall install the received TEKs and associated parameters appropriately. Verification
of HMAC/CMAC is done as per sections 7.5.3 and 7.5.4. The MS also must verify the BS’s security
capabilities encoded in the Security Negotiation Parameters attribute against the security capabilities provided
by the BS through the SBC-RSP message. If security capabilities don't match, the MS should log the
problem.

The MS also must verify the BS’s security negotiation parameters TLV encoded in the Security Negotiation
Parameters attribute against the security negotiation parameters TLV provided by the BS through the SBCRSP
message. If security capabilities do not match, the MS should report the discrepancy to upper layers.
The MS may choose to continue the communication with the BS. In this case, the MS may adopt the security
negotiation parameters encoded in SA-TEK-Response message.

3. Remedy 3

[modify page 222, line 63 as follows:]

The product of the EAP exchange which is transferred to 802.16 layer is theMaster Session Key (MSK), which is a
minimum of 512-bits in
length. MSK. This key is derived (or
may be equivalent to the 512-bits Master Session Key (MSK)).
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4. Remedy 4
[modify page 54 line 26 as follows:]

In the case of EAP re-authentication, using EAP methods deriving keys, “HMAC Digest/CMAC Digest”
and “Key Sequence Number” attributes shall be included. At initial EAP authentication, these attributes are
omitted.
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