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Proposed Text of Security Section 
for the IEEE 802.16m AWD
Youngkyo Baek, Jicheol Lee, Jungje Son
Samsung Electronics Co., Ltd.
1. Introduction
This contribution proposes amendment text to describe the 802.16m security and is intended as a section to be included in the 802.16m amendment. The proposed text is developed so that it can be readily combined with IEEE P802.16 Rev2/D9 [1], it is compliant to the 802.16m SRD [2] and the 802.16m SDD [3], and it follows the style and format guidelines in [4]. Current SDD [3] is used as a basis for the text development. In Section 2, the main changes w.r.t. the current SDD are outlined, which is aimed at helping the understanding of the amendment text.
2. Modifications to the SDD text
The text proposed in this contribution is based on subclauses 10.6 in the IEEE 802.16m SDD [3]. The modifications to the SDD text are summarized below:
· Key management protocols are included in subclause 15.2.3.2. :

We describe more detailed TEK derivation, NONCE management and TEK state machine in this document. We describe AK and CMAC managements by following [1] except for some fixes. TEKs are derived by input parameters such as AK, nonce, SAID, etc. TEK_D and TEK_U are derived per nonce for downlink traffic and uplink traffic respectively. Whenever (re)authorization, nonce is refreshed so that remaining life time of nonce is same as the remaining life time of PMK(pairwise master key). But the nonce can be updated by PKMv3 key request/ PKMv3 reply messages before PN is exhausted.
· SA management and related security context are included in 15.2.3.3.:
In the document We describe SA management and security contexts considering management protection and TEK generation using nonce included in the 802.16m SDD[3]. SA is mapped to unicast management connection as well as unicast transport connection and nonce is included in AK context.
· Management message protection is included in 15.2.3.4.:

Management protection method and how to indicate the protection level are described. Two FIDs are reserved for management connection (e.g. one for encrypted management message and the other for non-encrypted management message)
· Cryptographic methods are included in 15.2.3.5.:

We describe in detail data encryption methods such as AES-CCM and AES-CTR including initial CCM block and/or CTR block, etc. by following [1] except for NONCE construction. 

· AMS ID & location privacy is updated in subclause 15.2.3.6:
According to subclause 6.5 of the 802.16m SRD[2], AMS ID(e.g. MS MAC address) and its location need to be protected. In order to support AMS ID privacy, we introduce a pseudo MS IDand its related mechanism in this document. Because MS MAC address is supposed to be exposed whenever NW entry or uncontrolled handover even if we use a temporary STID(TSTID) per subclause 10.6.6 in the IEEE 802.16m SDD [3]. We describe AMS ID privacy support mechanism and its usage during NW entry, handover, and NW reentry from idle mode, etc.
The following is the high level outline of the security section.

15.2.3 Security 

15.2.3.1 Security Architecture 

15.2.3.1.1 Secure encryption of MAC PDUs

15.2.3.1.2 Mapping of connections to SAs

15.2.3.1.3 Cryptographic suite

15.2.3.1.4 Authentication and Authorization Protocol

15.2.3.2 Key Management Protocol version 3
15.2.3.2.1 Key derivation

15.2.3.2.2 Key exchange and usage

15.2.3.3 Security Association Management 

15.2.3.4 Management message protection

15.2.3.5 Cryptographic Methods 

15.2.3.5.1 Key derivation function

15.2.3.5.2 Payload encryption methods
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15.2.3.6.2 NW entry

15.2.3.6.3 Handover
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4. Text proposal for inclusion in the 802.16m amendment working document
-------------------------------  Text Start  --------------------------------------------------- 
15.2.3.1 Security Architecture 

The security functions provide subscribers with privacy, authentication, and confidentiality across the IEEE 802.16m network. The security architecture of IEEE 802.16m system consists of the following functional entities; the AMS, the ABS, and the Authenticator.

The Figure 15.2.3.1.xxx describes the protocol architecture of security services.
Within AMS and ABS the security architecture is divided into two logical entities:

· Security management entity

· Encryption and integrity entity
Security management entity functions included:

· Overall security management and control

· EAP encapsulation/decapsulation: This stack provides the interface with the EAP layer, which the EAP-based authentication is used as an authorization policy between an AMS and an ABS. 

· Privacy Key Management (PKM) control: This stack controls all security components. Various keys are derived and generated in this stack. Privacy key management protocol version 3(PKM v3) defines how to control all security components(e.g. such as derivation/ update/usage of keys)
· Authentication and Security Association (SA) control: This stack controls the authorization state machine and the traffic encryption key state machine.

· Location privacy: This stack processes the location privacy related messages.
Encryption and integrity protection entity functions included:

· Transport data encryption/authentication processing: This stack encrypts or decrypts the transport data and executes the authentication function for the traffic data.

· Management message authentication processing: This stack executes message authentication function such as CMAC.

· Management message confidentiality protection: This stack encrypts or decrypts the management data and executes the authentication function for the traffic data.

[image: image1.emf]
Figure 15.2.3.1.xxx Functional Blocks of IEEE 802.16m Security Architecture


15.2.3.1.1 Secure encryption of MAC PDUs
Encryption services are defined as a set of capabilities within the MAC security sublayer. MAC header information specific to encryption is allocated in the generic or compact MAC header format. Encryption is always applied to the MAC PDU payload when required by the selected ciphersuite; the generic or compact MAC header is not encrypted. Some predetermined MAC management messages are sent in the cihpertext to support AMS privacy if the available security contexts are shared.


15.2.3.1.2 Mapping of connections to SAs
All transport connections shall be mapped to an existing SA. Management connection which supports encryption shall be mapped to the SA, which supports management message encryption. 

 
15.2.3.1.3 Cryptographic suite
A cryptographic suite is the SA’s set of methods for data encryption, and data authentication.


15.2.3.1.4 Authentication and Authorization Protocol
PKMv3 supports Extensible Authentication Protocol (EAP)[IETF RFC 3748] in conjunction with an operator-selected EAP Method (e.g., EAP-TLS, EAP-SIM etc). The EAP method will use a particular kind of credential – such as an X.509 certificate in the case of EAP-TLS, or a Subscriber Identity Module in the case of EAP-SIM.

The particular credentials and EAP methods that are to be used are outside of the scope of this specification. However, the EAP method selected should fulfill the “mandatory criteria” listed in section 2.2 of RFC 4017. Use of an EAP method not meeting these criteria may lead to security vulnerabilities.

Authentication is executed during initial network entry after AMS’s capabilities including security capabilities and policies are negotiated. Authentication procedure is controlled by authorization state machine, which defines allowed operations in specific states.

Reauthorization should be made before lifetime of authentication materials/credentials expires. During reauthorization, the PKMv3 EAP transfer messages are protected with either a CMAC digest or encryption. The ABS and AMS shall discard unprotected PKMv3 EAP transfer messages, or PKMv3 EAP transfer messages with invalid CMAC digest during reauthorization. Data transmission may continue during reauthorization process, by providing AMS with two sets of authentication/keying material with overlapping lifetimes.

15.2.3.2 Key Management Protocol version 3
The 802.16m uses the PKMv3 protocol to achieve:

· Transparent exchange of authentication and authorization (EAP) messages 

· Key Agreement 

· Security material exchange 

It also supports periodic reauthorization and key refresh. 

After completing (re)authorization process and obtaining an AK, key agreement is performed to verify the newly created AK and exchange other required security parameters.

The PKMv3’s authentication protocol establishes a shared secret (i.e., the AK) between the AMS and the ABS. The shared secret is then used to exchange or derive other keying material. This two-tiered mechanism allows frequent traffic key refreshing without incurring the overhead of computation intensive operations. 

The traffic key management portion of the PKMv3 protocol adheres to a client/server model, where the AMS (a PKM “client”) requests keying material and the ABS (a PKM “server”) responds to those requests. This model ensures that individual AMS clients receive only keying material for which they are authorized.

The PKMv3 protocol uses MAC management messaging, i.e., AAI_PKM-REQ and AAI_PKM-RSP messages. 

15.2.3.2.1 Key derivation

The key hierarchy defines what keys are present in the system and how the keys are generated.

The keys used to protect management message integrity are derived from source key material generated by the authentication and authorization processes (i.e. The MSK is the shared “master key” that is derived by the two sides in the course of executing the EAP- inner method. MSK forms the roots of the key hierarchy.)

All key derivations are based on the Dot16KDF algorithm as defined in 15.2.3.5.1.

15.2.3.2.1.1 AK

The product of the EAP exchange that is transferred to IEEE 802.16 layer is the Master Session Key (MSK), which is 512 bits in length. This key is known to the AAA server, to the Authenticator (transferred from AAA server) and to the AMS. The AMS and the authenticator derive a PMK (Pairwise Master Key) by truncating the MSK to 160 bits. 

The PMK derivation from the MSK is as follows:



PMK ⇐ Truncate (MSK, 160)

, where Truncate(x, y) is defined as the last ‘y’ bits of x if and only if y ≤ x. The values ‘x’ and ‘y’ shall be aligned to byte boundaries.

 After the successful initial authorization, either the ABS or AMS may initiate reauthorization at any time prior to expiration of PMK lifetime. After expiration of the PMK lifetime, authorization shall be performed using initial authorization procedures.

The AMS and the authenticator possess PMK and derive AK from the PMK at each side as follows:



AK ⇐ Dot16KDF(PMK, MS MAC Address | ABSID | “AK”, 160)

The ABS is transferred the AK from authenticator.

The Authorization Key (AK) is used to derive other keys such as TEK, CMAC key etc..

15.2.3.2.1.2 TEK

Two 128-bit TEKs are derived at AMS and ABS by feeding identity parameters into the following key derivation formula, which one is for uplink traffic only(i.e TEK_U) and the other for downlink traffic only(i.e.TEK_D).

TEK_U | TEK_D ⇐ Dot16KDF (AK, NONCE | CMAC_KEY_COUNT | SAID | ”TEK_UPLINK+TEK_DOWNLINK”, 256)

15.2.3.2.1.3 CMAC key


15.2.3.2.1.3.1 CMAC_KEY_COUNT management

CMAC_KEY_COUNT management of WirelssMAN-OFDMA advanced system is same as the WirelessMAN-OFDMA Reference System(refer 7.2.2.2.9.1 CMAC_KEY_COUNT_ management in IEEE P802.16 Rev2/D9).
 
15.2.3.2.1.3.2 Derivation of message authentication codes

Message authentication code keys are used to sign management messages in order to validate the authenticity of these messages. There is a different key for UL and DL messages.

The keys used for CMAC key are as follows:

CMAC_PREKEY_U | CMAC_PREKEY_D ⇐ Dot16KDF(AK, MS MAC Address | ABSID |“CMAC_KEYS”, 256)

CMAC_KEY_U ⇐ AES CMAC_PREKEY_U(CMAC_KEY_COUNT)

CMAC_KEY_D ⇐ AES CMAC_PREKEY_D(CMAC_KEY_COUNT)
 Specifically, the preprocessed value of CMAC_PREKEY_* is treated as the Cipher Key of the Advanced Encryption Standard (AES) algorithm AES128 (FIPS197). The CMAC_KEY_COUNT is treated as the Input Block Plain Text of this algorithm. The AES128 algorithm is executed once. The Output Block Cipher Text of this algorithm is treated as the resulting CMAC_KEY_*. When CMAC_KEY_COUNT is used as an input of AES128 algorithm, 112 zero bits are prepadded before the 16-bit CMAC_KEY_COUNT where the CMAC_KEY_COUNT is regarded as most-significant-bit first order. The AES input is also defined as most-significant-bit first order.



15.2.3.2.1.3.3 Calculation of CMAC value

CMAC value ⇐ Truncate(CMAC (CMAC_KEY_*, CMAC_PN | STID | FID | 92-bit zero padding | MAC_Management_Message), 64) where length of ‘CMAC_PN | STID | FID | 92-bit zero padding’ is at least 128bits in order to satisfy assumption of the AES-CMAC algorithm.   

15.2.3.2.1.4 Key hierarchy

Figure 15.2.3.2.1.4.xxx outlines the process to calculate the AK when the EAP based authentication exchange has taken place, yielding an MSK. 
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Figure 15.2.3.2.1.4.xxx AK derivation from MSK

Figure 15.2.3.2.1.4.yyy outlines the unicast key hierarchy starting from the AK.
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Figure 15.2.3.2.1.4.yyy CMAC and TEK derivation from AK

15.2.3.2.2 Key exchange and usage

The key exchange procedure is controlled by the security key state machine, which defines the allowed operations in the specific states.


15.2.3.2.2.1 Key agreement procedure


15.2.3.2.2.1.1 Maintenance of PMK and AK

The ABS and AMS maintain cached PMK and AK as follows:

a) PMK caching. An AMS caches a PMK upon successful EAP authentication. After an authenticator receives the MSK via the AAA protocol and creates the PMK, the Authenticator caches a PMK. Upon caching a new PMK for a particular AMS, an Authenticator shall delete any PMK for that AMS (as well as all associated AKs). For the case of reauthorization, deletion of old PMKs at Authenticator and AMS is accomplished via the switchover mechanism described in this subclause. The Authenticator and AMS will additionally delete PMKs and/or associated AKs in various situations—including lifetime expiration, reauthorization, and reclamation of memory resources, or as the result of other mechanisms beyond the scope of this specification. In the case of reauthorization, the older PMK and its AKs shall be deleted by the AMS and the ABS after successful completion of the key agreement.

b) AK activation and deactivation. Successful completion of the key agreement causes the activation of every AK associated with the new PMK and any ABS under the current Authenticator (i.e., when the AMS hands over or re-enters a target ABS, and the key agreement associated with the current PMK has completed successfully at some ABS under the target ABS’s Authenticator, the AK associated with the current PMK and the target ABS is used without a new key agreement at the target ABS). If the packet counter belonging to a CMAC key reaches its maximum value, the associated AK becomes permanently deactivated. The ABS and AMS shall maintain the AK context as long as they retain the AK.



15.2.3.2.2.1.2 PMK and AK switching methods
Once the key agreement procedure begins, the ABS and AMS shall use the new AK matching the new PMK context for the key agreement messages. Other messages shall continue to use the old AK until the key agreement procedure completes successfully. Upon successful completion of the key agreement, all messages shall use the new AK.

15.2.3.2.2.2 TEK

NONCE used to derive and update TEKs is generated by authenticator and distributed to ABS and AMS during authorization procedure or when the AMS requests NONCEs.

During (re)authorization procedure, AMS shares and confirms security context with ABS through the key agreement procedure, where ABS shares with the SA-descriptors including a NONCE material (e.g. NONCE, its sequence number etc) and a frame number which the old PMK, its associated AK and old NONCE should be discarded in.

Hence, after completing the key agreement procedure, AMS obtains all TEK generation parameters such as AK, CMAC_KEY_COUNT, NONCE, etc. (see the section 15.2.3.2.1.3)

Authenticator manages one active NONCE including its remaining lifetime and sequence number per AMS, where the remaining lifetime is equal to PMK lifetime. Two TEKs which correspond to the NONCE are maintained per SAID. One TEK is used for uplink traffic and the other TEK is for downlink traffic.

Before PN is exhausted, the AMS shall request to refresh NONCE by PKMv3 key request message in order to protect against reply attack. If the AMS receives a PKMv3 key reply message containing a new NONCE material (e.g. new NONCE and its sequence number) and a frame number, which the old NONCE should be discarded in, the AMS generates new TEKs by using new NONCE and PN is reset since TEKs are updated. If the ABS recognizes that the new NONCE is used by the AMS, the ABS starts to use new TEKs derived from the new NONCE. In the frame number, which is contained in the PKMv3 key reply message, both ABS and AMS should discard old NONCE and its associated TEKs.

When reauthorization takes place, new AK is generated and updated during the key agreement procedure. New NONCE shall be delivered to the AMS during the key agreement procedure. When the new AK is activated, the new NONCE shall be activated at the same time.

Hence, TEKs can be updated 1) when the serving ABS is changed, 2) when reauthorization takes place, and 3) when NONCE is refreshed.

The newer NONCE shall have a key sequence number one greater (modulo 4) than that of the older NONCE. NONCE sequence number (modulo 4) is used for EKS. The receiver recognizes the corresponding NONCE from EKS bits, and considering TEK generation parameters such as AK and direction of transmission (e.g. uplink or downlink traffic) etc., retrieves the TEK which the sender uses to encrypt payload. 


15.2.3.3 Security Association Management 

A security association (SA) is the set of information required for secure communication between ABS and AMS. SA is identified using an SA identifier (SAID). The SA is applied to the respective flows once an SA is established.

SA is used to provide keying material to unicast transport/management connections.

SAs are assigned by the ABS during network (re)entry. 

If AMS and ABS decide “No authorization” as their authorization policy, no SAs will be established. In this case, Null SAID(e.g.0x00) is used as the target SAID field in flow creation messages. If authorization is performed but the AMS and ABS decide to create an unprotected transport flow, the Null SAID may be used as the target SAID field in flow creation messages.

If authorization is performed successfully, SAID 0x01 and 0x02 are used for confidentiality only, and confidentiality and integrity respectively.( see table 15.2.3.3.xxx)
Table 15.2.3.3.xxx.

	SAID
	characteristics
	usage

	0x00
	Null SA; no authorization, or provide integrity only
	Message authentication(CMAC) for unicast management flow

	0x01
	Provide confidentiality only, and AES-CTR mode is applied
	Encryption for unicast flow

	0x02
	Provide confidentiality and integrity, and AES-CCM mode is applied
	Encryption for unicast management/transport flow

	0x03 - 0x33
	reserved
	


An SA contains keying material that is used to protect unicast connections. The contents of an SA are as follows:
— SAID, a 4-bit identifier for the SA. The SAID shall be unique within an AMS.

— TEK_U and TEK_D, 128-bit traffic encryption keys, generated by shared identity parameters locally at AMS and ABS. TEK_U is for uplink traffic and TEK_D is for downlink traffic.

— NONCE, 16-bit random number, generated within the authenticator and transferred to the ABS and the AMS.
— NONCE Sequence Number, 2-bit sequence number of NONCE.

— PN_U and PN_D, 20-bit packet numbers for uplink and downlink traffic used by the link cipher respectively.
— Encryption method, either AES-CCM or AES-CTR.
The followings are used only for switchover of NONCE or AK. Even if NONCE or AK is shared and new TEKs are derived, old NONCE and old TEKs are used for consistency of data forwarding.
— old TEK_U and old TEK_D, 128-bit traffic encryption keys, generated by old identity parameters which are used before switchover of NONCE or AK. TEK_U is for uplink traffic and TEK_D is for downlink traffic.

— old NONCE, 16-bit random number, used before switchover of NONCE if NONCE is updated.
— old NONCE Sequence Number, 2-bit sequence number of old NONCE.

— old PN_U and old PN_D, 20-bit packet numbers for uplink and downlink traffic corresponding to old TEK_U and old TEK_D respectively.

When some connections identified by FIDs are mapped to the same SA, their payloads can be multiplexed together into one MPDU. The multiplexed payloads are encrypted together


15.2.3.3.1 Security context
The security context is a set of parameters linked to a key in each hierarchy that defines the scope while the key usage is considered to be secure.

Examples of these parameters are key lifetime and counters ensuring the same encryption will not be used more than once. When the context of the key expires, a new key should be obtained to continue working. The purpose of this subclause is to define the context that belongs to each key, how it is obtained and the scope of its usage.


15.2.3.3.1.1 AK context
The PMK key has two phases of lifetime: the first begins at PMK creation and the second begins after validation by the key agreement procedure. The phases ensure that when the PMK is created it will be defined with the PMK and after successful key agreement, this lifetime may be enlarged through the key agreement. Reauthorization is required to obtain a new PMK so new AKs can be derived. The AK context is described in Table 15.2.3.3.1.xxx.

Table 15.2.3.3.1.xxx.

	Parameter
	Size(bit)
	Usage

	AK
	160
	The authorization key, calculated as defined in 15.2.3.2.1.1.

	AK Sequence Number
	4
	AK SN = PMK SN

	AK Lifetime
	-
	AK lifetime = PMK lifetime.

Before this expires, when AK Grace time expires, reauthorization is needed.

	CMAC_KEY_U
	32
	The key which is used for signing UL management messages.

	CMAC_PN_U
	20
	Used to avoid UL replay attack on the management connection before this expires, reauthorization is needed. The initial value of CMAC_PN_U is zero and the value of CMAC_PN_U is reset to zero whenever CMAC_KEY_COUNT is increased.

	CMAC_KEY_D
	32
	The key which is used for signing DL management messages.

	CMAC_PN_D
	20
	Used to avoid DL replay attack on the management connection before this expires, reauthorization is needed. The initial value of CMAC_PN_D is zero and the value of CMAC_PN_D is reset to zero whenever CMAC_KEY_COUNT is increased.


The following parameters are generated and managed by the authenticator and used to generate TEK or CMAC key. Whenever PMK is updated, CMAC_KEY_COUNT is reset and NONCE is updated.
Table 15.2.3.3.1.yyy.

	Parameter
	Size(bit)
	Usage

	CMAC_KEY_COUNT
	16
	Value of the Entry Counter that is used to guarantee freshness of computed CMAC_KEY_* with every entry and provide replay protection.

	NONCE
	16
	NONCE is generated by authenticator and used to generate TEKs.

	NONCE Sequence Number
	2
	Sequence number of NONCE(mod 4) is used for EKS.


15.2.3.3.1.2 PMK context

The PMK context includes all parameters associated with the PMK. This context is created when EAP Authentication completes. The PMK context is described in Table 15.2.3.3.1.zzz.

Table 15.2.3.3.1.zzz.

	Parameter
	Size(bit)
	Usage

	PMK 
	160
	A key yielded from the EAP-based authentication

	PMK SN
	4
	PMK sequence number, when the EAP-based authorization is achieved and a key is generated. The 2 LSBs are the sequence counter. And the 2 MSBs set to 0.

	PMK Lifetime
	
	The time this PMK is valid. Before this expires reauthorization is needed.


15.2.3.4 Management message protection

IEEE 802.16m supports the selective confidentiality protection over MAC management messages. Through capability negotiation, if the selective confidentiality protection is activated, the negotiated keying materials and cipher suites are used to encrypt the management messages. 

There are 3 levels of selective confidentiality protection over management messages as follows.
· No protection
· CMAC based integrity protection; CMAC value is included to management message
· AES-CCM based authenticated encryption
ABS assigns 2 FIDs to a management message, which one is for non-encryption and the other is for encryption.

When AMS and ABS have no shared security context or protection is not required, the management messages are transmitted by FID for non-encryption ( i.e. management messages are neither encrypted nor authenticated) 

When encryption is not available or integrity protection only is required (e.g. when the receiver has to recognize AMS identity from the management message, if it is encrypted then the receiver cannot catch the AMS identity), the management messages are transmitted by FID for non-encryption as CMAC is attached to the messages.

When encryption as well as integrity protection is required (e.g. the message contains user-related data), the management messages are transmitted by FID for encryption as encrypted and authenticated by AES-CCM (i.e. it is mapped to the SAID 0x02 which is assigned for encrypted management message). In this case valid ICV implies that the management message is valid(CMAC is not required).
15.2.3.5 Cryptographic Methods 


15.2.3.5.1 Key derivation function 
The Dot16KDF algorithm is a CTR mode construction that may be used to derive an arbitrary amount of keying material from source keying material.
Dot16KDF(key, astring, keylength)

{

result = null;

Kin = Truncate (key, 128);

for (i = 0; i <= int((keylength-1)/128); i++) {

result = result | CMAC(Kin, i | astring | keylength);

}

return Truncate (result, keylength);

}
Since CMAC algorithm is used, the size of the variables ‘i’ is 4 octets (32bits) in most-significant-bit first order. ‘astring’ is a character string. For example, if ‘astring’ is ‘test’, then ‘astring’ is: 0x74657374 (no null-termination). The size of ‘keylength’ field is 4 octets (32bits) in most-significant-bit first order. 

The key is a cryptographic key that is used by the underlying AES-CMAC algorithm. 

astring is an octet string used to alter the output of the algorithm. keylength is used to determine the length of key material to generate and is used in the digest input data to prevent extension attacks. The Truncate() function is defined in Section 15.2.3.2.1.1.


15.2.3.5.2 Payload encryption methods

AES-CCM is used to encrypt unicast management or transport connection, but AES-CTR is used to encrypt unicast transport connection. 



15.2.3.5.2.1 AES-CCM




15.2.3.5.2.1.1 PDU payload format

The MAC PDU payload shall be prepended with a 2-bit EKS and a 22-bits PN (Packet Number). The EKS and PN shall not be encrypted. The plaintext PDU shall be encrypted and authenticated using the active TEK, according to the CCM specification. This includes appending an 8-byte integrity check value (ICV) to the end of the payload and encrypting both the plaintext payload and the appended ICV.

The ciphertext message authentication code is transmitted so that byte index 0 (as enumerated in NIST Special Publication 800-38) is transmitted first and byte index 7 is transmitted last (i.e., LSB first). The processing yields a payload that is 11 bytes longer than the plaintext payload.




15.2.3.5.2.1.2 Packet number(PN)
The PN associated with an SA shall be set to 1 when the SA is established and when a new TEK is installed. After each PDU transmission, the PN shall be incremented by 1. Any pair value of {PN, TEK} shall not be used more than once for the purposes of transmitting data. The AMS shall ensure that a new NONCE is requested to update TEKs and transferred before the PN on either TEK for uplink or TEK for downlink reaches maximum value 0x3FFFFF. If the PN on either TEK for uplink or TEK for downlink reaches maximum value 0x3FFFFF without new TEKs being installed, transport communications on that SA shall be halted until new TEKs are installed.




15.2.3.5.2.1.3 CCM algorithm
The NIST CCM specification defines a number of algorithm parameters. These parameters shall be fixed to specific values when used in SAs with a data encryption algorithm identifier of 0x02.

 'Tlen' shall equal 64 and t shall equal 8, meaning, the number of bytes in the message authentication field shall be set to 8. Consistent with the CCM specification, the 3-bit binary encoding [(t–2)/2)] of bits 5, 4, and 3 of the Flags byte in B0 shall be 011.

 The size q of the Length field Q shall be set to 2. Consistent with the CCM specification, the 3-bit binary encoding [q-1] of the q field in bits 2, 1, and 0 of the Flags byte in B0 shall be 001.

 The length a of the associated data string A shall be set to 0. 

The nonce shall be 13 bytes long as shown in Figure 15.2.3.5.2.xxx. Bytes 0 through 1 shall be set to the 2 bytes of MAC header. If a 2byte generic MAC header(GMH) leads payload, then that field is filled with GMH. But if a 1byte compact MAC header(CMH) leads payload, then the CMH is repeated two times as a content of MAC header (e.g. CMH|CMH). Bytes 2 through 3 shall be set to the STID and FID, which MSB 12bits are for STID and LSB 4 bits are for FID. When the multiplexed MPDU is encrypted, FID of the first-come payload is applied to the field. Bytes 4 through 9 are reserved and shall be set to 0x00000000. Bytes 10 through 12 shall be set to the value of the EKS and PN. 
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Figure 15.2.3.5.2.xxx NONCE N construction

Consistent with the CCM specification, the initial block B0 is formatted as shown in Figure 15.2.3.5.2.yyy.
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Figure 15.2.3.5.2.yyy Initial CCM Block B0

Note the ordering of the DLEN value is MSB first, consistent with the NIST CCM specification.

Consistent with the NIST CCM specification, the counter blocks CTRj are formatted as shown in Figure 15.2.3.5.2.zzz.

[image: image6.png]Byte number
Byte significance
Number of bytes

Field
Contents

0 13 14 15
MsB Ls8
1 13 2
Flag NONCE Counter
ox1 As specified in Figure 15.x.7.2xxx 3





Figure 15.2.3.5.2.zzz Construction of counter blocks CTRj



15.2.3.5.2.1.4 Receive Processing rules
On receipt of a PDU the receiving AMS or ABS shall decrypt and authenticate the PDU consistent with the NIST CCM specification configured as specified in 15.2.3.5.2.1.3. 

Packets that are found to be not authentic shall be discarded. 

Receiving ABS or AMSs shall maintain a record of the highest value PN receive for each SA.

The receiver shall maintain a PN window whose size is specified by the PN_WINDOW_SIZE parameter for SAs. Any received PDU with a PN lower than the beginning of the PN window shall be discarded as a replay attempt. The receiver shall track PNs within the PN window. Any PN that is received more than once shall be discarded as a replay attempt. Upon reception of a PN, which is greater than the end of the PN window, the PN window shall be advanced to cover this PN.



15.2.3.5.2.2 AES-CTR
The MAC PDU payload shall be prepended with a 2-bit EKS and a 22-bits PN. The EKS and PN shall not be encrypted. 

Construction of the counter blocks is same as counter blocks of AES-CCM.( i.e. the counter blocks CTRj and NONCE are formatted as shown in Figure 15.2.3.5.2.zzz and Figure 15.2.3.5.2.xxx, respectively.) 

15.2.3.6 AMS ID & location privacy

AMS ID and location privacy is achieved by using a pseudo MS ID, which authenticator assigns uniquely to AMS, and a temporary STID (TSTID) to hide mapping between MS MAC Address and STID, which an ABS assigns an AMS uniquely within the ABS.


15.2.3.6.1 MS MAC Address privacy
After authentication and authorization procedure is completed successfully during NW entry, the authenticator or AAA allocates a pseudo MS ID, which is 3 byte long, to the AMS uniquely and transmits securely the pseudo MS ID to the AMS through the ABS. the encryption method for sharing the pseudo MS ID securely is FFS
The AMS stores the transmitted pseudo MS ID. The stored pseudo MS ID shall be used in place of MS MAC Address.
When the AMS enters the network at the first time, since the AMS has no stored pseudo MS ID, its MS MAC Address is supposed to be exposed during NW entry. But, if the AMS has a stored pseudo MS ID, the MS MAC Address shall not be exposed because MS MAC Address uses the pseudo MS ID in place of MS MAC Address during Network (re)entry.

Pseudo MS ID can be updated during NW (re)entry, handover or location update.(see 15.2.3.6.2,15.2.3.6.3 and 15.2.3.6.4)

   15.2.3.6.2 Network entry
 During initial ranging procedure, a temporary STID (TSTID) is assigned to an AMS and used to identify the AMS until a STID is allocated securely. If the AMS has no stored pseudo MS ID, its MS MAC Address is used for MS identification during initial ranging process. But, if the AMS has a stored pseudo MS ID, the pseudo MS ID is used instead of its MS MAC Address,

After the successful authentication procedure, a STID is assigned securely through the AAI_REG-RSP message. The temporary STID (TSTID) is released after AMS receives the assigned STID successfully. The newly assigned STID is used to identify AMS within the ABS. The AAI_REG-RSP message should contain a newly assigned pseudo MS ID.


15.2.3.6.3 Handover

In case that an AMS is assigned no STID to be used within a target ABS during HO preparation, the AMS sends AAI_RNG-REQ message containing the stored pseudo MS ID for MS identification during handover. ABS sends securely a STID to be used through a corresponding AAI_RNG-RSP message, if the AAI_RNG-REQ message is validated by CMAC value.

During handover, a newly assigned pseudo MS ID can be transmitted to the AMS through AAI_RNG-RSP message, if the AAI_RNG-REQ message is validated by CMAC value.

   15.2.3.6.4 Network reentry from idle mode or location update
A pseudo MS ID, which the AMS stores, can be used as the temporary ID since the pseudo MS ID is securely mapped with the MS MAC Address.

During location update due to paging group changing, a newly assigned pseudo MS ID can be transmitted securely to the AMS through AAI_RNG-RSP message, if the AAI_RNG-REQ message is validated by CMAC value..

During network reentry from idle mode, the AMS sends AAI_RNG-REQ message containing the stored pseudo MS ID for MS identification. ABS sends securely STID to be used through a corresponding AAI_RNG-RSP message, if the AAI_RNG-REQ message is validated by CMAC value.
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MSK - 512-bit Primary Authorization Key Transferred to AMS by EAP method during the EAP authentication
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