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Proposed Text of Security Section 
for the IEEE 802.16m AWD
TGm Security Ad-hoc
1. Text proposal for inclusion in the 802.16m amendment working document
-------------------------------  Text Start  --------------------------------------------------- 
15.2.3 Security Enhancements
15.2.3.1 Security Architecture 
The security functions provide subscribers with privacy, authentication, and confidentiality across the IEEE 802.16m network. It does this by applying cryptographic transforms to MAC PDUs carried across connections between AMS and ABS.

The security architecture of WirelessMAN-OFDMA Advanced System consists of the following functional entities; the AMS, the ABS, and the Authenticator as shown in the figure below.

If during pre-authentication capabilities negotiation, an AMS specifies that it does not support IEEE 802.16m security, steps of authorization and key exchange shall be skipped. The ABS, if provisioned so, shall consider the AMS authenticated; otherwise, the AMS shall not be serviced. Neither the key exchange nor data encryption performed. 
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Within AMS and ABS the security architecture is divided into two logical entities:

· Security management entity

· Encryption and integrity entity
Security management entity functions included:

· Overall security management and control

· EAP encapsulation/decapsulation: This stack provides the interface with the EAP layer, which the EAP-based authentication is used as an authorization policy between an AMS and an ABS. 

· Privacy Key Management (PKM) control: This stack controls all security components. Various keys are derived and generated in this stack. Privacy key management protocol version 3(PKM v3) defines how to control all security components(e.g. such as derivation/ update/usage of keys)
· Authentication and Security Association (SA) control: This stack controls the authorization state machine and the traffic encryption key state machine.

· Location privacy: This stack processes the location privacy related messages.
Encryption and integrity protection entity functions included:

· Transport data encryption/authentication processing: This stack encrypts or decrypts the transport data and executes the authentication function for the traffic data.

· Management message authentication processing: This stack executes message authentication function such as CMAC.

· Management message confidentiality protection: This stack encrypts or decrypts the management data and executes the authentication function for the traffic data.

15.2.3.2 Key Management Protocol (PKMv3)

15.2.3.2.1 Key Management

15.2.3.2.2 SA Management

15.2.3.2.3 Security Context

15.2.3.3 Cryptographic Methods
15.2.3.4 AMS Privacy
-------------------------------  Text End  ---------------------------------------------------[image: image2.png]
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