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Proposed Changes to TEK update scheme (16.2.5)

Kyeong-Tae Do, Youngkyo Baek

Samsung Electronics

Introduction
This contribution proposes text changes to Chapter 16.2.5 AAI Security of the IEEE 802.16m/D3.
One of the reasons HO latency is long in 802.16e system is the delivery of the TEKs from the target BS to the MS. A new TEK generation algorithm has been proposed to reduce the latency caused by the delivery of the TEKs. Both AMS and ABS compute TEKs according to the given procedure instead of delivering the TEKs from the ABS to the AMS. 
When the TEKs are delivered to the MS, the AK and the TEKs are logically unrelated and re-authentication does not affect the change of TEKs. In the previously proposed text of TEK generation algorithm, the computation of TEK requires AK context which makes logical relationship between the AK and the TEKs. As a result, re-authentication causes the change of the currently used two TEKs.

The procedure to update TEKs is long and complicated. Whenever re-authentication is performed, the procedure of 16.2.5.2.1.5.2 shall be performed.
This document suggests a method which does not change the current TEKs after re-authentication.
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[1] P802.16m/D3
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16.2.3.37.7 PKMv3 TEK-Reply message 
The ABS transmits the PKMv3 TEK-Reply message in response to the PKMv3 TEK-Reply message.

Code: 7 

Attributes are shown in Table 716.

lOld Key sequence Number attribute is included only if current downlink TEK is derived in basis of differ​ent AK form current upling TEK. 
The CMAC Digest attribute shall be the final attribute in the message’s attribute list.
Table 716 - PKMv3 TEK-Reply message attribute
	Attribute
	Contents

	SAID
	Security association identifier

	Key Sequence Number
	AK sequence number

	(old) Key Sequence Number
	Old AK sequence number used for deriving current downlink TEK

	Encrypted UL TEK_ADJ
	Uplink TEK adjustment value to keep the TEK unchanged after re-authentication. UL TEK_ADJ is encrypted with the current AK using AES Key Wrap encryption algorithm. This attribute should be omitted when it is zero

	Encrypted DL TEK_ADJ
	Downlink TEK adjustment value to keep the TEK unchanged after re-authentication. DL TEK_ADJ is encrypted with the current AK using AES Key Wrap encryption algorithm. This attribute should be omitted when it is zero

	COUNTER_TEK
	COUNTER_TEK used for deriving current uplink TEK

	EKS
	Encryption key sequence number for current uplink TEK

	CMAC digest
	Message digest calculated using AK


16.2.5.2.1.1.4 TEK derivation 
TEK is the transport encryption key used to encrypt data.
TEK is managed within an SA where each SA contains 2two TEKs. The TEK is derived at AMS and ABS by applying identity parameters to a key derivation function. All PKMv3 key derivations are based on the Dot16KDF algorithm, which is the same as the AES-CMAC based Dot16KDF algorithm (see 7.5.4.6.1).
The TEK derivation is done:
TEKi = Dot16KDF (AK XOR TEK_ADJi, SAID |COUNTER_TEK=i|”TEK”, 128), 

Where:
SAID is the security association that the TEK belongs to.
Counter_TEK is a counter used to derive different TEKs for the same SAID, the value of the counter is changed every time a new TEK need to be derived within the time the same AK is valid. Each SA shall hold two TEKs in every given time; these two TEKs will be derived from two consecutive counter values. After re-authentication, TEK_ADJ is updated and TEKs and Counter_TEK are not changed. Counter_TEK is set to zero when a new TEK is derived from a new AK.
TEK_ADJi is an adjustment value of the same length as the AK to make the TEKs remain the same values after re-authentication. It is zero when a TEK is newly generated and has a value after re-authentication. TEK_ADJi and TEK_ADJi+1 are computed as follows:

TEK_ADJi = AKnew XOR AKold XOR TEK_ADJi_old
TEK_ADJi+1 = AKnew XOR AKold XOR TEK_ADJi+1_old
where TEKi and TEKi+1are the current TEKs,

TEK_ADJi_old and TEK_ADJi+1_old are the adjustment values before re-authentication,

TEK_ADJi and TEK_ADJi+1 are the updated adjustment values after re-authentication and

AKold AK is the older AK and AKnew is the newer AK created during re-authentication.
Every time a new AK is derived this counter is reset. 
New TEK(s) are derived in the following cases:
· During initial network entry, handover re-entry, location update, or network re-entry from idle mode where new AK was derived, both TEKs are derived, counter is reset and the values 0 and 1 are used for TEK derivation and the value of EKS for each TEK is same as the value of the COUNTER_TEK which was used to generate the TEK.
· TEK PN space exhausted and there is a need to refresh TEK only (not AK) – in this case COUNTER_TEK will be increased by 1 and a new TEK will be derived.

· Right after re-authorization or PMK update where new AK was derived, new TEKs are derived and updated according to the subclause 16.2.5.2.1.5.3. Re-authentication does not affect the change of the current TEKs. In stead, TEK_ADJs are updated in order to leave the TEKs unchanged. 
· When TEK lifetime expires, the TEKDLE is discarded, a new TEK is derived, and the TEKULE and the new TEK are set to the TEKDLE, and the TEKULE, respectively.
TEK lifetime is identical to AK lifetime. The TEK lifetime should be less than or equal to AK lifetime.
16.2.5.2.1.3 Maintenance of PMK and AK, PMK and AK switching methods

The active PMK and AK are maintained as follows: 

a) PMK context management - An AMS and an Authenticator cache a new PMK context upon suc​cessful completion of key agreement procedure. Upon caching a new PMK for a particular AMS and completing key agreement TEK update procedure (updating both TEKs in each SA to be derived from the new PMK), any older PMK for that AMS (as well as all associated derived keys) shall be discarded. For the case of full reauthentication or PMK update through key-agreement, deletion of old PMKs is done after full TEK update following the switchover mechanism described in this sub clause.
b) AK activation and deactivation. Successful completion of the key agreement 3-way handshake causes the activation of the AK associated with the new PMK on any BS under the current Authenti​cator (i.e., when the AMS hands over or re-enters a target ABS, and the key agreement 3-way hand​shake associated with the newest PMK has completed successfully at former ABS under the target ABS’s Authenticator, the AK associated with the newest PMK and the target ABS is used without a new key agreement 3-way handshake at the target ABS). If CMAC_PN or CMAC_KEY_COUNT reach their maximum value, the associated AK as well as PMK becomes permanently deactivated. The ABS and AMS shall maintain the AK context as long as they retain the AK. Once the key agreement 3-way handshake begins, the ABS and AMS shall use the new AK matching the new PMK context for the key agreement MSG#2 and key agreement MSG#3 messages. The other MAC control messages shall continue to use the old AK context until the key agreement completes successfully. Upon successful completion of the key agreement 3-way handshake, CMAC key from the new AK shall be used. The old AK matching the old PMK context may be used for receiving packets before completion of TEK update procedure following the key agreement 3-way handshake.
16.2.5.2.1.4 Key agreement
[Page 135, line 61]

• The AMS verifies the CMAC and derive the TEKs for the supported SAIDs. The key agreement of re-authentication requires the derivation of the adjustment values ADJs. Re-authentication does not affect the change of the TEKs.
16.2.5.2.1.5 Key Usage

16.2.5.2.1.5.1 TEK usage

Each SA maintains 2two TEKs marked as DLE (used to be called “old” in IEEE802.16eREV2) and ULE (used to be called “new”).
The TEKDLE key is used for encrypting DL data by the ABS and the TEKULE key is used for encrypting UL data by the AMS, the decryption is done according to the EKS so basically in transition times were the ABS derived a new TEKULE and set the TEKDLE = old TEKULE, then the ABS TEKDLE and MS TEKULE are the same TEK with same EKS and both can transfer data securely using the same TEK (until TEK update hap​pens from AMS side and AMS is re-synced on new TEKULE).
16.2.5.2.1.5.2 TEK update

The PN-based TEK update is triggered by either TEKDLE or TEKULE is running out the relevant PN space. In particu​lar ABS derives new TEK either when the DL PN space of TEKDLE or the UL PN space of TEKULE is exhausted. The AMS requests key update when the PN space of its TEKULE is exhausted or the AMS detects that its TEKULE is being used for downlink traffic as well. 

The threshold value of PN exhaustion is different between the ABS and AMS (the AMS’s threshold for PN exhaustion is higher than that for the ABS) to ensure the ABS derives new TEK prior to AMS requesting the key update, thus ensuring minimal protocol overhead.

The TEK maintenance follows the procedure described in the following example. 

· Assume the system starts with ABS using TEKDLE=TEK0 for DL traffic and AMS using TEKULE=TEK1 for UL traffic.
· The ABS monitors its TEKDLE=TEK0 DL PN usage and TEKULE=TEK1 UL PN usage and when one of them becomes its threshold, updates it derives TEK2 and set TEKDLE = TEK1 and TEKULE = TEK2 while discarding TEK0.(note that after this both DL and UL traffic is done using TEK1).
· The AMS shall monitor TEKULE=TEK1in its downlink traffic. Once the downlink traffic is received with this key, the AMS knows that ABS derived new TEK and should update its TEKULE for uplink traffic with the key update procedure (see Figure 399). After the successful update TEKDLE=TEK1 and TEKULE=TEK2.
· The AMS shall also monitor TEKULE both DL and UL PN usages. In the event that one of the PN spaces runs out (in the case more UL than DL it may happen that ABS derived new TEK but AMS could not identify it due to lack of DL traffic) The AMS shall trigger the key update procedure to update TEKULE
The key update procedure is shown in Figure 399. The AMS shall send in the request message with the asso​ciated SAID. The ABS shall indicate the EKS, AKSN and COUNTER_TEK in the reply message. If the COUNTER_TEK/EKS are updated, the MS updates its TEK accordingly. If the COUNTER_TEK/EKS are not updated, it means the ABS did not derived new TEK yet and the AMS shall maintain current TEKs.
The timer-based TEK update is triggered by the expiration of TEKDLE lifetime. The procedure of timer-based TEK update is the same as that of the PN exhaustion except the update is triggered by the TEK lifetime. If the TEKDLE lifetime expires, the ABS discards TEKDLE and derives a new TEK. The ABS starts using the previous TEKULE and the newly derived TEK as TEKDLE and TEKULE respectively. The AMS performs key update procedure as mentioned above when it detects the TEKULE is being used for encrypting downlink traffic.
16.2.5.2.1.5.3 TEK update after Re-authentication

The re-authentication is done via key-agreement three-way handshaking similar to that defined in Figure 398. Note that for re-authentication, i) after the key agreement, the AKold is still valid and ii) only one new TEK is derived right after key agreement. The re-authentication does not affect the current TEKs. The detail procedure is as follows
· When a TEK is created, the adjustment value of a TEK is zero.
· Key agreement finishes with generation of AKnew, but AKold is still valid.
· Right after Key agreement, ABS updates its TEKDLE with TEKULE and derives new TEKULE from AKNEW and AMS compute and update the adjustment values for current TEKs to keep the current TEKs unchanged. It is assumed that TEK_ADJi and TEK_ADJi+1are the adjustment value of the downlink key TEKi and the uplink key TEKi+1 respectively.
TEK_ADJi ( AKnew XOR AKold XOR TEK_ADJi
TEK_ADJi+1 ( AKnew XOR AKold XOR TEK_ADJi+1

Before re-authentication :

TEKi = Dot16KDF (AKold XOR TEK_ADJi, SAID |COUNTER_TEK=i|”TEK”, 128)
TEKi+1 = Dot16KDF (AKold XOR TEK_ADJi+1, SAID |COUNTER_TEK=i+1|”TEK”, 128)

If re-authentication has not been performed after TEK i and TEK i+1 are created, TEK_ADJi and TEK_ADJi+1 are zeroes.

After re-authentication, TEK_ADJi and TEK_ADJi+1 are updated accordingly:

TEK_ADJi_updated = AKnew XOR AKold XOR TEK_ADJi
TEK_ADJi+1_updated = AKnew XOR AKold XOR TEK_ADJi+1
which keeps the first parameter of the TEK generation function remaining the same value. Thus, the TEKs remain the same regardless of re-authentication.
TEKi = Dot16KDF (AKnew XOR TEK_ADJi_updated, SAID |COUNTER_TEK=i|”TEK”, 128)
= Dot16KDF (AKnew XOR AKnew XOR AKold XOR TEK_ADJi, SAID |COUNTER_TEK=i|”TEK”, 128)
= Dot16KDF (AKold XOR TEK_ADJi, SAID |COUNTER_TEK=i|”TEK”, 128)
TEKi+1 = Dot16KDF (AKnew XOR TEK_ADJi+1_updated, SAID |COUNTER_TEK=i+1|”TEK”, 128)
 
= Dot16KDF (AKnew XOR AKnew XOR AKold XOR TEK_ADJi+1, SAID |COUNTER_TEK=i+1|”TEK”, 128)
= Dot16KDF (AKold XOR TEK_ADJi+1, SAID |COUNTER_TEK=i+1|”TEK”, 128)
When TEKs are updated, TEK_ADJs are set to accordingly:

TEK_ADJi+1 ( AKnew XOR AKold XOR TEK_ADJi+1

TEK_ADJi+2 ( zero
And, the TEKs are computed
· Right after the AMS realize ABS uses its TEKULE in the DL, the AMS initiates TEK update procedure in order to obtain new TEKULE.
· The ABS responds with the sequence number of AKnew and AMS can know it needs to derive its TEKULE from AKnew
· After TEK update procedure with the AMS was completed and the ABS knows the AMS poses TEKULE derived from the new AK, it should derive another TEK to discard all keys dependent on AKold, and than it can discard AKold as well.
16.2.5.4.4.1 TEK Context

The TEK context includes all relevant parameters of a single TEK and is described in Table 719.
Table 729—The TEK context
	Parameter
	Size(bit)
	Usage

	TEK
	128
	Key used for encryption or decryption of FIDs associated with this SA

	EKS
	2
	Encryption key sequence number

	PMKID
	64
	The ID of the PMK used to derive AK and this TEK, used to distinguish between TEK from old authentication/key agreement and new authentication/key agreement

	AK Sequence Number
	4
	The sequence number of AK used to derive this TEK.

	Used_Counter_TEK
	16
	The counter value used to derive this TEK

	TEK lifetime
	32
	TEK lifetime=MSK lifetime

	TEK_PN_U
	22
	The PN used for encrypting UL packets. After each MPDU transmission, the value shall be increased by 1. (0x32000010-0x43FFFFF) 

	TEK_PN_D
	22
	The PN used for encrypting DL packets. After each MPDU transmission, the value shall be increased by 1. (0x000000010-0x21FFFFF)

	PN_HARQ_Window
	As negoti​ated in SBC
	DB for monitoring received PN inside HARQ window

	TEK_ADJ
	128
	The adjustment value computed during re-authentication in order to keep the TEKs unchanged after re-authentication. It is zero when a TEK is created. And, it is updated after re-authentication.


16.2.5.2.4.1 AES-CCM

[Page 143, line 24]

If AMS recognizes that TEKDLE update is required due to ICV errors, it initiates TEK update by sending a PKMv3 TEK-Invalid message to the ABS. On receiving the PKMv3 TEK-Invalid message, the ABS dis​cards current TEKDLE and uses TEKULE as TEKDLE, and derives a new TEK for TEKULE.

If ABS recongizesrecognizes that TEKULE update is required due to ICV errors, it initiates TEK PMK update by sending PKMv3 Key_Agreement-MSG#1. Then PMK and AK are refreshed and finally the TEKs are updated alsoderiving a new TEK. The ABS discards TEKDLE and sets the previous TEKULE and the new TEK to TEKDLE and TEKULE respectively.
When the ABS detects that EKS is not sychronizedsynchronized yet, the ABS transmits the PKMv3 TEK-Invalid mes​sage in order for the AMS to send PKMv3 TEK-Request message to the ABS. On receiving the PKMv3 TEK-Request message, the ABS responds with a PKMv3 TEK-reply message notifying the current TEKs.
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