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I. Introduction
In 802.16-2009, CMAC tuple is defined in TLV format in the MAC management message. The receiver needs to parse the message to find out if a message is CMAC protected by checking the CMAC TLV. Since the CMAC tuple is always the last attribute in the message, the receiver can easily locate the part of message required for CMAC verification by excluding the CMAC TLV.
In 802.16m, the MAC control messages are defined in ASN.1 format using PER encoding with byte unaligned option. If the CMAC tuple is included in the ASN.1 message, the receiver will not be able to locate the part of message to be authenticated by AES-CMAC algorithm. If the CMAC tuple is defined outside the ASN.1 message, such as in extended headers, it has the following issues:

· CMAC may require additional attributes (e.g. AK-Count) that can add overheads and complexity to extended headers.

· Since CMAC is only required in a few messages (i.e. AAI-RNG-REQ, AAI-PKM-REQ, AAI-PKM-RSP), exposing CMAC to the MPDU structure will cause uncessary complication. Like 802.16-2009, it should be kept inside the MAC control message payload.
This contribution proposes a method similar to 802.16-2009 that parses the MAC control message prior to CMAC verification to resolve the above issues, and simplify the design.
II. Proposed text 
II.1 Proposed text 1
[Editor Note: at Page 263, Line 35, add a new paragraph as show in the following:]

------------------------------------------------- Start of proposed text I--------------------------------------------------
16.2.4.8 MAC Control Messages with CMAC Protection
CMAC tuple is included in some MAC control messages to enable the receiver to check the authenticity and the integrity of the messages. Figure X1 describes the construction of a MPDU with CMAC protection. For MAC control messages that need to be protected by CMAC tuple, a CMACI (CMAC Indicator) flag is defined in the message. When CMACI is set to “1”, it indicates the CMAC tuple is present. Otherwise, it is not present.
If a MAC control message has CMACI set to “0” or does not have CMACI, its ASN.1 binary data and padding bit (if needed for byte alignment), shall be the MPDU payload that has the size M = N bytes. If a MAC control message has CMAC set to “1”, its ASN.1 binary data and padding bits are sent to the AES-CMAC algorithm to generate the 128 bit CMAC value. A 12 byte CMAC buffer is used to store the CMAC tuple that consists of the following fields:

· PMK_SN (4 bits) – The sequence number of PMK used to derive the current AK.
· Reserved (4 bits) – Added for byte alignment.
· CMAC_PN (24 bits) – Current CMAC_PN_U for uplink or current CMAC_PN_D for downlink.
· CMAC value (64 bits) – The most significant 64 bits of the 128 bits CMAC value.
The MPDU payload shall contain the ASN.1 binary data, padding bits (if any), and the CMAC buffer, and have the size M = N + 12 bytes.
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Figure X1—MPDU contruction with CMAC protection
Figure X2 illustrates the construction of a MPDU with fragmented MAC control message that includes CMAC tuple. It shows that CMAC tuple shall be sent in the last MAC control message fragment.
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Figure X2—MPDU construction of Fragmented MAC Control Message with CMAC Protection
Figure X3 describes the procedure of receiving a MAC control message that is PER coded, and has the size of M bytes. It first decodes the message to generate the plain ASN.1 message that contains the ASN.1 attributes needed for any kinds of CMAC processing. If the message type is AAI-RNG-REQ, AAI-PKM-REQ, or AAI-PKM-RSP, and CMAPI equals “1”, then it will send the first M – 12 bytes of the PER encoded message to CMAC verification. If the verification result is passes, it sends the plain ASN.1 message to applications. Otherwise, the message is discarded.
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Figure X3—Procedure of receiving a MAC Control message
------------------------------------------------- End of proposed text I --------------------------------------------------
II.2 Proposed text 2

[Editor Note: at Page 87, Line 32 change as the following:]
------------------------------------------------- Start of proposed text II--------------------------------------------------
16.2.3.1 AAI-RNG-REQ

Table 679: AAI-RNG-REQ
	M/O
	Attributes / Array of attributes
	Size (bits)
	Value / Note 
	Conditions

	O
	Message type

SN
CCC ID
	PMK_SN
	4
	The sequence number of PMK used to derive the current AK.
	It shall be included when the AMS is attempting to perform Network Reentry, Secure Location Update, or HO, or a reentry if the AMS has a CMAC tuple necessary to expedite security authentication

	
	
	CMAC_PN
	24
	Current CMAC_PN_U for uplink or current CMAC_PN_D for downlink.
	

	
	
	CMAC Value
	64
	The CMAC value derived from the whole message.
	

	O
	Initial Offset for uplink power control (OffsetIInitial)
	5
	The bit size represents power level ranging from -15dB (0x00) to 26dB (0x1F)
	The value is determined by AMS after successful initial ranging process

	O
	CMACI
	1
	CMAC indicator
0: CMAC tuple is not present

1: a 12 byte CMAC tuple is appended to the end of the message 
	Present if needed


------------------------------------------------- End of proposed text II--------------------------------------------------
II.3 Proposed text 3
[Editor Note: at Page 195, Line 56, change as the following:]
------------------------------------------------- Start of proposed text III--------------------------------------------------
16.2.3.43 Privacy key MAC Control messages (AAI-PKM-REQ/AAI-PKM-RSP)
Table 723: AAI-PMK-REQ
	M/O
	Attributes / Array of attributes
	Size (bits)
	Value / Note 
	Conditions

	O
	PMK_SN
	4
	New PMK sequence number for PKM v3 message code = 4

Current PMK sequence number for PKM v3 message codes except 4
	Present whenPKM v3 message code = 1,4,6 or 8



	O
	CMACdigest
	88
	
	Present whenPKM v3 message code = 1,4,6 or 8

	O
	A) CMAC_PN_U
	24
	PN used to avoid UL replay attack on the control connection
	Present whenPKM v3 message code = 1,4,6 or 8

	O
	B) CMAC Value
	64
	CMAC value calculated using CMAC_KEY_U based on new PMK SN for PKM v3 message code = 4

CMAC value calculated using CMAC_KEY_U based on new PMK SN for PKM v3 message code except 4
	Present whenPKM v3 message code = 1,4,6 or 8

	O
	CMACI
	1
	CMAC indicator

0: CMAC tuple is not present

1: A 12 byte CMAC tuple is appended to the end of the message 
	Present whenPKM v3 message code = 1,4,6 or 8


Table 724: AAI-PMK-RSP

	M/O
	Attributes / Array of attributes
	Size (bits)
	Value / Note 
	Conditions

	O
	PMK_SN
	4
	New PMK sequence number for PKM v3 message code = 4

Current PMK sequence number for PKM v3 message codes except 4
	Present whenPKM v3 message code = 1,4,6 or 8



	O
	CMACdigest
	88
	
	Present whenPKM v3 message code = 3, 5, 7 or 8

	O
	A) CMAC_PN_D
	24
	PN used to avoid DL replay attack on the control connection
	Present whenPKM v3 message code = 3, 5, 7 or 8

	O
	B) CMAC Value
	64
	CMAC value calculated using CMAC_KEY_D based on new PMK SN for PKM v3 message code = 3 or 5
CMAC value calculated using CMAC_KEY_D based on new PMK SN for PKM v3 message code except 3 and 5
	Present whenPKM v3 message code = 3, 5, 7 or 8

	O
	CMACI
	1
	CMAC indicator

0: CMAC tuple is not present

1: A 12 byte CMAC tuple is appended to the end of the message 
	Present whenPKM v3 message code = 3, 5, 7 or 8


------------------------------------------------- End of proposed text III--------------------------------------------------
II.4 Proposed text 4
[Editor Note: Page 932, Line 48, change as the following:]

------------------------------------------------- Start of proposed text IV--------------------------------------------------
Annex R.2 MAC Control Message Definitions
CMAC ::= SEQUENCE {

    pmkSN                          CPMKSN,

    cmacPN                         CMACPN,

    cmacValue                      CMACValue}
CMACI ::= ENUMERATED { 

            cmacNotPresent, 

            cmacPresent}
AAI-RNG-REQ ::= SEQUENCE {

    amsidHashValue                 MACAddress OPTIONAL,

    macVersion                     MACVersion OPTIONAL,

    macAddress                     MACAddress OPTIONAL,

    rangingPurpose                 RangingPurpose,

    servingBsid                    BSID OPTIONAL,

    crid                           CRID OPTIONAL,

    previousSTID                   STID OPTIONAL, 

    previousBasicCID               CID OPTIONAL,

    pagingControllerID             PCID OPTIONAL, 

    deregistrationID               DID OPTIONAL, 

    pagingGroupID                  PGID OPTIONAL,

    pagingCycle                    PgCycle OPTIONAL,

    pagingOffset                   PgOffset OPTIONAL,

    pagingCycleChange              PgCycle OPTIONAL,

    pagingCarrierUpdate            INTEGER(0..15) OPTIONAL,   

    akCount                        AKCount OPTIONAL,

    amsMobility                    ENUMERATED {slow, medium, fast}

                                   OPTIONAL,

    csgIdList                      SEQUENCE (SIZE(0..15)) OF CSGID

                                   OPTIONAL,

    fidList                        SEQUENCE (SIZE(0..15)) OF FidInfo

                                   OPTIONAL,

    smsMessage                     SMS OPTIONAL,

    cmac                           CMAC OPTIONAL,

    -- The bit size represents power level ranging from -15dB (0x00) to

    -- 26dB (0x1F)

    -- The value is determined by AMS after successful initial ranging

    -- process.

    initialOffsetUlpc              INTEGER(0..31) OPTIONAL,

    cmacIndicator                  CMACI OPTIONAL,
    ...

    }
------------------------------------------------- End of proposed text IV--------------------------------------------------
II.5 Proposed text 5

[Editor Note: att page 948, line 33, change as the following:]

------------------------------------------------- Start of proposed text V--------------------------------------------------
Annex R.2 MAC Control Message Definitions
-- *-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-

-- Security Messages

-- *-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-

PKMID ::= INTEGER (0..255)

PMKSN ::= INTEGER (0..255)   

AKID ::= BIT STRING (SIZE(64))

SAID ::= INTEGER (0..255)

KeyLifetime ::= INTEGER (0..4294967295)

CounterTEK ::= INTEGER (0..65535)

EKS ::= INTEGER (0..3)

Nonce ::= BIT STRING (SIZE(64))

PKM-ReauthRequest ::= SEQUENCE {

    cmacIndicator                  CMACI OPTIONAL
    pmkSN                          PMKSN,

    cmacDigest                     CMACDigest}

PKM-EAPTransfer ::= SEQUENCE {

    eapPayload                     OCTET STRING (SIZE(1..1400))}

PKM-KeyAgreementMsg1 ::= SEQUENCE {

    nonceABS                       Nonce,

    pmkSN                          PMKSN,

    akID                           AKID,

    keyLifetime                    KeyLifetime,

cmacDigest                     CMACDigest

    cmacIndicator                  CMACI OPTIONAL}
PKM-KeyAgreementMsg2 ::= SEQUENCE {

    nonceABS                       Nonce,

    nonceAMS                       Nonce,

    akID                           AKID,

    pmkSN                          PMKSN,

    securityNegoParameters         SecurityNegotiationPara,

cmacDigest                     CMACDigest
cmacIndicator                  CMACI OPTIONAL}

PKM-KeyAgreementMsg3 ::= SEQUENCE { 

    nonceABS                       Nonce,

    nonceAMS                       Nonce,

    pmkSN                          PMKSN,

    supportingSAs                  SupportingSAs,

    securityNegoParameters         SecurityNegotiationPara,

cmacDigest                     CMACDigest

    cmacIndicator                  CMACI OPTIONAL}
PKM-TEKRequest ::= SEQUENCE {

    said                           SAID,

    pmkSN                          PMKSN,

    tekRefreshFlag                 ENUMERATED { 

                                     secondTEKUpdate, 

                                     firstTEKUpdate},

cmacDigest                     CMACDigest
cmacIndicator                  CMACI OPTIONAL}

PKM-TEKReply ::= SEQUENCE { 

    said                           SAID,

    pmkSN                          PMKSN,

    counterTEK                     CounterTEK,

    eks                            EKS,

cmacDigest                     CMACDigest
cmacIndicator                  CMACI OPTIONAL}

PKM-TEKInvalid ::= SEQUENCE {

    said                           SAID,

    pmkSN                          PMKSN,

cmacDigest                     CMACDigest
cmacIndicator                  CMACI OPTIONAL}

CMACDigest ::= SEQUENCE {

    cmacPN                         BIT STRING (SIZE(24)),

    cmacValue                      BIT STRING (SIZE(64))}    

SecurityNegotiationPara ::= SEQUENCE {

    sizeOfICV                      ENUMERATED { 

                                     thirtyTwoBits, 

                                     sixtyFourBits},

    windowSize                     INTEGER (0..65535)}

SupportingSAs ::= BIT STRING {

    nullSASupported (0),

    said1Supported (1),

    said2Supported (2)} (SIZE(3))

-- +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-

-- Privacy Key Management Request

-- +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-

AAI-PKM-REQ ::= SEQUENCE {

    pkmid                          PKMID,

    pkmMessage                     CHOICE {

      reauthRequest                PKM-ReauthRequest,

      eapTransfer                  PKM-EAPTransfer,

      keyAgreementMsg2             PKM-KeyAgreementMsg2,

      tekRequest                   PKM-TEKRequest,

      tekInvalid                   PKM-TEKInvalid,

      ...

      },

    ...

    }

-- +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-

-- Privacy Key Management Response

-- +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-

AAI-PKM-RSP ::= SEQUENCE {

    pkmid                          PKMID,

    pkmMessage                     CHOICE {

      eapTransfer                  PKM-EAPTransfer,

      keyAgreementMsg1             PKM-KeyAgreementMsg1,

      keyAgreementMsg3             PKM-KeyAgreementMsg3,

      tekReply                     PKM-TEKReply,

      tekInvalid                   PKM-TEKInvalid,

      ...

      },

    ...

    }
------------------------------------------------- End of proposed text V--------------------------------------------------







































































































































































































































































































































































































































































































































































































  


_1345365068.vsd
MAC message in ASN.1
AAI-XXX ::= SEQUENCE {
  ackSN INTEGER (0..255),
  cccId   INTEGER (0..1),
  …
}


PER
Encoding


ASN.1 binary data


Padding



_1345365086.vsd
MAC message in ASN.1
AAI-XXX ::= SEQUENCE {
  ackSN INTEGER (0..255),
  cccId   INTEGER (0..1),
  …
}


PER
Encoding


AGMH


Extended Headers
(Optional)


MAC control message fragment #2
with CMAC


AES-CMAC
Algorithm


Truncation
(1st 64 bits)



_1344352311.vsd
Receive a MAC Control Msg[0..(M-1)]


msgType == RNG-REQ or PKM-REQ or PKM-RSP? 


Yes


CMACI == 1?


Yes


No


CMACI present?


result? 


MAC control Msg is discarded


plainASN.1Msg = perDecoder(Msg[0..(M-1)])


No


Result = aesCmac(Msg[0..(M-13)])


No


Failure


 plainASN.1Msg is passed to Applications


Passed


Yes



