IEEE C802.16m-10/0768r5

	Project
	IEEE 802.16 Broadband Wireless Access Working Group <http://ieee802.org/16>

	Title
	MAC control message with CMAC protection

	Date Submitted
	2010-09-15

	Source(s)
	Joey Chou
Xiangying Yang

Muthaiah Venkatachal
Elad Levy
Intel
Youngkyo Baek
Anil Agiwal

Samsung

	E-mail: joey.chou@intel.com


	Re:
	TGm AWD: 

	Abstract
	This contribution proposes text to add CMAC support to MAC control message

	Purpose
	Adopt proposed text.

	Notice
	This document does not represent the agreed views of the IEEE 802.16 Working Group or any of its subgroups. It represents only the views of the participants listed in the “Source(s)” field above. It is offered as a basis for discussion. It is not binding on the contributor(s), who reserve(s) the right to add, amend or withdraw material contained herein.

	Release
	The contributor grants a free, irrevocable license to the IEEE to incorporate material contained in this contribution, and any modifications thereof, in the creation of an IEEE Standards publication; to copyright in the IEEE’s name any IEEE Standards publication even though it may include portions of this contribution; and at the IEEE’s sole discretion to permit others to reproduce in whole or in part the resulting IEEE Standards publication. The contributor also acknowledges and accepts that this contribution may be made public by IEEE 802.16.

	Patent Policy
	The contributor is familiar with the IEEE-SA Patent Policy and Procedures:

<http://standards.ieee.org/guides/bylaws/sect6-7.html#6> and <http://standards.ieee.org/guides/opman/sect6.html#6.3>.

Further information is located at <http://standards.ieee.org/board/pat/pat-material.html> and <http://standards.ieee.org/board/pat>.


MAC control message with CMAC protection
Joey Chou,

Xiangying Yang,

Muthaiah Venkatachal
Elad Levy
Intel
Youngkyo Baek

Anil Agiwal

Samsung

I. Introduction
In 802.16-2009, CMAC tuple is defined in TLV format in the MAC management message. The receiver needs to parse the message to find out if a message is CMAC protected by checking the CMAC TLV. Since the CMAC tuple is always the last attribute in the message, the receiver can easily locate the part of message required for CMAC verification by excluding the CMAC TLV.
In 802.16m, the MAC control messages are defined in ASN.1 format using PER encoding with byte unaligned option. If the CMAC tuple is included in the ASN.1 message, the receiver will not be able to locate the part of message to be authenticated by AES-CMAC algorithm. If the CMAC tuple is defined outside the ASN.1 message, such as in extended headers, it has the following issues:

· CMAC may require additional attributes (e.g. AK-Count) that can add overheads and complexity to extended headers.

· Since CMAC is only required in a few messages (i.e. AAI-RNG-REQ, AAI-PKM-REQ, AAI-PKM-RSP), exposing CMAC to the MPDU structure will cause uncessary complication. Like 802.16-2009, it should be kept inside the MAC control message payload.
This contribution proposes a method similar to 802.16-2009 that parses the MAC control message prior to CMAC verification to resolve the above issues, and simplify the design.
II. Proposed text 
II.1 Proposed text 1
[Editor Note: at Page 263, Line 35, add a new paragraph as show in the following:]

------------------------------------------------- Start of proposed text I--------------------------------------------------
16.2.4.8 MAC Control Messages with CMAC Protection
A 12 byte CMAC tuple is included in some MAC control messages to enable the receiver to check the authenticity and the integrity of the messages. The CMAC tuple consists of the following fields:

· PMK_SN (4 bits) – The sequence number of PMK used to derive AK.
· Reserved (4 bits) – Added for byte alignment.
· CMAC_PN (24 bits) – Current CMAC_PN_U for uplink or current CMAC_PN_D for downlink.
· CMAC value (64 bits) – The most significant 64 bits of the 128 bits CMAC value.

The CMAC protected MAC control message consists of ASN.1 encoded data followed by the CMAC tuple. A CMACI (CMAC Indicator) flag is defined in the MAC control message to indicate whether the MAC control message is protected using CMAC or not.. CMACI set to “1”indicates that MAC control message is protected using CMAC and CMAC tuple is present after the ASN.1 binary data in the MAC control message. CMACI set to ‘0’ or absence of CMACI in the MAC control message indicates that MAC control message is not protected using CMAC..
Figure X1 illustrates the construction of a MAC PDU carrying CMAC protected MAC control message. If a MAC control message has CMACI set to “0” or does not have CMACI, its ASN.1 binary data and padding bit (if needed for byte alignment), shall be the MAC PDU payload that has the size M = N bytes. If a MAC control message has CMAC set to “1”, its ASN.1 binary data and padding bits are sent to the AES-CMAC algorithm to generate the CMAC value. The CMAC protected MAC control message consists of ASN.1 encoded data followed by the CMAC tuple.
The MAC PDU payload shall contain the ASN.1 binary data, padding bits (if any), and the CMAC tuple, and have the size M = N + 12 bytes.
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Figure X1—MPDU contruction with CMAC protection
Figure X2 illustrates the construction of a MAC PDU with fragmented MAC control message that includes CMAC tuple. It shows thatCMAC tuple shall be sent in the last MAC control message fragment.
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Figure X2—MPDU construction of Fragmented MAC Control Message with CMAC Protection
------------------------------------------------- End of proposed text I --------------------------------------------------
[Change 2: Modify the text section 16.2.5.2.1.4 on page 272, line 32-38 as follows:]
The Key agreement 3-way handshake procedure (as shown in Figure 400) includes the following steps:
•   EAP authentication completes (Authenticator got "EAP Success" from AAA and sent it to AMS). Assuming AMS received the EAP_Success message, both AMS and ABS are supposed to have valid AK and derived CMAC keys.
•    The ABS sends a AAI_PKM_RSP message (Key Agreement MSG#1) protected with CMAC, which shall include a CMAC tuple to the AMS. The message shall include a random NONCE_ABS.
[Change 3: Modify the text section 16.2.5.2.3.2 on page 283, line 52-56 as follows:]
The CMAC value shall be calculated over a field consisting of the AK ID followed by the CMAC_PN_*, expressed as an unsigned 24-bit number, followed by the 12-bit STID and 4-bit FID on which the message is sent, followed by 24-bit of zero padding (for the header to be aligned with AES block size) and followed by the entire ASN.1 encoded MAC control message with the exception of the CMAC tuple or digest.
[Change 4: Modify the text section 16.2.5.3.3 on page 301, line 5-7 as follows:]
CMAC based integrity protection; CMAC Tuple is added in a MAC PDU either carrying unfragmented CMAC protected MAC control message or last fragment of CMAC protected MAC control message  included as the last attribute of MAC control message. CMAC protects the integrity of entire control messages. Actual control message is plain​text
[Change 5: Modify the text section 16.2.6.3.5.2 on page 291, line 30-39 as follows:]
The AAI_RNG-REQ/RSP transaction for HO is shown in Figure 411. The AMS shall initiate the AAI_RNG_REQ/RSP transaction by transmitting an AAI_RNG-REQ message to the target ABS before the deadline specified by the "Ranging Initiation Deadline" attribute included in AAI_HO-CMD message dur​ing handover preparation. The AAI_RNG-REQ message is protected by CMAC and shall include STID and, AK_COUNT and a CMAC tuple, but not include AMS MAC address or previous serving ABSID. When ABS receives the AAI_RNG-REQ message including and verifies the  CMAC , the ABS shall respond to the AAI_RNG-REQ message by transmitting encrypted AAI_RNG-RSP message. The AAI_RNG-RSP message shall be addressed to the AMS's STID.

[Change 6: Modify the text section 16.2.6.3.5.2 on page 318, line 43-49 as follows:]
In the case of an uncoordinated handover, where AMS performs the contention based CDMA HO ranging at the target ABS, the AAI_RNG-REQ message shall include the former serving BSID and previously used STID if the resource retain timer is not expired. When ABS receives the AAI_RNG-REQ including and verifies the  CMAC, the ABS shall respond to the AAI_RNG-REQ message by transmitting encrypted AAI_RNG-RSP message. The AAI_RNG-RSP shall include a STID for the AMS if the STID is not pre-assigned by AAI_HO-CMD message.

[Change 7: Modify the text section 16.2.6.4.1.2.1 on page 323, line 16-22 as follows:]
The AMS shall append CMAC tuple to protect the AAI_RNG-REQ message using CMAC if the security context is available for the MZone. The ABS then responds with the AAI_RNG-RSP message. If the CMAC tuple in ABS receives the AAI_RNG-REQ message and a valid CMAC tuple is valid, the ABS shall respond to the AMS with the encrypted AAI_RNG-RSP message. If the CMAC in the AAI_RNG-REQ message is invalid or not included, the ABS shall trigger the AMS to initiate network entry procedure.

[Change 8: Modify the text section 16.2.18.4.2 on page 442, line 41-45 as follows:]
If the AMS shares a valid security context with the preferred ABS so that the AMS includes a valid CMAC Tuple in the protects AAI_RNG-REQ message with CMAC, then the AMS shall conduct initial ranging with the ABS by sending a AAI_RNG-REQ message protected with CMAC including Ranging Purpose Indication set to Location Update Request and Pag​ing Controller ID and the CMAC Tuple.

[Change 9: Modify the text section 16.2.18.5 on page 443, line 8-12 as follows:]
If the AMS shares a valid security context with the ABS, the AMS protects the AAI_RNG-REQ message with CMAC includes the CMAC Tuple. If the ABS receives the AAI_RNG-REQ message and a valid evaluates the CMAC Tuple as a valid and supplies a corresponding authenticating CMAC Tuple, then the ABS shall reply with an encrypted AAI_RNG-RSP message. The network reentry procedure may be shortened if the ABS possesses AMS's information which may be obtained from paging controller or other network entity over the backbone net​work.
[Change 10: Modify the text section 16.2.3.1 on page 83 and table 679 as follows:]
16.2.3.1 AAI_RNG-REQ

An AAI_RNG-REQ message is transmitted by AMS at network entry, to which HARQ operation is applied. An AMS shall generate AAI_RNG-REQ message containing parameters according to the usage of the AAI_RNG-REQ message:

If the AMS does not have an active STID assignment and the AMS has been provided with allocation of unsufficient size for transmitting the whole AAI_RNG-REQ message, the AMS shall use the provided allocation for transmitting a fragment of the AAI_RNG-REQ and request more UL bandwidth by sending either a BR without STID header (refer to Table 16.2.2.1.3.2) or PBREH (refer to Table 16.2.2.2.6).

In response to the additional UL bandwidth request, the ABS shall allocate UL bandwidth by sending a CDMA Allocation A-MAP IE still masked with the RA-ID and masking prefix indicator for the ranging code (refer to Table 846).
When the AMS is attempting to perform Network Reentry, Secure Location Update, or HO if the AMS has an available security context(e.g. AK context) necessary to expedite security authentication, it shall transmit CMAC tuple following ASN.1 encoded AAI-RNG-REQ.
Table 679—AAI_RNG-REQ message Field Descriptions

	M/O
	Attributes / Array of attributes
	Size (bits)
	Value / Note
	Conditions


	……
	…..
	…..
	…….
	…………

	……
	CMAC indicator
	1
	Indicate whether this message is protected by CMAC tuple
0: not protected

1: protected
	Shall always be present

	O
	CMAC tuple
	PMKSN
	4
	The sequence number of PMK used to derive the current AK.
	It shall be included when the AMS is attempting to perform Network Reentry, Secure Location Update, or HO, or a reentry if the AMS has a CMAC tuple necessary to expedite security authentication. It shall be the last attribute in the AAI_RNG-REQ message.

	O
	
	CMAC_PN_U
	24
	Current CMAC_PN_U for uplink or current CMAC_PN_D for downlink.
	

	O
	
	CMAC value
	64
	The CMAC value derived from the whole message.
	

	…..
	…
	….
	…..
	…….


[Editorial note : the above table can be replaced with the following remedy, based on the reformatted control message format.]
	Field
	Size (bit)
	Value/Description
	Condition

	…..
	……
	…..
	……

	} else if (Ranging Purpose Indication = 0b0001) {
	
	// HO reentry
	

	…..
	……
	…..
	……

	CMAC indicator
	1
	Indicate whether this message is protected by CMAC tuple

0: not protected

1: protected
	Shall always be present

	  PMK SN
	4
	The sequence number of PMK used to derive the current AK.
	Shall be presented if the AMS has a CMAC Tuple necessary to expedite security authentication

	  CMAC_PN
	24
	Current CMAC_PN_U for uplink or current CMAC_PN_D for downlink.
	Shall be presented if the AMS has a CMAC Tuple necessary to expedite security authentication

	  CMAC value
	64
	The CMAC value derived from the whole message.
	Shall be presented if the AMS has a CMAC Tuple necessary to expedite security authentication

	…..
	……
	…..
	……

	} else if (Ranging Purpose Indication = 0b0010) {
	
	// Network reentry from idle mode
	

	…..
	……
	…..
	……

	CMAC indicator
	1
	Indicate whether this message is protected by CMAC tuple

0: not protected

1: protected
	Shall always be present

	  CMAC Tuple: PMK SN
	4
	The sequence number of PMK used to derive the current AK.
	Shall be presented if the AMS has a CMAC Tuple necessary to expedite security authentication

	  CMAC Tuple: CMAC_PN
	24
	Current CMAC_PN_U for uplink or current CMAC_PN_D for downlink.
	Shall be presented if the AMS has a CMAC Tuple necessary to expedite security authentication

	  CMAC Tuple: CMAC value
	64
	The CMAC value derived from the whole message.
	Shall be presented if the AMS has a CMAC Tuple necessary to expedite security authentication

	…..
	……
	…..
	……

	} else if (Ranging Purpose Indication = 0b0011 |0b0110|0b0111| 0b1011) {
	
	// Idle mode location update (and with other additional purposes)
	

	…..
	……
	…..
	……

	CMAC indicator
	1
	Indicate whether this message is protected by CMAC tuple

0: not protected

1: protected
	Shall always be present

	  CMAC Tuple: PMK SN
	4
	The sequence number of PMK used to derive the current AK.
	Shall be presented for secure Location Update

	  CMAC Tuple: CMAC_PN
	24
	Current CMAC_PN_U for uplink or current CMAC_PN_D for downlink.
	

	  CMAC Tuple: CMAC value
	64
	The CMAC value derived from the whole message.
	

	
	
	
	


	
	
	
	

	} else if (Ranging Purpose Indication = 0b0100) {
	
	// DCR mode extension
	

	…..
	……
	…..
	……

	CMAC indicator
	1
	Indicate whether this message is protected by CMAC tuple

0: not protected

1: protected
	Shall always be present

	  CMAC Tuple: PMK SN
	4
	The sequence number of PMK used to derive the current AK.
	Shall be presented if the AMS has a CMAC Tuple necessary to expedite security authentication

	  CMAC Tuple: CMAC_PN
	24
	Current CMAC_PN_U for uplink or current CMAC_PN_D for downlink.
	Shall be presented if the AMS has a CMAC Tuple necessary to expedite security authentication

	  CMAC Tuple: CMAC value
	64
	The CMAC value derived from the whole message.
	Shall be presented if the AMS has a CMAC Tuple necessary to expedite security authentication

	…..
	……
	…..
	……

	
	
	
	

	} else if (Ranging Purpose Indication = 0b1000) {
	
	// Reentry from DCR mode, coverage loss or detection of different ABS restart count.
	

	…..
	……
	…..
	……

	CMAC indicator
	1
	Indicate whether this message is protected by CMAC tuple

0: not protected

1: protected
	Shall always be present

	  CMAC Tuple: PMK SN
	4
	The sequence number of PMK used to derive the current AK.
	Shall be presented if the AMS has a CMAC Tuple necessary to expedite security authentication

	  CMAC Tuple: CMAC_PN
	24
	Current CMAC_PN_U for uplink or current CMAC_PN_D for downlink.
	

	  CMAC Tuple: CMAC value
	64
	The CMAC value derived from the whole message.
	

	…..
	……
	…..
	……

	} else if (Ranging Purpose Indication = 0b1001) {
	
	// Network reentry from a Legacy BS
	

	…..
	……
	…..
	……

	CMAC indicator
	1
	Indicate whether this message is protected by CMAC tuple

0: not protected

1: protected
	Shall always be present

	  CMAC Tuple: PMK SN
	4
	The sequence number of PMK used to derive the current AK.
	Shall be presented if the AMS has a CMAC Tuple necessary to expedite security authentication.

	  CMAC Tuple: CMAC_PN
	24
	Current CMAC_PN_U for uplink or current CMAC_PN_D for downlink.
	

	  CMAC Tuple: CMAC value
	64
	The CMAC value derived from the whole message.
	

	…..
	……
	…..
	……

	} else if (Ranging Purpose Indication = 0b1010) {
	
	// Zone switch to MZONE from LZONE
	

	…..
	……
	…..
	……

	CMAC indicator
	1
	Indicate whether this message is protected by CMAC tuple

0: not protected

1: protected
	Shall always be present

	  CMAC Tuple: PMK SN
	4
	The sequence number of PMK used to derive the current AK.
	Shall be presented if the AMS has a CMAC Tuple necessary to expedite security authentication.

	  CMAC Tuple: CMAC_PN
	24
	Current CMAC_PN_U for uplink or current CMAC_PN_D for downlink.
	Shall be presented if the AMS has a CMAC Tuple necessary to expedite security authentication.

	  CMAC Tuple: CMAC value
	64
	The CMAC value derived from the whole message.
	Shall be presented if the AMS has a CMAC Tuple necessary to expedite security authentication.

	…..
	……
	…..
	……


	} else if (Ranging Purpose Indication = 0b1100) {
	
	// Experiencing “femto interference”
	

	…..
	……
	…..
	……

	CMAC indicator
	1
	Indicate whether this message is protected by CMAC tuple

0: not protected

1: protected
	Shall always be present

	  CMAC Tuple: PMK SN
	4
	The sequence number of PMK used to derive the current AK.
	Shall be presented if the AMS has a CMAC Tuple necessary to expedite security authentication.

	  CMAC Tuple: CMAC_PN
	24
	Current CMAC_PN_U for uplink or current CMAC_PN_D for downlink.
	Shall be presented if the AMS has a CMAC Tuple necessary to expedite security authentication

	  CMAC Tuple: CMAC value
	64
	The CMAC value derived from the whole message.
	Shall be presented if the AMS has a CMAC Tuple necessary to expedite security authentication

	…..
	……
	…..
	……

	
	
	
	


[Change 11: Modify the text section 16.2.3.43 on page 192 and table 723 as follows:]
Table 723—AAI_PKM-REQ message
	M/O
	Attributes / Array of attributes
	Size (bits)
	Value / Note
	Conditions


	……
	…..
	…..
	…….
	…………

	
	CMAC indicator
	1
	Indicate whether this message is protected by CMAC tuple

0: not protected

1: protected
	Shall always be present

	
	PMKSN
	4
	New PMK sequence number for PKM v3 message code = 4

Current PMK sequence number for PKM v3 message codes except 4.
	Present whenPKM v3 message code = 1,4,6 or 8

	
	CMAC digest
	88
	
	Present whenPKM v3 message code = 1,4,6 or 8

	
	A)CMAC_PN_U
	24
	PN used to avoid UL replay attack on the control connection
	Present whenPKM v3 message code = 1,4,6 or 8

	
	B)CMAC value
	64
	CMAC value calculated using CMAC_KEY_U based on new PMK SN for PKM v3 message code = 4

CMAC value calculated using CMAC_KEY_U based on new PMK SN for PKM v3 message code except 4
	Present whenPKM v3 message code = 1,4,6 or 8


When PKM v3 message code = 1,4,6 or 8, PMK SN and CMAC digest(i.e. CMAC_PN_U and CMAC value) are transmitted for CMAC verification. Especially when PKM v3 message code = 4, new PMK SN and its corresponding CMAC digest are transmitted for CMAC verification. When PKM v3 message code = 1,6, or 8, current PMK SN and its corresponding CMAC digest are transmitted for transmitted for CMAC verification.
[Editorial note : the above table can be replaced with the following remedy, based on the reformatted control message format.]
	…
	…
	…..
	…..

	If( PKM v3 mes​sage code ==1,4,6 or 8 ) {
	
	
	

	PMK SN
	4
	New PMK sequence number for PKM v3 message code = 4 

Current PMK sequence number for PKM v3 message codes except 4
	

	CMAC_PN_U
	24
	PN used to avoid UL replay attack on the control connection
	

	CMAC value
	64
	CMAC value calculated using CMAC_KEY_U based on new PMK SN for PKM v3 message code = 4 

CMAC value calculated using CMAC_KEY_U based on new PMK SN for PKM v3 message code except 4
	

	}
	
	
	


[Change 12: Modify the text section 16.2.3.43 on page 179 and table 724 as follows:]
Table 724—AAI_PKM-RSP message
	M/O
	Attributes / Array of attributes
	Size (bits)
	Value / Note
	Conditions


	……
	…..
	…..
	…….
	…………

	
	CMAC indicator
	1
	Indicate whether this message is protected by CMAC tuple

0: not protected

1: protected
	Shall always be present

	
	PMKSN
	4
	New PMK sequence number for PKM v3 message code = 3 or 5
Current PMK sequence number for PKM v3 message codes except 3 or 5.
	Present whenPKM v3 message code = 3,5,7 or 8

	
	CMAC digest
	88
	
	Present whenPKM v3 message code = 3,5,7 or 8

	
	A)CMAC_PN_D
	24
	PN used to avoid DL replay attack on the control connection
	Present whenPKM v3 message code = 3,5,7 or 8

	
	B)CMAC value
	64
	CMAC value calculated using CMAC_KEY_D based on new PMK SN for PKM v3 message code = 3 or 5
CMAC value calculated using CMAC_KEY_D based on new PMK SN for PKM v3 message code except 3 or 5
	Present whenPKM v3 message code = 3,5,7 or 8


When PKM v3 message code = 3,5,7 or 8, PMK SN and CMAC digest(i.e. CMAC_PN_D and CMAC value) are transmitted for CMAC verification. Especially when PKM v3 message code =3 or 5, new PMK SN and its corresponding CMAC digest are transmitted for CMAC verification. When PKM v3 message code = 7, or 8, current PMK SN and its corresponding CMAC digest are transmitted for CMAC verification.
[Editorial note : the above table can be replaced with the following remedy, based on the reformatted control message format.]
	…
	…
	…..
	…..

	If( PKM v3 mes​sage code ==3,5,7 or 8 ) {
	
	
	

	PMK SN
	4
	New PMK sequence number for PKM v3 message code = 3 or 5 

Current PMK sequence number for PKM v3 message codes except 3 and 5
	

	CMAC_PN_D
	24
	PN used to avoid DL replay attack on the control connection
	

	CMAC value
	64
	CMAC value calculated using CMAC_KEY_D based on new PMK SN for PKM v3 message code = 3 or 5 
CMAC value calculated using CMAC_KEY_D based on new PMK SN for PKM v3 message code except 3 and 5
	

	}
	
	
	


[Change 13: Modify the text section 16.2.3.43.1 on page 197, line50-52 as follows:]
The CMAC Digest attribute(i.e. CMAC_PN_U and CMAC value) shall be transmitted for CMAC verification the final attribute in the message's attribute list. Inclusion of the CMAC Digest attribute allows the ABS to authenticate the PKMv3 Reauth-Request message.
[Change 14: Modify the text section 16.2.3.43.3 on page 198, line63 as follows:]
The CMAC Digest attribute(i.e. CMAC_PN_D and CMAC value) shall be transmitted for CMAC verification the final attribute in the message's attribute list, which is derived from new AK..
[Change 15: Modify the text section 16.2.3.43.4 on page 199, line56 as follows:]
The CMAC Digest attribute(i.e. CMAC_PN_U and CMAC value) shall be transmitted for CMAC verification the final attribute in the message's attribute list, which is derived from new AK..
[Change 16: Modify the text section 16.2.3.43.5 on page 200, line41 as follows:]
The CMAC Digest attribute(i.e. CMAC_PN_D and CMAC value) shall be transmitted for CMAC verification the final attribute in the message's attribute list, which is derived from new AK..
[Change 17: Modify the text section 16.2.3.43.6 on page 201, line25 as follows:]
The CMAC Digest attribute(i.e. CMAC_PN_U and CMAC value) shall be transmitted for CMAC verification the final attribute in the message's attribute list.
[Change 18: Modify the text section 16.2.3.43.7 on page 201, line62 as follows:]
The CMAC Digest attribute(i.e. CMAC_PN_D and CMAC value) shall be transmitted for CMAC verification the final attribute in the message's attribute list.
[Change 19: Modify the text section 16.2.3.43.8 on page 202, line32 as follows:]
The CMAC Digest attribute(i.e. CMAC_PN_D and CMAC value) shall be transmitted for CMAC verification the final attribute in the message's attribute list.
Annex R.2 MAC Control Message Definitions
CMAC ::= SEQUENCE {

    pmkSN                          CPMKSN,

    cmacPN                         CMACPN,

    cmacValue                      CMACValue}
CMACI ::= ENUMERATED { 

            cmacNotPresent, 

            cmacPresent}
AAI-RNG-REQ ::= SEQUENCE {

    amsidHashValue                 MACAddress OPTIONAL,

    macVersion                     MACVersion OPTIONAL,

    macAddress                     MACAddress OPTIONAL,

    rangingPurpose                 RangingPurpose,

    servingBsid                    BSID OPTIONAL,

    crid                           CRID OPTIONAL,

    previousSTID                   STID OPTIONAL, 

    previousBasicCID               CID OPTIONAL,

    pagingControllerID             PCID OPTIONAL, 

    deregistrationID               DID OPTIONAL, 

    pagingGroupID                  PGID OPTIONAL,

    pagingCycle                    PgCycle OPTIONAL,

    pagingOffset                   PgOffset OPTIONAL,

    pagingCycleChange              PgCycle OPTIONAL,

    pagingCarrierUpdate            INTEGER(0..15) OPTIONAL,   

    akCount                        AKCount OPTIONAL,

    amsMobility                    ENUMERATED {slow, medium, fast}

                                   OPTIONAL,

    csgIdList                      SEQUENCE (SIZE(0..15)) OF CSGID

                                   OPTIONAL,

    fidList                        SEQUENCE (SIZE(0..15)) OF FidInfo

                                   OPTIONAL,

    smsMessage                     SMS OPTIONAL,

    cmac                           CMAC OPTIONAL,

    -- The bit size represents power level ranging from -15dB (0x00) to

    -- 26dB (0x1F)

    -- The value is determined by AMS after successful initial ranging

    -- process.

    initialOffsetUlpc              INTEGER(0..31) OPTIONAL,

    cmacIndicator                  CMACI OPTIONAL,
    ...

    }
------------------------------------------------- End of proposed text IV--------------------------------------------------
II.5 Proposed text 5

[Editor Note: att page 948, line 33, change as the following:]

------------------------------------------------- Start of proposed text V--------------------------------------------------
Annex R.2 MAC Control Message Definitions
-- *-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-

-- Security Messages

-- *-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-

PKMID ::= INTEGER (0..255)

PMKSN ::= INTEGER (0..255)   

AKID ::= BIT STRING (SIZE(64))

SAID ::= INTEGER (0..255)

KeyLifetime ::= INTEGER (0..4294967295)

CounterTEK ::= INTEGER (0..65535)

EKS ::= INTEGER (0..3)

Nonce ::= BIT STRING (SIZE(64))

PKM-ReauthRequest ::= SEQUENCE {

    cmacIndicator                  CMACI OPTIONAL
    pmkSN                          PMKSN,

    cmacDigest                     CMACDigest}

PKM-EAPTransfer ::= SEQUENCE {

    eapPayload                     OCTET STRING (SIZE(1..1400))}

PKM-KeyAgreementMsg1 ::= SEQUENCE {

    nonceABS                       Nonce,

    pmkSN                          PMKSN,

    akID                           AKID,

    keyLifetime                    KeyLifetime,

cmacDigest                     CMACDigest

    cmacIndicator                  CMACI OPTIONAL}
PKM-KeyAgreementMsg2 ::= SEQUENCE {

    nonceABS                       Nonce,

    nonceAMS                       Nonce,

    akID                           AKID,

    pmkSN                          PMKSN,

    securityNegoParameters         SecurityNegotiationPara,

cmacDigest                     CMACDigest
cmacIndicator                  CMACI OPTIONAL}

PKM-KeyAgreementMsg3 ::= SEQUENCE { 

    nonceABS                       Nonce,

    nonceAMS                       Nonce,

    pmkSN                          PMKSN,

    supportingSAs                  SupportingSAs,

    securityNegoParameters         SecurityNegotiationPara,

cmacDigest                     CMACDigest

    cmacIndicator                  CMACI OPTIONAL}
PKM-TEKRequest ::= SEQUENCE {

    said                           SAID,

    pmkSN                          PMKSN,

    tekRefreshFlag                 ENUMERATED { 

                                     secondTEKUpdate, 

                                     firstTEKUpdate},

cmacDigest                     CMACDigest
cmacIndicator                  CMACI OPTIONAL}

PKM-TEKReply ::= SEQUENCE { 

    said                           SAID,

    pmkSN                          PMKSN,

    counterTEK                     CounterTEK,

    eks                            EKS,

cmacDigest                     CMACDigest
cmacIndicator                  CMACI OPTIONAL}

PKM-TEKInvalid ::= SEQUENCE {

    said                           SAID,

    pmkSN                          PMKSN,

cmacDigest                     CMACDigest
cmacIndicator                  CMACI OPTIONAL}

CMACDigest ::= SEQUENCE {

    cmacPN                         BIT STRING (SIZE(24)),

    cmacValue                      BIT STRING (SIZE(64))}    

SecurityNegotiationPara ::= SEQUENCE {

    sizeOfICV                      ENUMERATED { 

                                     thirtyTwoBits, 

                                     sixtyFourBits},

    windowSize                     INTEGER (0..65535)}

SupportingSAs ::= BIT STRING {

    nullSASupported (0),

    said1Supported (1),

    said2Supported (2)} (SIZE(3))

-- +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-

-- Privacy Key Management Request

-- +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-

AAI-PKM-REQ ::= SEQUENCE {

    pkmid                          PKMID,

    pkmMessage                     CHOICE {

      reauthRequest                PKM-ReauthRequest,

      eapTransfer                  PKM-EAPTransfer,

      keyAgreementMsg2             PKM-KeyAgreementMsg2,

      tekRequest                   PKM-TEKRequest,

      tekInvalid                   PKM-TEKInvalid,

      ...

      },

    ...

    }

-- +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-

-- Privacy Key Management Response

-- +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-

AAI-PKM-RSP ::= SEQUENCE {

    pkmid                          PKMID,

    pkmMessage                     CHOICE {

      eapTransfer                  PKM-EAPTransfer,

      keyAgreementMsg1             PKM-KeyAgreementMsg1,

      keyAgreementMsg3             PKM-KeyAgreementMsg3,

      tekReply                     PKM-TEKReply,

      tekInvalid                   PKM-TEKInvalid,

      ...

      },

    ...

    }
------------------------------------------------- End of proposed text V--------------------------------------------------
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