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1. Introduction
Current legacy Radio Access Networks are deployed together with a legacy ASN and CSN core networks.
It is, thus, expected that new 16m radio access networks (ABS and AMS) may be deployed and be required to operate with legacy ASN-GW and legacy CSN nodes, for quite some time. 
In addition, 16m AMS subscribes may need to operate with legacy-supporting NSP, and require Roaming service through a local NSP that supports the 16m advanced technology.

In these and other scenarios, some 16m features may not be supported by the Network, such as MSID privacy.
Therefore, it is essential that the 16m air interface be able to disable or enable the AMSID privacy protection feature of the AMS. 
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Figure 1. Deployment scenario of advanced ASN together with legacy CSN.

NWG agreed that it is considerable scenario that 16m Access network is deployed together with a legacy core network and made the following decision at the July 2010 Tallinn, Estonia meeting [4] (see Figure 1) in order to support that scenario.
· MSID privacy is mandatory to support in advanced ABS, AMS, advanced ASNGW, advanced AAA, but optional to use.

· NAP shall advertise its capability to support MSID privacy when ASNGW is advanced.

· AMS (in accordance with HNSP) decides whether MSID privacy is used.

· There may be other 16m features impacting the legacy CSNs (FFS). 
· Needs further discussion: Whether we need to hide the real MSID from ASN and VCSNs; over R3 and R5 (a bug?)

Considering their decision, we suggest the following text proposal for P802.16m/D6.
2. Text Proposal
Add new text on page 270, at line 54 as follows
======================== Start of Proposed Text=====================
16.2.5.3.1 AMS identity privacy

AMS identity privacy support is the process of protecting the identity of AMS so that AMS MAC Address (ie., AMSID) is not revealed via air interface. While S-SFH Network Configuration bit = 0b1, AMS identity privacy is not possible due to the need to send the real AMSID as plain text in the AAI_RNG-REQ.

To protect AMSID a hash value of the real AMSID (i.e. AMSID*) is defined for the case of S-SFH Network Configuration bit = 0b0 as follows:

AMSID*=Dot16KDF(AMSID|80-bit zero padding, NONCE_AMS, 48)

•NONCE_AMS is a random 48-bit value generated by AMS before sending AAI_RNG-REQ message, and transmitted to ABS during the following Key Agreement 3-way handshake procedure. If the AMS doesn't receive a successful AAI_RNG-RSP from the ABS, the AMS should send another AAI_RNG-REQ with the AMSID* derived from the same NONCE_AMS to the ABS in the followed initial ranging procedure before retries are exhausted. If retries are exhausted, AMS should use another AMSID* derived from a newly generated NONCE_AMS.

When operating in S-SFH Network Configuration bit = 0b1:

AMSID is used instead of AMSID* when sending AAI_RNG-REQ message and deriving AK.
Implementation of AMSID* is mandatory for all ABS, AMS, but usage shall be subject to the access and core network conditions.The ABS shall advertise its support of AMSID privacy (AMSID*).
The AMS shall decide whether or not the AMSID privacy is turned on or off.

============================== End of Proposed Text===============
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